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Executive Summary

This document describes the concrete solutions selected by BeFEMTO for the traffic management,
mobility management, network management, and security concepts studied within Work Package 5
(WPS5). The purpose of this deliverable is to describe such solutions, as well as a summary of those
already presented in D5.1. In this sense, this document serves as a compilation of all the networking
solutions developed towards the realization of the BeFEMTO system concept, as presented in WP2.

Following an introduction of this deliverable (Chapter 1), that also provides a general overview of the
technical activities tackled within WP5 and the relationship among them, the following chapters provide a
detailed description of the work activities that have been addressed:

Chapter 2 describes activities related to traffic forwarding and resource sharing.
Chapter 3 is focused on the mobility management issues.

Chapter 4 deals with the management of evolved femtocell networks.

Chapter 5 is devoted to security issues.

Chapter 6 includes technical work on revenue sharing in multi-stakeholder scenarios.
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WLAN

Wireless Local Area Network

WP

Work Package
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1. Introduction

1.1 Scope

During year 1 of the BeFEMTO project, Work Package 5 (WP5) developed a number of innovative
concepts in the area of traffic management, mobility management, security and network management of
standalone and cooperative networked femtocells. These concepts are described in the WP5 deliverable
D5.1.

The present deliverable D5.2 describes WP5 concrete solutions for those concepts. In this sense, it
concludes the introduction of new concepts and solutions. For several of these solutions, D5.2 also
already presents results from extensive analytical, simulation-based and/or experimental evaluation
studies, a work that will be finished during project year 3, which is mainly devoted to this purpose.

While the first project year focused on BeFEMTO’s standalone and networked femtocell themes, the
second project year additionally addresses the mobile femtocell theme. Work in this direction is also
included in this deliverable.

Finally, it is worth noting that WP5 scope is the research, development, and experimentation of novel
femtocell technologies, but that detailed descriptions of the implementation of these technologies for the
BeFEMTO testbeds is outside the scope of WP5, but is instead addressed by WP6 and documented in the
respective deliverables.

1.2 Organisation and Overview
The present deliverable is organised as follows:

Chapter 2 groups the work items related to the traffic forwarding of user and control plane traffic within a
network of femtocells and to the sharing of that network’s forwarding resources.

Chapter 3 presents the work items related to mobility management within the four BeFEMTO themes
(standalone, networked, outdoor relay and mobile femtocell).

Chapter 4 contains the work items related to the management of BeFEMTO femtocells in general and the
networked femtocells in particular.

Chapter 5 is concerned with security-related work items.

Chapter 6 discusses revenue sharing between multiple stakeholders in “femtocell infrastructure as a
service” scenarios both from the point of view of potential business models as well as enabling
technologies.

1.3 Contributions

During the second project year, WP5 has made the following achievements and contributions:

Validation of the distributed routing concept for all traffic patterns (i.e., from LFGW to UEs, from UEs to
LFGW, and local traffic). The evaluation carried out during the second year confirms the initial design
ideas and the advantages of combining backpressure (for load balancing) and geographic routing (for
steering packets to the destination), (i.e., low control overhead, only neighbour state kept at the
femtocells, and distributed nature of the routing protocol). Specifically, the proposed strategy seems to
cover the potential requirements of load-balancing and directionality an all wireless NoF dealing with all
traffic patterns needs. The main parameters to tune the protocol have also been identified and preliminary
evaluations have been carried out so as to eventually being able to generate deployment
recommendations. This permits to continue doing refinements, and consequently, more evaluations of the
proposed algorithm in order to improve its efficiency. For instance, extending the distributed routing
protocol to manage multiple LFGWs, or improving the configuration of the degree of traffic distribution
in every node.

A paper describing a distributed, stateless, backpressure-based routing protocol for large-scale,
all-wireless networks of femtocells and its integration in a 3GPP context was presented in IEEE
73rd VTC Spring 2011 conference in Budapest.

A paper presenting an initial evaluation (uplink routing) of the distributed routing protocol has
been published in IEEE PIMRC 2011.
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A paper presenting the implementation of the distributed routing protocol has been published in
ICST WNS3 2011.

A paper presenting an extensive evaluation of the distributed routing protocol for any-to any- traffic
patterns (i.e., uplink, downlink, and local routing) has been published in IEEE MESHTECH
WORKSHOP 2011 (co-located with IEEE MASS).

Analysis of the voice call capacity of long range WiFi as a femtocell backhaul solution.

A paper presenting this analysis has been submitted to the IEEE Journal on Selected Areas in
Communications.

Numerical evaluation of the local mobility management and traffic offload solutions described in D5.1, in
particular their benefits in terms of reducing signalling and data traffic load on the backhaul links and
mobile core networks.

A paper presenting this analysis has been submitted to the IEEE Journal on Selected Areas in
Communications.

Design of a QoS based call admission control and resource allocation mechanism for LTE femtocell
deployments and the evaluation of this mechanism.

A paper presenting this mechanism and its evaluation has been submitted to the IEEE Consumer
Communications & Networking Conference (CCNC) 2012.

Design of a self-organized tracking area list (TAL) mechanism for large-scale networks of femtocells.
The aim of this proposal is to improve the accuracy of standard 3GPP location management schemes,
while reducing the signalling traffic over the network of femtocells. This mechanism allows MMEs/P-
MMEs to provide UEs with adaptive TALs depending on their mobility state and, eventually, current
network conditions.

A paper presenting this mechanism and its evaluation has been submitted to the IEEE International
Conference on Communications (ICC) 2012.

A paper on Mobility management for large-scale all-wireless networks of femtocells in the Evolved
Packet System has been submitted to a special issue on Femtocells in 4G Systems of the EURASIP
Journal on Wireless Communications and Networking.

A book chapter on Mobility management for large-scale all-wireless networks of femtocells in the
context of heterogeneous networks has been submitted for publication.

Design of novel local mobility management schemes for networked femtocells based on X2 traffic
forwarding to reduce the signalling cost to the core network. The target femtocell can use the local path
for ongoing sessions without requiring switching the data path from core network for each handover.
Both analytical models and simulation experiments show that the proposed schemes can significantly
reduce the expensive signalling cost incurred to core network with reasonable local data delivery cost for
traffic forwarding.

A paper presenting the proposed local mobility management schemes based on X2 traffic
Jorwarding and the performance evaluation has been submitted to IEEE Transactions on Vehicular
Technology

Development of a Forward Handover with Predictive Context Transfer (FH_PCT) scheme for fast
handover failure recovery during inbound/outbound mobility. Analysis shows that the proposed scheme
can significantly reduce the service interruption latency in case of a handover failure, especially when the
backhaul latency is long.

Study on the implementation of networked femtonodes in an enterprise LAN, including: 1) The LAN
configuration changes that are needed to support the networked femtocell group, 2) The logical
connectivity of the networked femtonodes group to their corresponding femtonode subsystem, 3) The
initial networked femtonode radio planning, and the effective radio coverage, 4) The networked
femtonodes group radio self-configuration and mobility, synchronization, and performance.
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Design of a distributed framework for Fault Diagnosis that enables local management capabilities in the
networked femtocell network based on a distributed architecture, based on multi-agent approach. Fault
Diagnosis is cooperatively conducted by a set of cooperation agents distributed in the different nodes.
This fault Diagnosis network is tailored for the use of video services served by an enterprise femtocell
network.

Study of various aspects of revenue sharing scenarios for femtocells related services, including legal,
privacy and national roaming implications. Analysis of advertisement potential for Femtocells services,
and interaction between revenue sharing stakeholders.
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2. Traffic Forwarding and Resource Sharing

2.1 Centralized Traffic Management for Cooperative Femtocell Networks

In co-operative femto networks, management of femtocells, including cell provisioning and traffic
prioritization, must be handled carefully. In addition to managing the femto traffic, it is also necessary to
guarantee that femto traffic is not affected by the presence of non-femto traffic and vice versa. To
provision this, either a separate IP network can be used for femtocells or the femto traffic can be overlaid
onto the existing internal network and provide strategies to manage the traffic.

In this context, a potential solution in co-operative femto networks is to provision packets on centralized
flow based mechanisms. In flow-based strategies, packets are forwarded based on explicit forwarding
state installed in the forwarding elements, allowing the network to be “traffic engineered” for higher
resource utilizations. They also allow for a finer control on how network resources are shared between
flows. Depending on the classifier used for forwarding, flows-based mechanisms can handle anything
from micro flows to aggregate flows, even concurrently.

The current work focuses on networked femtocells in general, and on enterprise networks in particular.
The target is to design mechanisms necessary to allow resource-efficient traffic forwarding within the co-
operative femto networks.

Femto Network
Gateway

= () =

Femtocell Background traffic Enterprise UE
server Switch

oy,

Figure 2.1: Enterprise femto network

The enterprise network under study is depicted in Figure 2.1. It consists of enterprise switches meshed
into 3D cubical manner. Further each switch is connected to femtocells and enterprise servers which
generate real-time and non-real-time traffic. One of the switches is connected to a femto gateway where
all the femto traffic within the enterprise network terminates. The objective of this work is to study the
various parameters that affect the real-time traffic and to provide basis for resource sharing and QoS
mechanisms for multi-class femto and non-femto traffic within an enterprise network.

This section is organized as follows. The evaluations scenarios for centralized routing solution are
explained in section 2.1.1. In subsection 2.1.2, we summarize the simulation setup and the modules that
are going to be implemented for centralised traffic management. Finally, subsection 2.1.3 concludes this
work.
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2.1.1 Evaluation scenarios

The initial step is to understand the effects of co-existing traffic in cooperative femtocell networks. To
accomplish this, a scenario for an enterprise network (Figure 2.1) is created where real-time and best-
effort traffic, regardless of whether they originate from femto or non-femto, is mixed. The flow tables
installed on the switches are based on the MAC addresses of source and destination and forwarding is
based on a spanning tree protocol. In other words, the forwarding decisions entries are based on the
shortest path between the source and the destination. This scenario will help in understanding the effects
of co-existing traffic and will act as a baseline to further design the traffic management entity (TME). The
results of the baseline evaluation should lead to answering following questions:

e The issues which arise due to sharing of network between the two traffic stakeholders and how it
can be resolved

e How can resources be guaranteed for the real-time femto and non-femto traffic without starving
the best effort traffic

e  How can the operator validate that such resources or SLA are being met.

2.1.1.1 Scenariol

Based on the baseline analysis, the next logical direction is to segregate the femto and non-femto traffic
through VLANSs and within each VLANSs either provide strict priority or weighted fair queuing (WFQ)
mechanism. The forwarding paths are still based on shortest path algorithms. This can be achieved in two
ways which are described below.

Casel: Strict Priority between real-time / non-real-time traffic and WFQ between femto and Non-
femto traffic.

This case is shown in Figure 2.1, where a strict priority mechanism is implemented within each VLAN.
This approach will ensure that the real time traffic within femto and non-femto network is treated with
high priority so as to minimize the latency.

Femto Traffic

WFQ

Non Femto Traffic

- Real time Traffic
_ Best Effort Traffic
Figure 2.2: SP within VLAN and WFQ between VLANSs

This implementation can help to treat the real-time traffic within femto and non-femto domain efficiently.
However, WFQ between femto and non-femto traffic might lead to an overall degradation in the
performance. Such degradation can be frequent if most of the non-femto traffic is best effort. Under this
context, the real-time femto traffic might have to wait for a longer duration in the queue which results into
an increased latency, even more, excessive delay in the critical femtocell network synchronization traffic
can suppose the loss of the connection of the local femtocell network with the central femtocell
subsystem.

Case2: WFQ between real-time / non-real-time traffic and Strict Priority between femto and Non-
femto traffic.

To overcome the drawback in previous method, as shown in Figure 2.3, we reverse the queuing principle
and apply WFQ within the VLAN and then adopt a strict priority
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Femto Traffic

SP

Non Femto Traffic

pms |mﬂ

S S S S ——

- Real time Traffic
I Best Effort Traffic
Figure 2.3: WFQ within VLAN and SP between VLANSs

This method will work well if the problem mentioned in case 1 is persistent. However, there might be an
issue which arises when real-time traffic dominates both femto and non-femto traffic. This issue can be
addressed if we adopt an arbitrary routing mechanism within the enterprise network which will find
suitable paths for real-time femto and non-femto traffic.

2.1.1.2 Scenario 2

In this scenario the traffic management will be based on fixed resource allocation method. This allocation
can be based on flow tuples which can constitute: a) (src_ip, dst_ip) tuple or b) (src_ip, dst_ip, dscp). The
queuing mechanism utilised will be the same as in scenario 1. However, fixed resource allocation may
lead to following disadvantages:

e chronic underutilization of resources

e highly restricted bandwidth for both enterprise and femto traffic

o insufficient flexibility under conditions of increasing load.

The magnitude of these will be analysed and based on this analysis we will propose a load balancing
mechanism.

2.1.1.3 Scenario 3

The function or entity performing the routing for flows needs to be aware of: a) the capacity on each link
of the topology and b) the traffic within the network which includes the femto and non-femto traffic.
Under these requirements a distributed approach for traffic engineering and routing would require a large
signalling overhead to disseminate this information to all routing functions and would be more complex
and thus more error-prone to implement. It therefore seems logical to take a centralized approach, in
which traffic engineering and routing is performed within a single “routing controller” function that then
installs paths with the forwarding entities in the network.

Based on the analysis of scenario 2, the logical direction for centralized routing in cooperative femto
networks would be to introduce dynamic resource allocation mechanisms. Under this scope, in this work,
we propose to implement and evaluate a centralized routing based on load-balancing architecture using
Openflow switches connected to a common controller.

Openflow was created in 2008 by a team from Stanford University. Openflow switches are like a
standard hardware switch with a flow table performing packet lookup and forwarding. However, the
difference lies in how flow rules are inserted and updated inside the switch’s flow table. A standard
switch can have static rules inserted into the switch, or can be a learning switch where the switch inserts
rules into its flow table as it learns on which interface (switch port) a machine is attached. The Openflow
switch on the other hand uses an external controller to add rules into its flow table. These rules can be
based on more fine-granular identifier like QoS requirements, which will help in selecting the next
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forwarding hop and to route the femto and non-femto traffic efficiently within cooperative femto
networks (Figure 2.4).

Internet
Services

Mobile
Network '

MNO
Services

Femtocell with h j——
wireless backhaul i =
Femtocell

Local Network
Services

Figure 2.4: Centralized Routing Based on Openflow

As evident, the load balancing strategies in an Openflow based environment has to be designed at the
controller to which the switches are connected. This design is governed by the following criterions:

1) What kind of information does the controller require and where does it get it from?

In an Openflow based solution the controller is responsible to install flow tables in the switches.
To make an efficient decision, the controller requires a constant influx of flow requirements.
This information can be related to topology, capacity, utilization/load, etc. In such a scenario it is
necessary to decide if an external Traffic Management Entity (TME) is required in the network
or it can be a part of the controller itself. Moreover, in a cooperative femto network, femto and
non femto traffic may have different QoS requirements. Hence, the flow tables installed on the
switches should be able to address these individual requirements.

2) How long are flows valid?

In cooperative femto networks the traffic flow can be very dynamic and hence the flow table
should be update frequently. This can be done either pro-actively or reactively, whichever is
suitable to optimize the traffic flow. However, frequent changes in the flow tables will result in a
lot of traffic between the switches and the controller which will be an overhead in the network.
Hence the flow tables should be able to adapt to these situations without inducing delay in
decision making process.

With these two basic design requirements we analyse the cooperative femto network with basic
configuration and based on the analysis we design a load balancing method in the controller.

The evaluation scenarios are summarized in Table 2-1
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Scenario 1 Scenario 2 Scenario 3 Scenario 4
Arbitrary
Routing Spanning Tree Spanning Tree Arbitrary Routing R(]il:;[;gg/
Balancing
Open switch
Flow based on Scenario,
Flow Single flow | (DSCP, VLTAG) | FloW basedon (Femto IP, | oyt (0
Gateway IP)
tuple based on
TEID
No. of Queue 1 4 4 4
Queuing .
Principle FIFO SP and WFQ SP and WFQ Priority

Table 2-1 Evaluation Scenarios

2.1.2 Simulation Setup

The analysis and implementation of the scenarios mentioned in the previous section are carried out in the
simulation environment of NS3. The following works are in process

a) In the current implementation of NS3 only droptail queuing mechanism is implemented. This
implementation is sufficient to carry out the simulations for the baseline scenario. The remaining
queuing procedures are being implemented so that scenarios 1 and 2 can be validated.

b) NS3 has facility to integrate the Openflow implementation which has been tested for a group of
switches connected to a single learning controller. Based on this study, a load balancing
controller is going to be implemented.

2.2 Distributed Routing

One important concern of any MNO is to minimize the cost of deploying infrastructure for the backhaul.
With the foreseen decreasing prices of the mobile data, this concern will be a key issue to the MNOs to
keep profitable mobile networks. Currently, such infrastructure is mainly based on leased T1/El lines.
The cost of leased T1/El lines for backhaul is motivating MNOs to switch to other more cost effective
packet-based backhaul. This is even more important in zones where the Average Revenue per User
(ARPU) is low.

As a potential solution, MNOs are considering is to combine a packet-based switched network with
wireless technologies (more cost-effective in terms of deployment cost) for providing the backhaul. A low
cost all-wireless network of femtocells (NoF) tries to cover the necessity of giving cellular coverage in
such zones when the deployment of fiber/copper would be economically unfeasible (e.g., for a temporary
deployment, or a fixed deployment in a rural zone). As a result, MNOs have an increasing interest in the
use of other wireless technologies as backup technology, or even as primary backhaul due to the high cost
and unfeasibility of deploying wired infrastructure.

In this context, we conceived and developed a distributed routing protocol suited to such challenging
scenarios. If optimally tuned, this can entail several benefits for the MNO in terms of Operational
Expenditure (OPEX). In this section we are interested in studying the performance of Wi-Fi as a potential
backhaul solution. So, the problem we address is to what extent Wi-Fi can fulfil the requirements of
network operators (local and cellular) when used in an all-wireless network of femtocells. Our target is to
evaluate its feasibility and to give hints on under what conditions (number of nodes, traffic load, number
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of gateways, etc.) these requirements may be fulfilled. Notice that in this context, backhaul is understood
as the wireless multi-hop network interconnecting the femtocells that form the NoF.

This section is organized as follows. In subsection 2.2.1, we summarize the work done during project year
1 on the design and preliminary evaluations of the distributed routing solution explained in section 2.2.2.
After that, some practical issues to be considered with regards to the distributed routing algorithm are
explained in section 2.2.3. A preliminary evaluation carried out for all possible traffic patterns in an all-
wireless NoF (i.e., from gateway to femtocells, from femtocells to gateway, and local traffic to the NoF)
stressing the considerations explained in previous subsections is given in section 2.2.4. Finally, subsection
2.2.8 concludes this work.

2.2.1 Work during Year 1

During the first project year, an extensive study of the state of the art was carried out. As a result of this
analysis, a practical solution based on dynamic backpressure routing was proposed. In the proposed
solution, a new network element called Local Femtocell GateWay (LFGW) is introduced within the local
femtocell network. The LFGW is transparently inserted into the S1 interface between the femtocells and
the EPC such that neither the femtocells nor the EPC must be changed. We designed the main building
blocks of the distributed routing protocol (see D5.1) to provide routing in the backhaul using inexpensive
wireless technologies, whose main concepts are summarized below:

1) The use of a stateless and distributed routing protocol based on dynamic backpressure routing in
order to maximize load balancing in an all-wireless NoF.

2) The use of geographic coordinates to assist dynamic backpressure routing in order to head packets
to the destination, hence potentially allowing support for all possible traffic patterns (i.e., uplink,
downlink, and local).

3) Transparency of the distributed routing protocol with regards to the 3GPP procedures.

Furthermore, in previous work, we carried out an evaluation of the algorithm mainly focusing on uplink
traffic routing (i.e., traffic from the femtocells and to a single LFGW). The simulation results obtained in
ns-3 showed improvements in terms of aggregated throughput and delay with respect to current topology-
based state of the art routing protocols for similar environments. Hence, we validated the correct
operation of the routing protocol in a many-to-one scenario.

2.2.2 The Dynamic Backpressure Routing Algorithm for an all-wireless NoF

Our distributed routing scheme is based on previous work on backpressure by Georgiadis et al. [68]. As
such, it inherits some of its goals (i.e., minimization of a target function while maintaining finite queue
backlogs) as well as the theoretical framework for studying it. The first year of the project served to
validate the applicability of a distributed version of such concepts in an all-wireless network of
femtocells. The goal for the second year is to identify the main parameters and functions of interest in a
network of femtocells. This should enable designing a sound protocol for such environments as well as to
study what bounds on performance can be offered to operators.

The routing problem in the NoF can be defined as the following stochastic network optimization problem:
minimize the time average of objective function y(z) subject to maintaining strong stability (see definition
below) in the queues of the nodes, i.e.,

Minimize: y
Subject to: maintain NoF strongly stable (1)
The time average of the objective function y(¢) depends on the routing control decisions in the NoF.
Specifically, y(z) denotes the cost of performing routing control decisions. Let Q;(#) denote the queue

backlogs of femtocell i at timeslot £. The queue backlogs in a NoF are strongly stable if all the femtocells
i eNoF satisfy the following expression:

t-1
1
tl_1>m ?Z E[Q;(7)] < o, Vi € NoF
7=0

The optimization problem in (1) can be solved by means of Lyapunov theory. Specifically, a Lyapunov
function L(?) defined as the sum of squares of backlog in all queues at slot ¢ is used. Basically, it is a
function that grows whenever at least one data queue in the network grows. Then, we define 4(2)=L(t+1)-
L(?), as the difference of the value of the Lyapunov function in slots t+/ and ¢, also referred to as the
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Lyapunov drift. Therefore, in order to satisfy queue stability constraints, the NoF takes routing control
actions that minimize the Lyapunov drift.

The minimization of the Lyapunov drift is used to solve the queue stability constraint in (1). In order to
include the objective function y(?), this function is mapped to an appropriate penalty function p(?).

Therefore, the optimization problem formulated in (1) becomes a minimization of the difference of two
functions,

A =V X p(t),V =0

where V' is a control parameter weighting the penalty function p(z) with respect to A(z). Hence, if V=0
routing actions exclusively focus on stabilizing the NoF. On the other hand, if V>0 there is a trade-off
between minimizing the Lyapunov drift and the penalty function. Stochastic network theory results show
that the time average of the objective function deviates by at most O(1/V) from optimality, with time
average queue backlog bound of O(V) [28].

The objective function (and so, the penalty function) in our case targets the minimization of the time
average end-to-end delay in the NoF.

The penalty function can potentially restrict the network capacity region, especially as the V value grows.
The network capacity region is the set of feasible input rates the NoF can service. On the other hand,
while a routing protocol merely based on Lyapunov drift minimization can exploit the whole network
capacity region, it can also incur into large end-to-end delays in the network. For instance, if the NoF is
empty or lowly loaded, a routing protocol merely based on the Lyapunov drift minimization might make
packets take a random path to the intended destination. The purpose of this penalty function is to head the
packet towards the intended destination, while still maintaining queue stability in the NoF.

In the next section, we provide a summary of how to try to minimize this drift-plus-penalty expression for
a NoF in a distributed way (i.e., without requiring a central entity with all the network state information).

2.2.2.1 HeNB Link Weight Computation

The minimization of the Lyapunov drift L(z) is associated to minimizing the difference of data queue
lengths between femtocells. And, the penalty function p(?) focused on minimizing the average end-to-end
delay is associated to a function that depends on the Euclidean distance of the femtocells to the intended
destination.

More specifically, given a local femtocell i, and its set of 1-hop reachable neighbours N; the selected
neighbouring femtocell j is the femtocell that maximizes the link weight w;; between the local femtocell i
and all the femtocells jeN, where link weight w; is calculated as follows. For each link (i, j), the
accumulated data packets of node i and node j are stored in queues Q; and Q;, respectively. Notice that the
number of stored data packets in a queue depends on the difference between serviced packets, and
endogenous and exogenous arrivals at each femtocell. Let AQ;; denote the difference of physical queue
lengths between femtocell i and femtocell ;.

With regards to the penalty function, in the link computation, we included a simple penalty function that
reduces the weight of links with those neighbours that make the packet move away from the intended
destination. In this case, we want to penalize packets that incur into excessive end-to-end delays. We do
this by using the Euclidean distance in order to have a sense of proximity to the intended destination. Let
p(i,j,d) denote the penalty function computed as the cost to traverse the link between femtocell i and
femtocell j to reach destination d. In our preliminary evaluation, we defined the following simple penalty
function p(i,j,d) as follows:

—1 if iis farther fromd than j in terms of euclidean distance

p(ijd) = { +1if iiscloser tod than jinterms of euclidean distance

Moreover, the penalty function is parameterized by a non-negative control parameter ¥>(0. This parameter
indicates the importance given to the penalty function when calculating the weight of each pair (i, j) with
respect to the difference of physical queue lengths. In our case, the penalty function results in two
possible different values. Its value is 1 when j is closer to d and -1 when is farther from d. Therefore, the
penalty function maximizes the weight when j is closer to d, and minimizes the link weight when ; is
farther from the destination than the local femtocell i. On the other hand, it is minimized when the
distance to the destination is reduced by a given neighbour with respect to the local femtocell. As a result,
the weight w;; of a link between wireless link (i, j) is calculated as follows:

wij = AQ;(t) =V xp(i,j,d)
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2.2.3 Some Issues to Consider on the Proposed Algorithm

We have identified three main issues to take into account in the preliminary evaluation of the proposed
distributed routing algorithm into an all-wireless NoF. First, the trade-off proposed by the V' parameter
between delay and queue stability. Second, the impact of the parameter /" has to determine which set of
input rates are feasible or not, and under which circumstances. Third, the management of a NoF deployed
with multiple LFGWs. And finally, how this distributed geographic routing algorithm could react to dead-
ends (i.e., managing the case in which a femtocell does not have neighbours closer to the intended
destination) in sparse NoF deployments.

2.2.3.1 The importance of choosing an appropriate V parameter

In this section, we will illustrate through the use of heatmaps, the importance of the V parameter. The V'
parameter determines a trade-off between queue stability and end-end delay. To illustrate this fact, we
send a single flow from femtocell 40 to femtocell 49 in the NoF of 100 nodes in Figure 2.5. A
unidirectional flow is sent from the source node in position (0, 4) of the grid towards the node in position
(9, 4). As it can be observed in in Figure 2.6, Figure 2.7, and Figure 2.8, V' determines the relative
importance given to 1) the directionality of forwarding decisions towards the destination vs. 2) queue
backlog reduction. That is, lower values of V make our scheme distribute more the traffic, but it makes
packets to follow longer paths. On the other hand, bigger values of V foster shorter paths, but queue
backlogs grow at nodes traversed by this flow.
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2.2.3.2 The feasibility region

The input rate matrix can be defined as the set of source-destination pairs and their respective traffic
intensities injected to the NoF. An identified issue is the observation that the input rate matrix is not only
important in terms of the sum of the traffic intensity, but also in terms of the combination of source-
destination pairs. The input rate matrix can be inside or outside the network capacity region depending on
both the traffic intensity and the combination of source-destination pairs. Therefore, both components
(i.e., traffic intensity and the set of source-destination pair) determine if an input rate matrix is feasible or
not.
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2.2.3.3 Multi LFGW (as an issue to exploit to increase the feasibility region)

The introduction of several LFGWs may potentially increase the feasibility region. It is well known that a
capacity of wireless links of LFGW is a potential bottleneck, as they act as interconnector of the HeNB
with the S-GW. As a result, as the number of LFGWs capable of pulling packets from: the NoF grows, the
feasibility region might also potentially grow. The specific algorithm used for LFGW load-balancing is
described in section 2.2.6.

2.2.3.4 Dead-Ends

This solution explores the combination of backpressure routing with the use of geographic coordinates.
One issue in the context of geographic routing is the dead end problem. The dead-end occurs when there
is no neighbour closer to the destination in terms of Euclidean distance. A study of interest is to see
how/whether backpressure could circumvent dead-ends in the NoFs. The queue backlog gradients
established by dynamic backpressure routing may provide a very simple distributed solution to the
problem of dead ends in sparse deployments. In section 2.2.7, we provide an initial study by means of
assuming sparse deployments with potential dead ends in the all-wireless NoF under evaluation.

2.2.4 Methodology and Performance Evaluation of the routing algorithm with constant-V
parameter, single LFGW, and no holes

Simulations in this paper were carried out with the ns-3 simulator. The NoF model used is a grid of 100
femtocells connected by a cheap Wi-Fi backhaul based on 802.11a. In this section, we will show, first,
results that we have on the evaluation of the routing protocol for all the possible traffic patterns in the
NoF. We carried out five experiments in which two randomly chosen femtocells injected five different
UDP CBR traffic intensities (i.e., S00Kbps, 1Mbps, 1.5Mbps, 2Mbps, 2.5Mbps, and 3Mbps) towards two
randomly chosen femtocells. In particular, we carried out 24 replications for each experiment. Moreover,
every experiment was repeated for 12 different V' parameters ranging from 1 to 500. As a result, a total of
1728 experiments were performed, in which the experiment duration was of 300 seconds. The data flows
were injected during a window interval of 150 seconds. All the measurements of the parameters under
evaluation were obtained during this window interval of 150 seconds. The data queue length of the
femtocells was configured to 400 packets, and the queuing policy used is FIFO.

2.2.4.1 Network Throughput
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Figure 2.9: Average Network Throughput in the Figure 2.10: Standard Deviation of Average
NoF. Network Throughput in the NoF.

Figure 2.9 plots how the average network throughput for several input rate matrices (i.e., two sources
injecting 1.5Mbps, 2Mbps, 2.5Mbps, and 3Mbps to two destinations). Figure 2.10 plots the variability of
throughput with respect to the average value for the previous input rate matrixes.

For low V values the network capacity region is maximized, but not all packets arrive to the intended
destination during the measured window interval of the network throughput, as the routes taken by the
packets are close to a random walk in the NoF. This causes a variable throughput degradation that
depends on the input rate matrix (see Figure 2.10).

On the one hand, this variability depends on the specific combination of the source and destination pairs.
For instance, if the source femtocell of flow 1 is close to the destination femtocell of flow 2, the
throughput attained by flow 2 would not be feasible for low V" values. Hence, flow 1 can be seen as a
noise source that avoids the reception of packets by the destination femtocell of flow 2. This effect affects
the offered input rate matrix, hence leading to severe throughput degradation in the NoF. On the other
hand, if neither flow 1 nor flow 2 had such dependence, there are more chances for the destinations to
receive data packets.

Additionally, the distance between flows in the NoF also influences the received data rate in the
corresponding destinations. The closer the chosen source and destination femtocell nodes are located, the
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more likely to increase the rate of the received packets at the destination, and so, the average network
throughput.

As V grows (see Figure 2.9 and Figure 2.10), packets use paths close to the shortest path to the
destination. At this stage, the algorithm provides a good trade-off between the network capacity region
and direction towards the intended destination, providing a feasible solution to serve the injected input
rate.

However, with the input rate matrix maintained constant, when choosing high V values the network is not
able to serve the injected input rates. Specifically, Figure 2.9 illustrates that for 6Mbps and SMbps there is
a slight decrease of the achieved network throughput. This is because the network capacity region is
shrunk to an extent in which the 6Mbps and 5Mbps input rate matrix cannot be totally served. This is
caused by data queue drops due to queue overflows in the femtocells, hence breaking the strong stability
constraint to be maintained in the NoF. Interestingly, the data queue drops present variability depending
on the combination of source-destination pairs. We have evaluated this for high V" values. We observe that
the more femtocells in common by the two flows, the more queue drops occur in the NoF. Therefore,
variability depends on the amount of resources (femtocells) shared by the flows.

Another aspect to remark is that the average network throughput variability seems to grow as the absolute
injected input rate in the NoF grows. The increase of the offered load emphasizes the throughput
degradation pathologies previously explained (i.e., lack of direction, queue drops).

2.2.4.2 Flow Throughput

To evaluate the throughput attained by each flow independently, we have carried out an experiment in
which the offered load in the NoF is 6Mbps (i.e., 3Mbps injected by each flow). We generated various
combinations of two flows that send traffic from a random source to a random destination. Each of these
combinations is identified with a flow index value in the figure. One of such two flows is arbitrarily
tagged as flow A and the other one of the same flow index is tagged as flow B. We present the throughput
attained by each separate flow as well as its evolution with the V" parameter in two different graphs (for
flow A and for flow B). For each flow, we have a different flow index, which represents a different
random source destination femtocell pair.

Flow Throughput

Offered Load=3Mbps ~ +

Throughput (Mbps)

10
Flow Index

Figure 2.11: Throughput attained by Flow A in the NoF

Flow Throughput

Offered Load=3Mbps ~ +

Throughput (Mbps)

Flovlvolndex

Figure 2.12: Throughput attained by Flow B in the NoF

As can be shown, in Figure 2.11 and Figure 2.12 both flows receive the offered load in most of the cases
under evaluation. The differences reside in the V parameter under evaluation. As explained in the
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previous section, we have identified two main reasons with regards to the convergence to the offered
load.

An important aspect is the distance between the source and the destination, the shorter the distance, the
lower the required V' to converge to the injected flow throughput. On the other hand, the potential
dependencies between flows injected to the NoF are an important aspect to take into account. For
instance, in Flow index 14 there are two flows in opposite directions (flow A between nodes 97 and 11)
and (flow B node 13 and 44). As these flows are sharing a slice of the NoF but they are sending data
packets in opposite directions, they require a higher ¥ value in order to converge to the offered load of the
NoF.

For not so low V values (i.e., ¥=25), with respect to the throughput attained by other source-destination
femtocell pairs with V=25, Figure 2.11 and Figure 2.12 show that a low percentage of packets arrive to
the intended destination femtocell (throughput is 0.8Mbps and 1.6Mbps for flow A and B, respectively).

In order to understand what is exactly happening in this case, we plot the heatmap of average data queue
backlog, which illustrates this issue for V=25 (see Figure 2.13). Specifically, Figure 2.13 illustrates that
most of the packets are accumulated in data queues without reaching the respective destinations. Both
flows are, to some extent, blocking themselves, hence avoiding that a higher percentage of packets could
be received in the respective destination femtocells. Furthermore, flow A experiences a higher throughput
degradation than flow B, as the distance between the femtocells is bigger in the case of flow A than in
flow B (i.e., 14 hops versus 4 hops).

As V grows (see heatmap for =100 in Figure 2.14), both flows do not block themselves, and so, they can
reach the intended destinations, since they tend to follow paths closer to the shortest one. As shown in
Figure 2.14, the femtocells do not suffer as much accumulation in their data queue as in the case V'=25.
This is because packets have a bigger sense of direction towards their respective femtocell sinks.
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2.2.4.3 End-to-end Delay
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Figure 2.15 plots the average end-to-end delay versus a range of 12 V values between 1 and 500. As
expected, average of end-to-end delays decrease as the control V" parameter is increased. Specifically, the
function to be minimized, i.e., the average end-to-end delay attained by the NoF, decreases with O(1/V).

As can be shown in Figure 2.15, as the input rate injected into the NoF grows, the NoF requires ahigher V°
parameter to experience the minimum values of end-to-end delay. This means that higher V" values are
needed to converge to the minimum end-to-end delay. Therefore, as Figure 2.15 shows, for low V values,
the end-to-end delay convergence time will increase with the input rate injected to the network, as there is
a higher percentage of traffic load not served and queued at HeNBs. This effect causes an increase in the
queuing delays with the input rate injected to the network as a high percentage is unable to be served due
to lack of direction, and hence it is kept at HeNB data queues.

On the other hand, as Figure 2.16 depicts, variability with respect to end-to-end delays grows with the
input rate, given the higher number of packets injected to the network. This is caused by the arrival of
packets to the destination femtocells with higher waiting time at data queues. Moreover, standard
deviation with respect to average end-to-end delays (see Figure 2.16) is bigger for low V values, as the
randomness in the paths taken is higher. Lack of variability with respect to input rate matrix for
sufficiently high V values, as illustrated in Figure 2.16, validates the fast convergence time of the routing
algorithm.

Figure 2.17 presents the average jitter data packets experience. Similarly to end-to-end average delays,
the average jitter decreases when V increases given the increase of direction given to the packets. As with
the end-to-end delays, the jitter also decreases with O(1/V). Figure 2.18 plots standard deviation against
the V control parameter. The convergence time to the optimum values also increases with the input rate,
given the higher number of packets the NoF has to handle.

2.2.4.4 Fairness study

We consider the NoF as fair if, during the interval, the number of packets exchanged by each source
destination pair in the NoF is approximately the same. Hence, we see the network as fair with regards to
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the throughput attained by each flow. We use the Worst Case Fairness Index (WFI) in order to compare
the throughput attained by both flows injected to the network. The WFI is computed as follows:

min {z;}

<isn

WFI = =52
max {z;}
1<i<n
where x; is the ratio between the measured throughput and the expected throughput of flow i. Since there
are no losses over-the-air, the expected throughput should ideally be equal to the input rate (except for
queue overflows). The WFI is appropriate to detect differences in how the network handles a small
number of flows.

Worst Case Fairness Index

1
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Figure 2.19: Worst Case Fairness Index

To evaluate fairness under we choose a input rate matrix when the total offered load is 6Mbps. The
offered load injected by each single flow is 3Mbps. Note that as explained before, the V' parameter
determines whether the offered load is inside or outside the network capacity region (i.e., the input rate is
able to be served or not). Figure 2.19 clearly demonstrates two facts. Precisely, only two of the twenty-
four pair of flows under evaluation are able to get a fairness index over 0.85. The rest of the flow pairs
experience between 20% and 100% of variability with respect to the V" parameter. As can be shown in
Figure 2.19, there are some cases ranging from ¥ = 50 up to ¥ = 100 in which the network experiences a
degree of fairness bigger than 0.88. This happens when the network achieves a good compromise between
direction and network capacity region. And secondly, the impact of the location of the source-destination
flows on the fairness in the network. The WFI shows full variability for low values of the V' parameter
given the lack of direction of data packets. Due to the lack of direction by data packets, this causes the
network to be unable to deliver the packets within the measured window interval, even though the
network has sufficient available network resources.
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Figure 2.20: Average Queue Length per second during the measured windows interval

2.2.4.5 Summary of Main Findings (summary of practical implications of Lyapunov optimization
framework in the NoF)

We point out the following statements from the previous study that came out from the use of a routing
control policy with a constant V' parameter.

2.2.4.5.1The dependence of network performance metrics on V

We study the dependence of network performance metrics on V. As an extreme case, we show the
limitations of making forwarding decisions in any-to-any scenarios only based on the Lyapunov drift
without pre-computed end-to-end routes. This comparison also serves to show the role of the penalty
function in steering packets towards the intended destination. As shown in Figure 2.9, the NoF suffers
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from performance degradation for values of V' ranging from 1 to 25. The reason for the low values of
throughput and high end-to-end delay in Figure 2.9 and Figure 2.15 is the absence of pre-computed end-
to-end routes and the fact of only having one finite queue at each node, which breaks the assumptions
made by theoretical centralized backpressure routing. This leads packets to take close to random walks to
reach their intended destination during the time interval of the measurement, resulting in high delays for
delivered packets within the time interval of the measurement.

Because of this, a high percentage of data packets are still at data queues of nodes in the NoF. For
instance, we observe that an algorithm taking forwarding decisions based on queue differences between
neighboring nodes almost exclusively (i.e., ¥'=1I) just obtains a 43% and 32% of packet delivery ratio
during the measured time interval for the 3Mbps and 6Mbps case, respectively. Likewise, this
randomness in the path followed by packets leads to randomness in the throughput attained by each flow,
which, in turn, leads to a high WFI variability (e.g., for V= I, WFI ranges from 0 to 0.96).

2.2.4.5.2The objective function-backlog trade-off with finite queue Sizes

Recall that the routing control policy is designed so that V gives relative weight to the objective function
with respect to the Lyapunov drift (see equation). The aim of the distributed penalty function is to
minimize the distance covered by packets to reach the destination, which is related to end-to-end delay,
even more considering our simple channel model with no interference. Hence, there are only
retransmissions for collisions due to simultaneous backoff exhaustion. In [68], Neely proofs that there is
an objective function backlog trade-off of [O(1/V ),O(V)]. In our network setup, having an objective
function related to Euclidean distance and end-to-end delay is equivalent. Based on our simulations,
Figure 2.15 illustrates that the average end-to-end delay evolves with O(1/V). In fact, as V increases, the
forwarded packet makes more progress on average towards the intended destination. However, having
size-limited data queues avoids experiencing high queuing delays for high values of V" at the cost of
experiencing potential queue overflows. With regards to queue backlogs, we highlight two observations.
The first observation is the high average queue backlog when Lyapunov drift minimization has more
weight than distance minimization. This might seem contradictory with the theoretical trend of O(V ).
Nevertheless, the reader should notice that, in this case, all nodes in the network are potential candidates
to forward a data packet without even trying to restrict potential routing loops. Conversely, when the set
of potential paths is restricted (i.e., higher V), Neely’s growth with O(V ) of the average queue backlogs
(and so average time in queues) is satisfied up to the bound determined by the network (i.e., 400 packets).
After this bound, queue drops occur, and so, the O(¥) trend is not satisfied.

2.2.4.5.3The dependence of network performance metrics on the relation between V and the queue size

Figure 2.9 illustrates that for 5SMbps, and especially for 6Mbps, there is a decrease in the measured
network throughput (averaged over all input rate matrices) for high values of V, to an extent in which the
injected traffic cannot be served. The reason for this reduction is that as V increases, the routing policy
restricts the set of candidate nodes used to forward a data packet, given the increasing importance of the
penalty function with respect to the Lyapunov drift. An illustrative example of such reduction can be
found in Figures 2.6 to 2.8. Restricting the set of nodes used to forward packets incurs into higher
congestion of the nodes traversed by the flows, given the higher number of data packets they have to
handle. This causes an increase of their queue backlogs, which may lead to queue overflows. This
dependence between the queue size and V' can be shown in other network metrics, such as fairness. Figure
2.19 shows that the network fairness depends on V. More precisely, only two of the twenty-four pairs of
flows under evaluation are able to achieve a fairness index over 0:85 for all tested values of V. The rest of
the flow pairs experience between 20% and 100% of variability with respect to V. On the other hand, and
as shown in Figure 2.19, there are some cases (from V' = 100 to V' = 150) in which the network presents a
WFT higher than 0.94, no matter the input rate matrix. Furthermore, for these cases, network throughput
and delay are close to the best achieved values. The reason is that these values of V allow attaining an
appropriate tradeoff between directionality of flows and congestion at nodes, but without exceeding the
queue size. On the other hand, Figure 2.20(c) shows that for some input rate matrices the network
experiences a decrease in WFI for high values of V, given the lower number of resources (i.e., nodes)
packets are traversing. In this case, there are losses due to queue overflows. Additionally, Figure 2.20(b)
shows that depending on the source-destination pair, such unfairness is also observed for low values of V'
(e.g., see input rate matrix indexes 21 and 22). For instance, Figure 2.18b illustrates one of these cases. In
this case, the number of nodes used to route the flow originated at node in position (2, 7) towards node in
position (2,1) is reduced to an extent in which many packets cannot be delivered. Thus, for the same value
of V, the use of resources (i.e., the number of nodes traversed) to route data packets when applying the
algorithm is different for both flows.
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2.2.5 Variable-V algorithm Solution

Results previously shown suggest the importance of a variable-} algorithm to avoid queue drops at the
NoF. Specifically, we have seen that the traffic served could highly vary (in terms of throughput, delay,
jitter and fairness) depending on the V' parameter. In a NoF, it is expected that the input rate matrix would
be variable in time. Additionally, mobility of UEs could also lead to changes in the input rate matrix in
the NoF.(i.e., the HeNB injecting traffic coming from a given UE can change). Therefore, this suggests
that it may be convenient to choose on-demand the more appropriate ¥ value in each HeNB in order to
avoid queue drops while still minimizing the penalty function (see section 2.2.2 for a more detailed
explanation of the routing algorithm).

2.2.5.1 The Problem

This section is devoted to show the complexity of the studied problem. In the first subsection, we describe
the problem of experiencing queue overflows due to the /' parameter taking into account a pair of HeNBs,
and studying the queue evolution of one HeNB considering serviced packets by the other HeNB. In the
second subsection, we extend the problem for generic NoF in which the HeNB taken as reference to study
its queue evolution can have an unlimited number of HeNBs as neighbours.

a;(t)
‘ bi(®) = (0 .b;T

Figure 2.21: A System with one reference node and one neighbour

Queue Overflow due to V parameter at a HeNB with one HeNBs as Neighbour

In order to define the problem, we study a simple case in which there are two nodes in the NoF; node 7,
and j. As reference node we take node j. The goal is to study the queue evolution Q;.of node j. As the
resulting distributed link weight computation algorithm derived in section 2.2.2.1 specifies, we determine
whether node i will transmit to node j through the following expression:
wyy = AQyy — Vpli, j.d)
when w;; > 0 the node i will transmit to node j. At each routing decision, two different cases can happen.
If p(i, j, d) =+1 it means that the node j is further from destination d, then there is no chance of generating
a queue overflow in j that legacy backpressure would not experience. It can be seen as sort of additional
virtual congestion in node j. In this case, from the point of view of transmissions from node i to node j,
the decisions taken will be equivalent to those decisions that a backpressure algorithm will take as well.
Thus, we assume that in terms of minimizing queue overflows, the algorithm cannot do any better than
legacy backpressure algorithm (i.e., =0). In other words, we assume that if a pure backpressure policy
(i.e., ¥=0) cannot avoid queue overflows, a variable V" algorithm can neither do it.
wy =AQy -Viwy=0Q;-Q;-V >0
Therefore, as >0 this means that Qi — @ > 0 with /> 0. Hence the original backpressure algorithm
would take the same decision. Given the previous assumption, if queue drops occur, these are not
avoidable by any other routing policy.
On the other hand, if p(i,j,d) = -1 the node j is closer of destination d than i. In this case, the V parameter
is additive in the computation of the weights. It can be seen as sort of additional virtual congestion in
node i. As a result of this, there are more chances that transmission from node i to node j occur that will
not happen under the traditional backpressure algorithm (i.e., ¥=0). Therefore, potentially a queue
overflow in node j that will not happen under original backpressure algorithm may happen:
Wy AQyy 4 ]l-:’.f'[j = Qy(t) Q__r-ifl +V
Assuming that node i will transmit to node j implies that w;; > 0. Consequently:
Qi(t) = Q;(t) + Vi(t) > 0

Recall that the main goal is to avoid queue overflows in node j. Therefore:
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Qj(t) +ai(t) = bj(t) < Qumax:

Let H be the range of the arrival process a;(z) number of packets transmitted by node i to node j during
timeslot ¢. The range H could vary as follows,

H(a;(t)) = [0, min(Q;(t), Q:(t) — Q;(t) + Vi(t))]:

where a;(1) is the arrival process at node j and it comes determined by the number of packets sent by i and
b;(t)which is the process describing the serviced packets by node j is a variable affected by the wireless
network conditions. The V;(#) parameter will then depend on the network conditions of the medium
which, in turn, will define the specific value of H(a;(¢)) which is not known a priori in a practical system.
Nevertheless, if we are assume CSMA/CA medium allows an indefinite number transmission of packets,
and Q;(t) > Q;((t) — Q;(t) +V then a;(t) = Q;((t) — Q;(t) + V. In this specific case, the resulting
expression for V;(¢) comes determined by the following expression:

Vilt) < Quax = Qilt) +b;(t)

Therefore, we define V;(?) as the upper bound in the worst-case scenario from the point of view of node j
to experience queue overflows. Even in this case in which we know the maximum number of packets that
can be transmitted from node i to node j, the resulting expression is determined by the process defining
the serviced packets b;(#) in node j. Therefore, the number of packets transmitted during the interval /7,
t+1] in node j should be also known. However, this is not practical since it is not local information, and
will not be known until next timeslot ¢+/.

Queue Overflow at a HeNB with a set of HeNB Neighbors

a;(t)

b;(t) < aji(t) ajn -y () .

Figure 2.22: System with one reference node (i.e., node j) and a set of neighbours

In this section, we extend the previous problem to the case in which node j has a set of neighbors that are
also potential senders of packets. Recall that the goal is to study the queue evolution of node j, and
evaluate under which conditions the V' parameter must satisfy in order to avoid queue drops. As in the
previous case, we fix our attention in the queue evolution of node j. Specifically, we describe the
conditions any potential neighbor k£ of node j must satisfy in terms of the V" parameter in order to do not
experience queue overflows in node j. To do so, we extend the conditions the V' parameter in node i must
satisfy when a set of neighbors willing to transmit to node j is defined.

For simplicity, we assume node j at timeslot ¢ do not experience exogenous arrivals (i.e., node j is not
generating packets in upper layers). Then, the range /7 of the arrival process a; (¢) at any given timeslot ¢
occurs in the a;(#) component. We are assuming that V; (¢) <=Q; (¢) as in the previous case. Therefore, the
range determining the number of packets arriving at node j at timeslot # is defined as follows:

H(a,(t) = [0, Z (Qi(t) - Q;(t) + Z Vi(t)]
ieN icN

Therefore, as in the previous case we should know a priori the number of packets that node i will transmit
to node j. Nevertheless, assuming that node i will transmit all its packets to node j, the maximum number
of packets comes determined by all the data packets all neighbors ieN which could potentially send
packets during timeslot ¢. If we separate the arrivals of node i from the rest of arrivals of the neighbors of
node j, we can split a;(?) in two parts:
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.-IJ..,H :rI_:['f: -i—rJ'J,I\ i) i(f)

a;i(t) = Qi(t) — Q;(t) + Vi(t)

a;i(t) +a;n-i(t) + [2__-,If] - FJJ,:H < QMmax

Let k& be the number of neighbors of j minus node i (N(j)-i) . Therefore, in this case the expression of the
upper bound of the appropriate Vi(?) value is defined as follows:

Vi(t) < Quax — Q;(t)— Y (Qult) - Q;())
keN-—i
- ) (Va(t) - by(t)
keN —i

Therefore, it is even more difficult in this case to estimate the /" parameter given the increasing number of
uncertainties as the number of neighbors of node j increases. There are additional uncertainties with
respect to the previous case. Precisely, in this case we also need to know in advance the number of
packets transmitted by each one of the rest of neighbors in order to estimate V;(%).

Some reasoning and justification of the use of an estimator

As we have shown in previous subsections, in practice obtaining the optimal V' parameter at each HeNB
in order to avoid queue drops while still minimizing the penalty function value at each node is a priori
unfeasible. In summary, the main issue is that it is not known a priori what will happen during the
timeslot interval [¢, #+1] to neighbors N of node j. Furthermore, we do not even know a priori the number
of packet the local node i will be able to transmit.

On the one hand, this requires to have knowledge of future events (i.e., the serviced packets during
timeslot ¢ is b;(2)), and also information which potentially may not be present at 1-hop neighbors. In other
words, the number of serviced packets by any of the nodes in a wireless medium (e.g., CSMA/CA
medium) is quite uncertain during timeslot interval [¢, #+/], given issues such as unfairness and
unreliability of the wireless medium.

On the other hand, recall that the goal is to have a distributed and practical algorithm to reduce the queue
drops in the network, and at the same time deliver data packets to the intended destination in the NoF. To
do so, we propose a distributed estimator of the V' parameter based on current information state available
at 1-hop neighbors. Precisely, we approach the problem with a cautious and easy-to-implement estimator
of the appropriate V parameter in every HeNB.

2.2.5.2 Practical Variable-V algorithm: Aimed properties to satisfy

The goal is to design and implement a controller that auto-configures the " parameter in every HeNB in
the NoF. To do so, we propose to design a controller that must satisfy the following characteristics:
e The V controller must avoid queue drops in the network if a pure legacy backpressure
algorithm is able to avoid them (i.e., routing control policy with V'=0).
e The V controller must prioritize the penalty function whenever light loads (indicating
low or null queuing) is detected in the NoF.
e The V controller must be adaptive and also be able to react under varying traffic
conditions (e.g., a new flow is injected in the NoF, or a new flow stops).

2.2.5.3 Practical Variable-V algorithm: Main Intuition behind the proposed controller

In order to autoconfigure the V parameter in every HeNB, we built a virtual queue (see Figure 2.23)
describing network conditions in terms of network load exploiting 1-hop information of the data queues at
every timeslot £. In other words, we are aggregating the information gathered from 1-hop HeNBs in terms
of congestion.
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OREF
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max(0,0j(1)-Qj(t-1))

max(Q(1))

Figure 2.23: Virtual data queue describing the aggregated 1-hop data queue length state

Vit)

max{ QO (1) +max{0,AQ1)} Vj.k e N:

Figure 2.24: Distributed V-Variable Controller

In order to build this aggregated queue and so get the new value of the V parameter at a given node (see
Figure 2.24), there are three basic components locally accessible to take into account:

Orer: This is a constant value of the system corresponding to all the nodes in the NoF that denotes the data
queue length limit allowed at a HeNB to do no experience queue drops.

There is a significant disparity in the buffer size limit used in various research platforms. Many
researchers using the ns-2 simulator use a buffer size of 50 packets, the default size for the queue object
in ns-2. In contrast, ns-3 network simulator uses a queue size limit of 200 packets that can easily be
modified.

On the other hand, the legacy open source madwifi drivers for Atheros chipset use a device driver ring
buffer of 200 packets. The new athSk drivers divide this 200 packet bufferl equally among four queues
representing the traffic access categories as defined in Enhanced Distributed Channel Access (EDCA)
mechanism. The ath9k drivers for 802.11 cards based on Atheros chipsets increase the buffer size.
Specifically, they use a buffer of 512 packets, again equally divided among the four ACs. In addition, the
Linux network stack introduces other layers of buffers, including the network stacks transmit queue,
typically set to a default value of 1000 packets. We want to take a look at the problem from a different
perspective. Given a determined buffer size maximize the offered load the network can serve with the
help of the routing protocol. In this study we opt for the most common buffer size of the madwifi legacy
drivers (i.e., buffer size of 200 packets) which is the default value used in the ns-3 network simulator.

max(0,0j(t)-Qj(t-1)): This component summarizes the previous event experienced in the neighborhood of
a given node that leads to the most increasing queuing length with respect to previous timeslot. This is
usually caused by the injection of a new flow or set of flows in the network, the increase in the offered
load of an existing flow, or even the failure of a given HeNB which may cause other HeNBs to increase
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their load. It is calculated as the maximum increase experienced in the data queue length of a neighbor
between two timeslots. The estimator uses this component to estimate the future next event that will cause
an increment of data queue lengths. Basically, we are assuming that the bigger increase in data queue
lengths during time interval /¢ ,t+1] is the same as the one experienced during time interval /¢-1,#]. This
component can be calculated in a distributed manner by means of storing the queue lengths of every
HeNB neighbor experienced in two consecutive timeslots.

max(Qx(t)): This components describes the HeNB neighbor with maximum data queue length. Note that
the HeNB experiencing the maximum data queue length in the 1-hop neighborhood could be different
from the HeNB which experiences the bigger increase during the previous timeslot. For instance, this
could happen if a HeNB do not have enough transmission opportunities due to the CSMA/CA medium.
Thus, in this case the HeNB keeps its data queue highly loaded.

Vi(t): This corresponds to the maximum number of packets that potentially can be transmitted in the

aggregated virtual queue without causing a queue overflow. As a result, the sum of the previous three
components corresponds to the queue limit of the HeNB in the NoF:

Qrer=max (0,Qj(t) - Qi(t-1)) + max(Qw(t)) +Vi(t)

2.2.5.4 Practical V-variable algorithm: Details on the controller

OREF
max(0,0j(1)-0j(t-1))
(QGREEDLIM(t)
Vi(t
max(Qk(t))

Figure 2.25: Virtual Aggregated Queue Details

As shown in pseudo code depicted in Figure 2.26, at instant /=0 all the nodes in the network compute a V'
parameter which denotes maximum level of greediness with respect to the stress in the penalty function.
In our case, this means a high degree of directionality towards the intended destination when taking
routing decisions.

Furthermore, let Ogreeprm(t) a parameter calculated within the controller shown in Figure 2.24, which
denotes the queue length that once exceeded forces the local node to use a routing policy equivalent to the
legacy backpressure routing algorithm (i.e., ¥=0). Therefore, when the queue length is below
Ocreepiim(t), the local node still has some chances of computing a local routing decision that take into
account the penalty function (i.e., the V parameter is greater than 0).

At Initial conditions:

t=0; Qrer=Qmax; V(0)=QRrer

Afterwards: (t>1)

Qereeoum (t)= Qrer — max(0, Qj(t)-Qj(t-1))
V(t)= Qereeoum-max(Qy(t))

Figure 2.26: Pseudo Code of the variable-V controller
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On the other hand, Qgreepri(?) also defines the maximum value the variable V can attain. This limit is
calculated every time slot given the actual local vision of the maximum traffic load in the neighborhood
of i as described in the pseudo code of the controller shown in Figure 2.26. Precisely, it is calculated as
the difference between Orzr and the maximum increase experienced by a data queue of a node in the 1-
hop neighborhood.

If a node does not experience a data queue length bigger than Qgreeprin(?) a node can greedily transmit up
to V packets which is defined by Qgreeprmi(?),- max(Qx(t)). On the contrary, if a node in the neighborhood
experiences data queue length bigger or equal than Qgreeprm(?) the distributed algorithm consider the
network should focus on the minimization of the Lyapunov drift. In this case, the algorithm is detecting
that the local neighborhood, and decides to act at the maximum degree of load balancing with the unique
goal of minimizing queue drops. The local vision of the traffic can be seen as the maximum differential of
queue lengths experienced by a node in a neighborhood (i.e., max(Qy(t)) in Figure 2.26).

Therefore, the determination of the value of the V' parameter at instant ¢ comes determined by an
expression merely associated to the data queue lengths of the set of neighbors:

Qjma=z(t) = maxQ;(t) € N;;

V(t) = max(0, Qgreedtim (t) — MAX Qjmax(t))

Therefore, the maximum ¥ values come determined by Qgreeprm(t), which defines the maximum value
the V' parameter must have. On the one hand, V;(?) can be seen as the maximum number of packets that
greedily will be transmitted without taking into account load in the neighborhood. On the other side, we
established that Qgreeprng (¢) is the threshold from which a pure backpressure algorithm must be executed
in order to avoid queue drops. Consequently avoiding the greed transmission of more than Qgreeprim(?)
Omax(t) data packets during a timeslot interval for preventing queue drops. We are assuming that the
probability of transmitting more than V' packets greedily is zero. If any neighbor j has a Qj(t) > Ocrerpriv
the legacy backpressure is the routing policy used. Note that this change is not propagated over the whole
network. It is just performing legacy backpressure in the HeNBs which observe high degree of congestion
in its neighborhood. It is expected that the packets will eventually find HeNBs in the network with lower
congestion levels, and so bigger } parameters can be used.

2.2.5.5 Practical Variable-V algorithm: Evaluation Methodology

We launch a CBR unidirectional data flow F1 (see Figure 2.27) of an intensity able of saturating data
queue backlogs of reference node (i.e., node R in Figure 2.27). F1 is launched at instant /=5s until instant
t=80s from node R towards node D of the simulation. We are considering the 10x10 grid NoF depicted in
Figure 2.27. The relevant part of the NoF to describe the experiment can be shown in Figure 2.27.
Precisely, node D is located at 6 hops from node R. Furthermore, we launch another CBR unidirectional
data flow F2 originated in node C directed to node D from instant /=20s up to instant /=60s in the
simulation. F2 also saturates data queue backlogs of node C. Therefore at instant /=20s in the ns-3
simulation there is change in the offered load injected to the NoF. This can cause a very different
behavior in the evolution of data queue lengths in the NoF, and so illustrates a use case of the presented
variable-V controller. We compared the behavior of the variable-V controller policy against, the routing
protocol under fixed-V policies (i.e., V=0, V=50, V=100, V=150, and V= 200).

&)

Figure 2.27: Network Scenario Evaluating the Variable-V algorithm

To do so, we evaluate the behavior of some critical nodes during time participating in the routing of both
flows in terms of certain metrics: data queue backlogs, queue drops, and value of the V' parameter. Note
that data queue drops corresponding to exogenous arrivals at node 0, and 1 are not taken into account.
Precisely, the focus of the variable-V algorithm is not on regulating exogenous arrivals but endogenous
arrivals. The regulation of exogenous arrivals is out of the scope of this paper. It will require another
controller at the transport layer in order to do some sort of shaping of exogenous arrivals.

2.2.5.6 Practical Variable-V algorithm: Evaluation Results

We can summarize the effect of the proposed controller with the previous described scenario (section
2.2.5.5). Precisely, there are four events E1, E2, and E3, that results in a different offered load in the all-
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wireless NoF under simulation. This events occur at instant /=5s (E0), instant /=20s (E1), instant =60s
(E2), and instant 80(E3). EO denotes the injection to the network of flow F1 from node R to node D. El
denotes the injection of the second flow F2 from node C to node D. E3 denotes the stop of flow F2. E4
denotes the stop of F1.

EO: As node R launches Flat instant t=5s, node C starts experiencing queue drops (see Figure 2.29 and
Figure 2.31) for high V parameters (i.e., =200, V=150, and V=100).
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Figure 2.28: V value over time in node R
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Figure 2.29: Queue Length Evolution in node C (closer neighbour to the destination D)
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Figure 2.30: Queue length evolution in node F (farther neighbour from the destination D)

However, the variable-V controller is able to react to this change in the offered load in the network by
decreasing the V' variable in node R (see Figure 2.28 which describes V parameter ewolution in node R),
as it detects an abrupt change in the data queue backlog of node C. Therefore, node R is able to its actual
greedy behavior emphasizing the penalty function. The V' parameter in node C enters in a transient stage
in which, as a result of the previous change, decreases the V' parameter. However, note that afterwards
there is a slight increase due to the fact that the node detects that it can be greedier given that the queue
length of node C has decreased (see Figure 2.29). This queue has decreased due to increase in the degree
of load balancing in node R, which starts to send packets to node F. Therefore, node C tries to reach its
optimal value increasing its V" parameter as much as possible so that there are no queue drops at R.
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El: Node C launches F1: At instant t=20s there is another abrupt change in the network the one caused by
event E2. In this case, the variable-V controller is able to react under these circumstances and decrease its
V variable. This is shown by the behavior of node C which can be observed in Figure 2.29. As node C is
announcing a full queue length neighbors react operating with the original backpressure algorithm just
taking decisions based on their data queue lengths (see Figure 2.28). In this way, the zone affected by the
network maximizes the load balancing in order to avoid data queue drops. Packets are load balanced until
they found a less congested network and then can be routed towards the destination.

E2: Node C stops F2: At instant 60s there is a change in the network the one caused by E2. In this case,
the variable-/ controller is able to react under these circumstances, and augment its / variable. As node C
has stopped F1 it starts announcing a not full queue length. And neighbors react operating in a zone in
which the greedy penalty function can take importance (see Figure 2.28).

E3: Finally, the fourth event consisted on stopping flow F1 at instant 80. Consequently, in terms of the V'
parameter all the nodes affected by the set of events in the network return to its previous initial state
which corresponds to the V=200 (see Figure 2.28).

On the one hand, we can see how the proposed variable-V controller reacts under the variance in the
traffic load occurring at instant =20s (see Figure 2.28), decreasing the V' parameter in node C. In contrast,
as can be shown in the graph describing the data queue drops in Figure 2.31), the queue length evolution
with fixed and high 7 values grows until the queue length in the neighbors is exceeded. In the case of
fixed and low V (i.e., ¥ = 0, and V=50), nodes maintain a lowest queues, however, they do neither get
high throughput and low end-to-end delays. In contrast, the proposed variable-V controller is able to
optimize both network performance metrics while maintaining acceptable data queue lengths (in this case
data queue lengths are under the size limit of 200 packets during the whole simulation time).

On the other hand, the variable-V controller attains similar queue drops to that obtained by the legacy
backpressure algorithm (see Figure 2.31). Specifically, Figure 2.31 shows the queue drop evolution
through time in one of the nodes in the network suffering more traffic load (i.e., node C in the
simulation). We can observe how the variable-J controller do not experience queue drops, which is also
the case of the legacy backpressure algorithm (i.e., ¥=0). In contrast, for fixed-} policies the number of
queue drops increases, given that the emphasis in the penalty function giving “direction” denoted by the
magnitude of the V' parameter causes higher data queue lengths and so queue drops.

288 o variable-V ——
g 700 AR Vs
& 600 | Vo100

T 500 | | Voo
5 400 . v‘ i V=0 )

300 | &8

3 200 e W

S 100 f |

o 0 « BRABL TR

0 20 40 60 80 100 120 140 160
Time (seconds)

Figure 2.31: Queue Drops Evolution in node C through time

With regards to the usual network performance metrics for the all-wireless NoF we have studied the
evolution of throughput and end-to-end network delay of both flows (see Figure 2.32,and Figure 2.33).
Interestingly, the proposed variable-V policy outperforms in this case all the fixed-J policies but V=50 in
terms of throughput. On the other hand, we observe how it experiences lower delays compared with more
direct strategies including V=50. The high queuing delays that high fixed-/ policies experience
compared with variable-J policies are caused by the fixed and high degree of direction of these policies.
Note that this case is quite favorable for the V=0 case as both flows are directed towards the same
destination. In this case, the delay distribution corresponds to packets that arrive to the intended
destination. Additionally, they do not experience high queuing delays as /=0 minimizes the queuing
delays when the destination is unique. However, note that not all the packets arrive to the destination due
to the decreasing queue backlog gradient towards the destination the routing control policy has to
generate. We can conclude that a variable 7 policy is able to achieve a good tradeoff between throughput
and delay under varying offered load conditions.
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Figure 2.33: Boxplots of End-to-end network delay with different routing policies

2.2.6 Multi Local Femto Gateway Extension

In the solution proposed we assumed there is only one LFGW in the all-wireless NoF. However for high-
scale deployments there might be several LFGWs. We propose to do per-packet load-balancing from
packets of one flow. Roughly, the intuition behind the solution we propose follows: With low loads we
assume all the HeNBs are directed to the predefined LFGW given by the LMM entity. If
opportunistically, packets cross another LFGW (see Figure 2.34), this LFGW will also pull the data
packet from the NoF.

Furthermore, if a packet which is directed through a LFGW (LFGW 1 in Figure 2.34) finds in its way a
congested area it will choose randomly another LFGW (LFGW 3 in Figure 2.34). As a metric to avoid a
congested area we use the data queue length of the neighbors of the current node in which the packet is
located. Note that ping pongs may occur in the network if the data queue lengths highly vary in a short
timescale. We are assuming average data queue lengths (i.e., the input rate vector) may not vary in such a
short timescale, and hence ping pong do not occur. Additionally, we find it might be of interest to
compare this policy with random LFGW at the first hop in the NoF.
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Figure 2.34: Multi Local Femto Gateway

2.2.7 Dead Ends

We have done a preliminary study in a sparse deployment of a NoF with potential dead ends. Two kind of
holes can occur light holes (e.g., an unique HeNB find a dead-end), and big holes (e.g., a big slice of the
NoF composed by a set of HeNBs is experiencing dead-ends).

2.2.7.1 Light Holes

To do this, we generated a hole in the NoF by deleting a femtocell of the grid NoF under evaluation. A
flow was sent from femtocell 40 to femtocell 49. The reader should also take into account that a dead end
can also be caused by a node generating traffic. We tagged with an “H” (hole) the extracted femtocell
(i.e., femtocell 46 in Figure 2.35) from the NoF. In order to stress the importance of the dead-end, we
illustrate a case in which the J parameter is fixed to a high value, hence giving a high weight to quickly
forwarding packets towards the destination. Therefore, the location of femtocell 46 to direct this flow is
of primal importance given the weight chosen to quickly forward packets to the destination.

Figure 2.35 plots the number of packets transmitted per second during the window interval during which
the flow is launched. As can be illustrated in Figure 2.35, the V parameter is such that a single path is
used to reach femtocell 49 (V=250). However, when the distributed routing algorithm detects the dead-
end (i.e., no neighbour closer in terms of Euclidean distance to the destination), it is able to circumvent
the hole in the position of femtocell 46.

The preliminary solution is based on decreasing the relative importance in link weight calculations of the
directivity to the destination. This is done operating using legacy backpressure algorithm (i.e., V=0) in
those femtocells in which a dead-end is detected for a given destination. The algorithm is modified so that
whenever a dead end is found in the network, the V' parameter is decreased. Specifically, the current
algorithm divides by two the V' parameter.
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Figure 2.35: Heatmap illustrating the light hole problem
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This preliminary study suggests that a variable J algorithm could overcome dead ends in sparse femtocell
deployments. However, a further study should be done. For instance, it might be of interest to evaluate
how a V variable distributed routing protocol deals with bigger, heterogeneous, and concave holes in a
sparse NoF. This is provided in next subsection.
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Figure 2.36: Hole Avoidance Scenario in a sparse NoF deployment

Bigger Holes in the NoF may occur, especially in the case of NoF sparse deployments. This, in principle,
should not happen in a NoF deployed by a MNO. However it might be of interest to study in order to
increase the degree of self-organization of the NoF.

For the solution, we assume there are multiple LFGWs evenly distributed in the NoF and connected by
wired (e.g., fiber) infrastructure. Therefore, hole avoidance and multi LFGW solutions are tightly
coupled.

Whenever, the distributed routing algorithm detects a big hole in the NoF, it will redirect data packets to
another LFGW (e.g., LFGW 1 in ). The strategy to select this other LFGW may strongly vary. It could be
the LFGW closer to the current location, or even a LFGW chosen randomly. Thus, the routing protocol
will redirect packets to another LFGW (see Figure 2.36). To reach packet to this LFGW, the solution
described in Figure 2.36 is used. Packets will eventually reach a LFGW that exploits its wired
infrastructure to lead packets to the closer LFGW to the destination. Once they reach the closer LFGW
they will be directed towards the destination.

2.2.8 Conclusions

We have studied the feasibility of a dynamic backpressure routing combined with geographic coordinates
for an all-wireless NoF dealing with all possible traffic patterns (uplink, downlink and local). We have
shown that the distributed routing algorithm is able to direct packets to the intended destination no matter
the traffic pattern directionality. To do so, we evaluated the NoF under 24 different combinations of
source destination HeNBs in a regular 10x10 grid topology.

Specifically, we have evaluated how various network performance metrics (network and flow throughput
in sections 2.1.12.2.4.1 and 2.2.4.2, delay in 2.2.4.3, and fairness in section 2.2.4.4) are essentially
affected by the value of the weight of the penalty function and the size of the queue at nodes, which
constrains the results obtained with the theoretical framework. In this direction, we also study how the
location of source-destination pairs and the tradeoff between objective function and backlog are affected
by these parameters.

On the other hand, in the solution proposed, we have seen that an important aspect is the appropriate
choice of the control parameter V. Specifically, the variability of the form of the input rate matrix injected
to the NoF may cause differences in terms of achieved performance of the network performance metrics.
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Specifically, we have observed that the traffic served could highly vary in terms of network and per flow
throughput, delay, and jitter depending on the V parameter.

Nevertheless, in a real NoF, the input rate matrix would be variable in time. Therefore, this suggests that
it may be convenient to have a variable V" value for each HeNB. We have proposed and provided an initial
evaluation of a distributed variable-J" algorithm, which auto-configures the more appropriate V value in
each HeNB depending on the traffic conditions. Initial results show that a variable-}7" can outperform
fixed- ¥ policies in terms of throughput and end-to-end delay.

Finally, we described a solution for a multi LFGW NoF in order to increase the offered load the NoF can
satisfy. And, we have illustrated how the proposed distributed routing strategy jointly with assisted with
the presence of multiple LFGWs connected by a wired infrastructure can assist in the dead-end problem
of geographic routing and the directionality in backpressure to support all traffic patterns with a variable
V algorithm.

Therefore, the combination of both routing strategies (backpressure and geographic) seems to be a
promising approach to cover the needs of a large-scale all-wireless NoF with support for all traffic
patterns and capable of circumventing dead ends)

2.3 Voice Call Capacity Analysis of Long Range WiFi as a Femto Backhaul
Solution

2.3.1 Motivation

The work in Section 2.2 addresses wireless backhauling between femtocells in a local network of
femtocells. A related but different problem, which is studied in the following, is that of long-range
wireless backhauling for outdoor femtocells.

Due to the high cost of deploying macro cells, both in terms of base station cost and backhauling, there
are still areas that lack cellular coverage. The primary reason for this is that mobile network operators
tend to plan network deployments in order to maximise population coverage and maximise Average
Revenue per User (ARPU). Traditionally, mobile network operators rely on E1/T1 copper, optical fibre,
and microwave links to backhaul their networks. However, these solutions can be extremely expensive to
deploy and constitute a large portion of the operators Operational Expenditure (OPEX). Therefore, it is
often not economically viable to deploy macro cells to cover areas with relatively low population
densities or low ARPU; this is particularly true in remote, rural or third world areas. This has motivated
many operators to begin looking for alternative lower cost backhauling solutions such as WiFi [43].

Although originally designed as a short range best effort wireless technology, recent studies and
deployments have shown the ability of IEEE 802.11 (WiFi) based technologies to achieve much longer
distances than was originally envisaged [44]. This means that using long range bi-directional Point-to-
Point WiFi as a backhaul solution has the potential to be a much lower cost alternative than traditional
microwave backhaul links, both in terms of equipment costs and licensing. Furthermore, many areas,
particularly in developing nations, which have poor connectivity have already deployed long range WiFi
solutions to provide internet and telecommunications connectivity.

For example, in 180 the authors outline their experiences in deploying long range WiFi in rural areas of
India which had little or no penetration of cellular technologies. It is worth noting that in these
deployments, due to the low penetration of telecommunications infrastructure, the most popular service
being used was Voice over Internet Protocol (VoIP) and in 180 by the same authors they outlined the
socio-economic benefits of this service. Another study by the ITU-T [48] detailed a number of areas in
the Dominican Republic which are successfully using long range WiFi links to provide internet access. In
[49] the authors presented the successful deployment of a 279 km link in Venezuela, and a permanent 133
km test network in northern Italy that is used for ongoing research; although this work was performed for
experimentation purposes it shows the significant potential and feasibility of such deployments.

Apart from backhauling the other major factor limiting the deployment of cellular services to these areas
is the Capital Expenditure (CAPEX) and OPEX of deploying macro base stations. For example, the
power consumption of macro cells in certain developing countries accounts for almost 2/3 of the OPEX.
This is primarily due to the power required for air conditioning.

Femtocells are small, low cost and low power base stations which utilise cellular technologies to deliver
operator services to users in home and office environments. A femtocell is similar in appearance to a
WiFi access point and connects to a consumer broadband connection such as Digital Subscriber Line
(DSL) or cable over which it connects via a secure tunnel to the mobile operator’s core network. Unlike
macro base stations, femtocells do not have expensive deployment costs and due to their automated self-
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configuration, interference mitigation mechanisms and relatively low power require minimal radio
planning. Moreover, as they are a consumer device they do not need the expensive air conditioning
systems required by normal base stations which have a significant impact on the operators OPEX.
Although they are normally designed for use in homes and offices, there is now significant interest from a
number of operators and manufacturers to develop and deploy outdoor femtocells which can support a
larger number of calls and have similar range than a typical femtocell. The main goal of these systems is
to provide a low cost and easily deployable solution to increase capacity in metropolitan areas;
nevertheless it is obvious that they can also be used/adapted to provide coverage in rural and remote
areas.

It is therefore clear that integrating long range WiFi backhauls or indeed existing rural broadband
networks that utilise long range Wireless Fidelity (WiFi) links with the low cost of Femto hardware can
greatly reduce deployment costs and therefore make it economically viable to deploy cellular coverage in
areas in which it has previously not been feasible. Indeed due to the lack of fixed line infrastructure in the
developing world, wireless coverage is the often only solution for providing cost effective services. It is
also worth noting that due to the rapid growth in mobile phone penetration in developing countries, the
demand for mobile services in such areas will continue to grow; according to a United Nations (UN)
report [47] mobile phone penetration in developing nations had surpassed 57% by the end of 2009 and is
continuing to grow.

In the long range WiFi deployments described earlier, solutions have been developed for many of the
challenges that are encountered when using WiFi over long distances. There are however further
questions that must be answered before WiFi can be used as a femtocell backhaul solution to deploy
cellular services. The WiFi Media Access Control (MAC) layer was designed for short distances and
therefore many of the timing values used are not sufficient for longer distances. Moreover, WiFi is
inherently inefficient for transporting small payload frames such as those produced by voice calls This is
further exacerbated by the large amount of overhead introduced by the Iu for Home NodeB (Tuh) protocol
used to transport femto traffic to the operator core network. It is therefore not clear what capacity and call
quality could be expected from such deployments. Another important point is the delay /jitter introduced
in the critical synchronization traffic (heartbeat packets) with the operator’s time/frequency server,
located in the core network.

To date no study has been performed to analyse the capacity of WiFi as a backhaul solution for femtocell
deployments. This paper performs both a numerical and simulation based analysis of the capacity of
heterogeneous data rate WiFi links to act as a backhaul for multiple femtocells. Simulation models were
developed in the NS-3 simulator [51] for the Adaptive Multi-Rate (AMR) voice codec incorporating
Quality of Service (QoS) based codec adaptation, the Real-Time Transport Protocol (RTP), and the femto
Iuh interface including GPRS Tunnelling Protocol User plane (GTP-U). Modifications to the existing
simulator WiFi model were made to accurately model long range WiFi links and to take into account
many common mistakes and assumptions made in previous WiFi capacity studies. The results show the
capacity of long range WiFi links to backhaul femtocell deployments, specifically we show the number of
simultaneous and high quality AMR voice calls that can be transmitted over the backhaul WiFi link
considering both Circuit Switched (CS) and Packet Switched (PS) operational modes.

2.3.2 AMR Codec

Originally developed by the European Telecommunications Standards Institute (ETSI), AMR [52] is a
robust narrowband voice codec designed for use in cellular systems. It is the mandatory codec defined for
3rd Generation Partnership Project (3GPP) systems including Universal Mobile Telecommunications
System (UMTS) femto cells, which is the system considered in this paper.

The codec has eight source encoding rates which range from 4.75kb/s to 12.2kbps for voice payloads, a
sampling rate of 8 kHz and a static frame size of 20ms is used for all rates. The codec is dynamic and
based on the network conditions currently being experienced, can modify the source coding rate in an
effort to adapt to channel conditions, reduce network load and mitigate any significant quality
degradation. The codec also utilises Discontinuous Transmission (DTX) and Voice Activity Detection
(VAD) to minimise bandwidth utilisation during silent periods. Specifically, when no user speech is
detected the codec simply transmits silent packets containing comfort noise at a rate of 1.8kb/s. It should
be noted that AMR achieves almost the same voice quality as the commonly used G.711(64kb/s) codec
but with significantly lower bit rates.

Although originally designed for CS systems the codec can also be used for VoIP. In this case each AMR
frame is encapsulated into an RTP packet and transmitted over UDP; in fact this is exactly what is done
by femtocells using Internet Protocol (IP) backhauls.
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2.3.2.1 Implementation of AMR in NS-3

Prior to this work there was no implementation of either the AMR codec or RTP available for NS-3. In
order to achieve an extremely accurate simulation of femto voice traffic over WiF1i, it was essential to
develop these models within the simulator.

The RTP header was implemented in NS-3 according to the standard [53] and supporting all payload
types defined by Internet Assigned Numbers Authority (IANA); this includes the dynamic payload type
required by AMR. Validation of this implementation was done using the Wireshark network protocol
analyser [21]. Specifically, the Packet Capture (PCAP) files generated from the simulator were analysed
using the RTP packet dissectors available in Wireshark, each RTP header was successfully decoded and
each element in the header was valid.

The AMR application was developed using the information available in [52] and [55]. It supports all eight
codec modes and includes codec adaptation, DTX and voice activity generation functionality. The first
component implemented was the packet structure of AMR frames. Each AMR frame consists of three
elements, a header, a Table of Contents (ToC) and the speech data. The header is used to provide in-band
signalling between both endpoints, it contains a Codec Mode Request (CMR) parameter which allows the
receiver to request a particular source coding mode from the alternate endpoint. This request is in the
form of an integer value in the range 0-8 where each value represents the requested source bit rate as
shown in Table 2-2. The ToC is used to provide information about the contents of the payload, it contains
a flag indicating if the payload is the last frame in a speech burst, a quality flag that can be used to
indicate if the payload is damaged and a frame type parameter indicating whether the payload is AMR,
AMR Wide Band (AMR-WB) or a silent packet.

A bit level accurate implementation of the AMR header and ToC was developed, however to simplify the
implementation and to minimise simulation time, each payload was filled with dummy data. Although the
application could be relatively easily modified to use real AMR voice payloads read from AMR encoded
files, this would have no impact on the results presented in this work. The developed frame structure used
octet-aligned mode as opposed to bandwidth-efficient mode, meaning that the last octet is padded with
zeroes. This was done based on the observation that real handsets appear to be mainly operating in octet
aligned mode. The packet structure and behaviour of the developed applications was validated by
comparing the PCAP traces produced by the simulator with those produced by both a Sony Ericsson Elm
and a Samsung Galaxy S running android, both operating in a real UMTS femtocell testbed.
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Figure 2.37: Flowchart of Codec Adaptation Decision Process
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Figure 2.38: Example of Full Duplex Voice Activity generated by the AMR application

2.3.2.2 E-Model based Codec Adaptation

A key feature of the AMR codec is the ability to seamlessly switch source encoding during ongoing voice
calls. Each terminal continually monitors the downlink radio link quality between itself and the base
station, this QI is then compared to a set of pre-defined thresholds to decide on the optimal source
encoding rate that should be used [22]. The terminal then sets the CMR field of outgoing voice frames
instructing the alternate endpoint to modify the source encoding rate.

As AMR was designed for use only in cellular networks the original adaptation mechanism only
considered the radio conditions and assumed ideal conditions in the backhaul. However, new cellular
technologies such as femtocells utilise IP backhauls which can become congested and degrade the quality
of any ongoing AMR voice calls. To resolve this issue the AMR adaptation algorithm was modified to
incorporate Explicit Congestion Notification (ECN) capable adaptation. During periods of congestion, as
AMR voice traverses the IP network, ECN is used to mark the IP header to signal impending congestion.
When a terminal receives a congestion notification it is recommended that the terminal “backs off” by
reducing the encoding data rate in an effort to make network resources available and mitigate congestion.
This approach works well in networks that support ECN such as enterprise networks or within the cellular
operators private IP network. However, if all network segments do not support ECN, as would be the case
in many home/office femtocell deployments, the terminal has no way of detecting backhaul induced call
quality degradation or of determining the ideal encoding rate.

A number of other papers such as [22] and [23] developed algorithms for AMR voice codec adaptation,
however these primarily focus on adaptation for improved resilience to interference and noise on the radio
link and do not consider quality degradation in an IP backhaul link. In [24] the authors describe the
development of an IMS testbed which utilised terminals with voice adaptation; although this work
demonstrated the importance of adaptation the results only considered two AMR encoding rates,
AMRI12.2 and AMRA4.75, with simple threshold based adaptation between both encoding rates.

In [25] the authors developed an algorithm for optimal source and channel coding selection based on the
Mean Opinion Score (MOS) computed using the E-Model. Although this work provides an excellent
overview of the improvements in call quality that can be attained through adaptation, it does not describe
any specific implementation or describe how all of the required parameters can be obtained. Also, unlike
the work presented here, the paper does not present results which demonstrate the proposed algorithm
operating in a real or simulated environment.

In this work a terminal centric algorithm for call quality based AMR adaptation is proposed. Specifically,
a modified variant of the E-Model is used to compute the call quality of the ongoing AMR call. Based on
this the algorithm determines and continually modifies the requested source encoding rate to best match
the current network conditions resulting in higher overall voice quality. Unlike many previous works, this
paper provides a detailed description of utilising the E-Model in real time for AMR and the
implementation of an AMR voice application in the NS-3 simulator utilising the E-Model based
adaptation mechanism.
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Source rate adaptation is normally done based on a combination of the radio channel conditions.
However, in this work we developed a QoS based adaptation mechanism. The QoS metric used is the
MOS and is computed using a real time implementation of the E-Model; a detailed description of the E-
Model and using it in real time to compute the MOS for AMR is provided later. Furthermore, a more
detailed overview of the E-Model based adaptation is provided in Section 2.3.2.2.

Figure 2.37 shows a flowchart of the adaptation algorithm decision process. Each VoIP application
continually monitors its downlink QoS in real time based on delay, jitter, loss and the AMR codec mode.
When the MOS score falls below a predefined threshold the application sends a CMR request using the
AMR header of outgoing packets to the source application, on reception of this the source application will
change the source coding rate to the requested mode. Correspondingly, if the computed MOS value is
above a predefined threshold then the receiving application sends a CMR request to increase the coding
rate to the next highest rate.

In order to prevent rapid and continual changes in the codec modes due to the small network fluctuations,
a time constraint is placed on the period between codec changes; in the results presented in this paper a
time constraint of 1 second is used. This constraint is not used when changing from a silent period to a
voice active period. The utilised predefined MOS thresholds are shown in Table 2-2 and were determined
by calculating the MOS value for each codec mode based on 0% packet loss and a 150ms end-to-end
delay.

Table 2-2: Codec Adaptation MOS Thresholds

Mode Codec MOS
0 AMR 4.75 | 2.46357
I AMR 5.15 | 2.56896

AMR 59 | 2.77826

3 AMR 6.7 | 2.83263

(g

- AMR 7.4 | 3.03283
5 AMR 7.95 | 3.18159
6 AMR 10.2 | 3.46013
7 AMR 12.2 | 3.62938
8 AMR SID None

Table 2-3: Call Rating Thresholds

R Value MOS User
(Lower Limit) | (Lower Limit) Perception
90 4.34 Very Satisfied
80 4.03 Satisfied
70 3.6 Some Users

Dissatisfied

60 3.1 Many Users

Dissatisfied

Nearly All

50

(=]
n
oL

Users Dissatisfied
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2.3.2.3 E-Model based Codec Adaptation Results

A number of simulations were performed in NS-3, however due to space constraints only a subset of the
performed simulations can be presented. The presented results demonstrate the improved call quality
achieved by the proposed adaptation mechanism and the ability to dynamically adapt the source encoding
rates to match the current network conditions. Each set of presented results shows the call quality of a
single AMR call, however in most of the simulations there were also a number of other 'background'
AMR calls. Furthermore, in order to make the figures easier to interpret the DTX functionality was
disabled on the call for which the results are shown; however any background calls that were present
utilised DTX functionality. This has no impact on the presented results but simply means that the figure
showing the AMR mode does not fluctuate between voice active modes and the silent mode (AMRS).

§ T T ! T

4 - -
oy S d
2

2 - p—

1k i

i i | ; i ; ; I i

0 10 20 30 40 50 60 70 80 920 100
Simulation Time (Seconds)
T

. J CIERR—— : =
P e o e B =
=4
2
T
=
< Ll

i i i i i i

0 10 20 30 40 50 60 70 80 20 100
Simulation Time (Seconds)

Figure 2.39: Single AMR Call through 63kbps Channel with Proposed Adaptation Mechanism

Figure 2.39 shows the results of a single call being transmitted through a band limited link. Specifically, a
single AMR voice call was placed through a 63kbps CSMA link between two endpoints which is
insufficient to support the call at the maximum AMR rate. This simple scenario shows the ability of the
proposed algorithm to automatically adapt the source encoding rate to match the available network
resources. It should be noted that without QoS based adaptation the call would simply saturate the link
and suffer detrimental call quality degradation.
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Figure 2.40: Call Quality over 2Mbps Link with Random Packet Loss
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Figure 2.40 demonstrates the ability of the mechanism to increase resilience during periods of packet loss.
In this simulation a 2Mbps link was used with the random packet loss model from NS-3. As can be seen,
as the packet loss varies the algorithm continually and dynamically modifies the source encoding rate to
reduce network load in an attempt to mitigate the loss and maintain high call quality.
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Figure 2.41: Call Quality over 2Mbps Link with Background Voice Calls and No Adaptation
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Figure 2.42: Call Quality over 2Mbps Link with Background Voice Calls and Adaptation

Another set of simulations were performed to demonstrate the improved call quality achieved when a
large number of simultaneous voice calls traverse the same 2Mbps link. Each of these simulations was
run for a period of 400s, a single voice call was started at 5s with an additional background voice call
being started every 5s up to a maximum number of 32 background calls. After 200s the background voice
calls are torn down, one every 5s in the same order as they were started. Figure 2.41 and Figure 2.42
show the results with and without adaptation respectively.

As can be seen the link begins to become congested after approximately 160s at which point the call
quality begins to degrade. In the case were no adaptation is performed Figure 2.41 the call quality of the
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ongoing voice calls drops to a very low MOS value of approximately 1.5. However, in the case were all
calls utilise the proposed adaptation mechanism as shown in Figure 2.42, much higher call quality was
maintained due to each endpoint dynamically adapting encoding rates to match network conditions. It can
also be observed that with the proposed adaptation the call quality recovers much faster as calls begin to
end and link capacity becomes available.

2.3.2.4 Discontinuous Transmission

The AMR application uses a simple two state conversational speech model with a 50% activity ratio per
user. This is used to emulate DTX, silent suppression and VAD functionality. The model assumes that
while one user is speaking, the other user is silent and producing only comfort noise packets. The
algorithm randomly selects an integer value between 1 and 6 seconds to determine the duration of each
voice spurt. Figure 2.38 shows an example output of the voice call speech pattern generated by the
algorithm.

2.3.2.5 Voice Quality Assessment

A standard metric for assessing a person’s perception of voice call quality is the MOS. Traditionally MOS
testing has been done by asking large groups of people to listen to various voice calls and to score each
call between 1 and 5. Although this solution provides very accurate results it is often not feasible to
assemble large groups of people to perform such subjective tests. Furthermore, in order to be able to
quickly assess the quality of ongoing voice calls or indeed to use the call quality for codec adaptation, as
is the case in this work, an automated approach is required.

The E-Model algorithm is an International Telecommunications Union Technical standards (ITU-T)
standardised computational model for subjective call quality assessment [56]. It is widely accepted as an
accurate tool for measuring call quality and has been utilised in a number of previous works including
[57][58].The E- Model operates under the assumption that perceived quality impairments are additive. By
combining both codec and network impairments it produces a scalar rating of voice call quality called the
R rating.

The R rating is computed as:
R=Ro-Is—Id-le+A

where Ro is the Basic signal-to-noise ratio, Is represents impairments simultaneous to voice encoding, Id
is impairments due to network transmission, le represents the effects of equipment such as codec
distortion and A is the advantage factor.

The parameters Ro and Is are associated with the voice signal and therefore are not affected by
transmission over the network. The advantage factor A is used to offset the reduced quality users may be
willing to accept in certain circumstances such as in a mobile environment but in this work A is set to 0
such that a valid comparison between the presented results and other existing work can be made.

Based on the previous assumptions considering only the variable parameters the E-Model algorithm can
be reduced to the following simplified equation:

R=Ro—-Id-1Ie 2)
where Ro has a default value of 93.2. The only variable parameters are those affected by network
transmission and equipment, namely Id and Ie. Id is affected by one-way delay and jitter while Ie is codec
and loss dependent.

2.3.2.6 The Delay Impairment Parameter Id

One-way delay is defined as the time between the utterance at the mouth of the speaker to the time the
signal arrives at the earpiece of the receiver, known as mouth-to-ear delay. Low delay values below
150ms have very little impact on call quality or interactivity. As delay values continue to increase above
150ms call quality begins to degrade, with delays above 400ms making a duplex call extremely difficult
due to loss of interactivity. The one-way delay measurement used in the E-Model is made up of the
following five parameters:

Send/Receive Delay: This accounts for send and receive side medium access delay

Propagation Delay: The end-to-end transit time across the network including time to traverse firewalls,
routers etc.

Decoding/Jitter Buffer Delay: The delay introduced at the receiver due to decoding and buffering.

The Id parameter is the sum of all the individual delay parameters. Two crucial elements needed to obtain
an accurate calculation of call quality is good estimates of one-way delay and jitter. The most common
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approach is to use the delay calculation obtained using the Real Time Control Protocol (RTCP), while
jitter is calculated using the E-Model recommended RTP jitter algorithm [35].

2.3.2.7 The Equipment Impairment Factor Ie

The Equipment Impairment Factor Ie takes into account how the used voice codec affects the perceived
call quality; this includes the effect that varying loss levels have on the quality. For example, codecs
which have high levels of inter-packet dependency are more significantly impacted in the presence of
loss. The ITU-T have defined Ie values for the most commonly used non-adaptive codecs such as G.711
(Pulse Code Modulation (PCM)) and G.729, and for only the 12.2kbps encoding rate of AMR.
Unfortunately no such values have been provided for other AMR codec modes.

In [60] the authors developed a combined E-Model and Perceptual Evaluation of Speech Quality (PESQ)
method to compute the quality of AMR calls. A set of real AMR call measurements were used to compute
the PESQ scores for varying loss rates. For each measurement the authors assumed zero delay and from
this derived Ie values using the E-Model. These Ie values were used with the normally computed Id
parameter to calculate MOS values giving a combined E-Model/PESQ algorithm. Although this concept
is novel, it only considered the 12.2kbps mode of AMR.

In [61], the authors propose the use of a differential MOS approach to compute the Ie value. Similar to the
previous paper a number of tests taken on a real Wideband CDMA (W-CDMA) network were used to
compute the quality degradation of various loss rates with respect to AMR operating at 12.2kpbs. The
problem with this work is that the authors do not provide the specific mappings between the loss rate and
the Ie factor. In [62] the authors also used a combined E-Model/PESQ approach similar to the previous
papers. The authors utilised the Ie algorithm defined in the E-Model combined with the methodology
from another ITU-T recommendation [63] to determine Ie values for each AMR mode and for varying
loss rates.

In this paper the same Ie equation is used and is defined as:
100 - Py

100- p]..g
Burstk + Bpl

I 1] = Io+(95—1I,) -

where Ppl is the packet loss, Bpl is a codec specific loss robustness factor and BurstR is the quotient of
the average burst length and is dependent upon the theoretical burst length under random loss conditions.
In this paper only a single frame is sent per packet giving independent losses and hence we set BurstR =
1. Unfortunately for AMR Bpl is only defined for the 12.2kbps mode and there are currently no values
defined for the other modes. Bpl is dependent upon the interpacket dependencies and the packet loss
concealment scheme, and so since all AMR codec modes have a similar structure the authors recommend
utilising the value defined for the 12.2kbps mode of Bpl = 10 for all codec modes. Utilising Equation (3),
Figure 2.43 shows the impact of increasing loss rates on the call quality achieved by the AMR codec.

2.3.2.8 R to MoS Conversion

As stated previously, the output of the E-Model is a scalar rating of voice call quality which ranges from
0 100. However, this is not a commonly used metric for voice quality assessment. It is therefore possible
to convert the R value to the more commonly used metric, the MOS value. This allows the results to be
directly compared with other existing work and the outputs produced by most call quality assessment
methodologies. Figure 2.44 shows the mappings between the R rating and MOS values, and Table 2-3
shows the commonly accepted user satisfaction thresholds as defined in ITU-T G.107 [56].

2.3.3 Iuh for HNB over WiFi

The stage 2 UTRAN architecture for 3G Home NodeB is used as the reference architecture for this work;
a simplified version if this architecture is shown in Figure 2.45 (this also corresponds to the simulation
scenario used). It is worth noting that in 3GPP parlance a femtocell is referred to as a Home NodeB
(HNB) and a femto gateway is called a Home NodeB Gateway (HNBGW).
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Figure 2.43: AMR MOS Values for Varying loss Rates.
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Figure 2.44: Mapping of E-Model R value to MOS.
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Figure 2.46: Iuh CS/PS User Plane Protocol Stack.

The Tuh protocol stack is based upon the Iu interface used in UMTS which is the interface between the
Node B and the core network. The Iuh interface is however specifically designed for muse with femto cells
and provides tunnelling of user and control plane messages over IP networks to the operators core
network. For example, the [uh protocol simplifies the control plane by removing the Inu protocols required
for connecting over high performance links and SS7 emulation. These are replaced with a more scalable
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solution which will allow the existing network to support the large number of femto cells that is
envisaged. Enhancements were also added to support the seamless authentication procedures required to
make femto cells a plug and play device. These enhancements also allow the femto cell to dynamically
join and leave the network as may be the case if a user regularly powers down the device. Further
discussion of these changes is outside the scope of this paper and interested readers are referred to [64].
The work in this paper is focused on the user plane aspects of the Iuh interface protocol stack. This is
what allows user plane data to be securely tunnelled from the femtocell over open access IP networks,
such as a private internet connection, to the UMTS core network. Figure 2.46 shows the Iuh protocol
stack transporting AMR voice over both the CS/PS modes. Currently, the majority of voice traffic being
transported over a UMTS femtocell is CS traffic, however with the increasing popularity of VoIP clients
being used on mobile handsets this may change in the near future or at least become a far more significant
percentage of the overall voice traffic.

In the current architecture each femtocell has a single IP Security (IPSec) tunnel to the Femto Gateway
(FGW) and all traffic is aggregated into this tunnel for transport to the core network via the FGW. In
normal CS operation the user’s handset sends the AMR payload to the femtocell which is then
encapsulated in an RTP packet for transport using UDP through the IPSec tunnel over the IP backhaul.
Essentially this converts a CS voice call into a VoIP call. In the other case a VoIP client application
would be used on the mobile handset, this means that the VoIP application would produce the AMR
payload and an RTP and UDP header encapsulated in an IP packet. From the perspective of the femto cell
this would appear as normal PS data traffic and as such would be encapsulated into a GTP-U tunnel for
transmission over the IP backhaul network. As can be seen from Figure 2.46 and Table 2-6 there is a
significant amount of overhead required to transport each voice frame over the backhaul. In order to
transmit a 12.2kbps AMR frame in CS mode there is an overhead of 134 bytes, this overhead increases to
162 bytes in PS mode due to the addition of the GTP-U and the RTP/UDP/IP overhead produced by the
VolIP application.

2.3.3.1 Validation of Tuh Implementation

In order to validate the accuracy of the Iuh stack developed in NS-3, Wireshark was used to analyse the
stack structure and verify the correct structure of each header; this was done for both CS and PS modes.
The Wireshark captures were then compared with captures obtained from a real femtocell testbed and a
real UMTS network. Apart from the physical layer, the capture was identical in terms of frame and header
structures.

Figure 2.47a and Figure 2.47b shows a CS and PS capture, respectively, both obtained from the simulator.
Each shows the AMR/RTP packet being transmitted via Iuh over WiFi from a femtocell. It should be
noted that the IPSec tunnel is not shown in these examples. The reason for this is that although the
Encapsulated Security Payload (ESP) header was implemented in the simulator, a setup protocol was not
and as such wireshark could not correctly dissect the frame. However, for all simulations for which
results are presented the IPSec tunnels were included.

+ Frame 171 (167 bytes on wire, 167 bytes captured)

+ Radiotap Header v, Length 22

+ Frame B8 (135 bytes on wire, 135 bytes captured) + IEEE 802.11 Data, Flags: o......T.

+ Radiotap Header vO, Length 24 + Logical-Link Control

+ IEEE 862.11 Data, Flags: o.....F.. + Internet Protocol, Src: 10.1.1.4 (10.1.1.4), Dst: 10.1.3.4 (10.1.3.4)

+ Logical-Link Control

+ User Datagram Protocol, Src Port: gtp-user (2152), Dst Port: gtp-user (2152)
+ GPRS Tunneling Protocol

+ Internet Protocol, Src: 10.1.3.3 (19.1,3.3), Dst: 10.1.1.3 (16.1.1.3) |, Jorernet Protocel, Src: 3.0.0.1 (3.8.0.1), Dst: 3.0.0.2 (3.0.8.2)
+ User Datagram Protocol, Src Port: 28 (28), Dst Port: 28 (28) + User Datagram Protocol, Src Port: 49153 (49133), Dst Port: cossplex-sain (5008)
+ Real-Time Transport Protocol + Real-Time Transport Protocol

(a) CS Stack (b) PS Stack

Figure 2.47: Capture of Protocol Stacks Produced by Simulator.

2.3.4 Long Range WiFi Considerations

The standard timing values of 802.11 are optimised for relatively short distances; however these become
problematic when operating over longer distances. Due to the longer propagation times over longer
distances some 802.11 timing values are too short and result in spurious timeouts and increased collisions.

In order to maximise throughput over longer distances the following parameters must be considered:

Ack Timeout: All 802.11 frames must be acknowledged and the Ack timeout is the duration a node must
wait after transmission having not received an acknowledgement, before assuming that a frame has been
lost and proceeding with retransmission. If this value is too low the sending node will attempt a
retransmission before the frame has had time to be successfully acknowledged and may cause a collision
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with the Ack frame. Conversely if the value is too high the sending node will wait too long after a packet
has been lost before sending a retransmission resulting in decreased throughput. The optimal value for the
Ack timeout is calculated as the sum of a Short Interframe Space (SIFS), the time taken to transmit the
Ack frame and twice the propagation delay. In 802.11a the constant values used by many cards assumes a
propagation time of only 1pus which leads to a maximum range of 300m over which high throughput can
be maintained. In order to maximise the throughput of a link the propagation delay needs to be set to
match the distance between the link endpoints. Considering the propagation speed of radio waves is
300m/ps this means that the optimal propagation delay needs to be increased by 1us for every 300m
increase in the link distance. For example, for the Skm link being assumed in this work would give a
propagation delay of (5000m 300m/us) = 16.66us.

DIFS: This is the duration for which a station must sense the channel is idle before proceeding with a
transmission. If the Distributed Interframe Space (DIFS) is set too low a node may sense the channel is
idle while another node has already begun transmission thereby causing a collision. Therefore the DIFS
time must be greater than the propagation time between the furthest nodes in the network or the distance
between the two endpoints in the case of a point-to-point link. The default DIFS in 802.11a is (SIFS + (2
x Slot time)) = 34us which gives a maximum distance of (300m/us x 34ps) = 10.2km. As a Skm link is
assumed for this work no modification is necessary. However, for links above 10.2km the DIFS needs to
be increased accordingly.

Slot Time: The slot time is set such that a station wanting to transmit will have received any already
transmitted frames prior to it beginning its own transmission, hence mitigating collisions. The default
802.11a slot time is 9us giving a maximum distance between endpoints of (9us x 300m/us) = 2.7km. For
any link above 2.7km the slot time must be increased, with the optimal slot time computed as (Link
Distance / 300m/us). In the Skm link being considered here, this gives a slot time of 16.6pus which is
rounded up to 17us.

2.3.5 Analytical Calculation of Capacity

In this section an analytical evaluation of the AMR voice call capacity of long range WiFi to support
femtocell deployments is performed. The capacity is defined as the maximum number of full duplex
AMR voice calls that can be supported. Assuming no collisions, the minimum time required to
successfully transmit an AMR packet over Iuh can be calculated as:

CWqi
T_ann' = Tpifs + Tgigs + Tv + Trun+ Tag +Te- (——_)m)

where Tv is the amount of time take to transmit the AMR voice payload (which varies depending on the
codec mode), TI uh is the time taken to transmit all the required ITuh headers, TDif s is the duration of the
DIFS, TSif s is the duration of the SIFS, TAck is the amount of time required to transmit ac
acknowledgement frame, Ts is the slot time and C Wmin is the minimum Contention Window (CW) size
used. Table 2-4 shows all elements of Tv and TIuh and as an example is computed for a link rate of
6Mbps. In this example the voice frame being transmitted is AMR mode 7 corresponding to a rate of
12.2kbps.

In the voice activity model being assumed in this work, there will be an equal distribution of both silent
and voice packets in each direction of the voice call. Based on this, the average packet transmission time,
assuming no retransmissions, can be written as:

CWos
jp[[]] = min

2

5 X (2(Tpiffs + Tsifs + Taek +Ts - ( ) + Trun) + Tony + Tu(s)))
where Tv(7) and Tv(8) are the times taken to transmit a 12.2kbps and a silent frame, respectively. Based
on this, the upper bound on the number of calls that can be supported is given by:

_
2-T,(0)

Nealls =
where P is the codec frame size which is 20ms for AMR. In order to perform a realistic capacity analysis,
the collision probability and retransmission rate for this particular use case must be considered. Here we
use the analytical approach developed in [32] to compute the total packet transmission time; by applying
their approach to this work, the total transmission time assuming n retransmissions can be written as:
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Based on this, assuming only two nodes and operating at saturation, the average time to successfully
transmit a packet can be computed as follows:

B: i
f_b{-’?] = n=01n " Peor(1 — Peol)
Yono Py(1 = Peat)

Using T p (n) as the average packet transmission time in equation (6) gives the total number of calls that
can be supported, considering both collisions and retransmissions. The values in Table 2-4 and Table 2-5
were obtained utilising the developed analytical model. These tables show the number of full duplex CS
AMR and VoIP AMR voice calls that can be supported over a Skm point-to-point WiFi link. The upper
bound is computed assuming no collisions while the *with collisions’ column utilised equation (8) and
assumes a WiFi retry limit of 4. In this table the simulation results are also presented, these will be
explained in greater detail in a later section but as can be seen there is a high degree of correlation
between the analytical and simulation results.

2.3.6 Simulation Methodology

The NS-3 simulator is a discrete-event based network simulator written in C++. It includes a number of
powerful features such as producing accurate PCAP traces from simulated scenarios and the capability to
integrate with real network deployments. For these reasons it is beginning to gain traction among the
research community.

Table 2-4: AMR over Iuh Voice Capacity for Skm 802.11a link (CS Mode)

Data Rate Analytical Analytical Simulation
(upper bound) | (with collisions)
6 Mbps 25 23 22
9 Mbps 30 28 27
12 Mbps 33 31 31
18 Mbps 37 34 34
24 Mbps 39 36 36
36 Mbps 41 39 40
48 Mbps 43 40 41
54 Mbps 43 40 42

Table 2-5: AMR over Iuh Voice Capacity for Skm802.11a link (PS Mode)

Data Rate Analytical Analytical Simulation
upper bound) | (with collisions)
6 Mbps 22 21 19
9 Mbps 27 26 25
12 Mbps 30 29 28
18 Mbps 34 32 33
24 Mbps 37 35 35
36 Mbps 40 38 38
48 Mbps 41 39 40
54 Mbps 42 40 41
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Table 2-6: Calculation of Tv for an AMR(7) Frame over Iuh at 6Mbps.

Parameter Bytes | Bits | Time (uS) | Time (uS)
(PS Mode) | (CS Mode)
AMR Header 2 16 2.66 2.66
AMR Payload(7) 31 248 41.33 41.33
RTP Header 12 96 16 16
UDP 8 64 10.66 .
VoIP Application IP 20 160 26.66 -
GTP-U Header 8 64 10.66 -
UDP 8 64 10.66 10.66
Remote IP 20 160 26.66 26.66
IPSEC ESP 8 64 10.66 10.66
Transport IP 20 160 26.66 26.66
LLC(SNAP) 8 64 10.66 10.66
MAC Header 28 224 37.33 37.33
PLCP Header 6 48 8 8
Preamble 18 144 24 24
Ty 262.66 214.66

It is however still at a relatively early stage and therefore the number of implemented models is limited.
Hence, as described earlier a number of models were developed specifically for the work presented in this
paper. In particular, an AMR application, RTP, GTP-U and the IPSec ESP; these were required in order
to accurately simulate the transport of AMR voice calls over femtocells with a WiFi backhaul.

In terms of WiFi, NS-3 already has an existing model and in [33] a detailed validation of this WiFi model
was performed. The authors compared results obtained from the simulator with those from a deployed
WiFi testbed called the EXTREME testbed. This allowed the authors to identify a number of disparities
between the results and to identify the causes of these disparities. As mentioned previously, in an analysis
of the common causes of inaccuracies in simulating VoIP over WiFi was performed. Similar to the
previous paper, the authors identified these causes based on comparisons between results obtained from a
number of simulators versus those obtained from a real testbed.

The findings and recommendations of both of [66] and other parameters we identified are used to
improve the accuracy of the simulations performed in this work. The list below details all factors that
were considered for the simulations:

Preamble: The WiFi model in NS-3 uses the long preamble (144 bits) by default, however the majority of
real WiFi hardware uses the short preamble (72 bits). The NS-3 WiFi code was patched to use the short
preamble by default.

RTS/CTS: This is a virtual carrier sensing implementation used in 802.11 to mitigate collisions due to
hidden nodes. However, it is not used in the majority of WiFi deployments and due to the point-to-point
link being considered here, there will be no hidden nodes. The RTS/CTS mechanism was therefore
disabled.

ACK Frame Data Rate: All 802.11 data frames must be positively acknowledged, however for sending
this 14 byte frame no data rate was defined in the standard. Although hardware manufacturers use a
number of different rates the parameter is usually a user definable variable in the driver of the WiFi card.
As a static point-to-point link is being used in this work, the ACK frame data rate was set equal to the
channel data rate. This maximises the link capacity by minimising the amount of channel time occupied
by transmitting acknowledgements.

Contention Window: Each 802.11 node must select a random back off interval from 0 to the CW size, the
node must wait this number of slots before attempting to transmit on the channel. The initial CW size is
set at CWmin and increases exponentially after every unsuccessful transmission up until a value of
CWmax is reached; after a successful transmission the CW size is reset to CWmin This mechanism
introduces randomness in channel access which reduces the collision probability between stations. The
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CW values in 802.11a are CWmin = 15 and CWmin = 1023 and these values were used in both the
analytical and simulation study presented in this paper.

Link Adaptation: Link rate adaptation is performed based on changes in the Received Signal Strength
(RSS) and Signal to Noise Ratio (SNR) of the wireless channel. Although it is used in most wireless cards
it can be disabled. Currently it is not implemented in NS-3. As the endpoints of the links in our scenario
are static no link adaptation should occur or should only occur for very short periods due to short term
fading and it would be disabled in any real long range WiFi deployment. For this reason having no link
adaptation in NS-3 will not impact the results.

Buffer Size: This is used by the 802.11 node to buffer all received packets while waiting on the medium
to become idle. There is therefore a direct trade-off between packet delay and packet loss when deciding
on the size of the buffer. In NS-3 this was set statically to a size of 400 packets. However, most real
systems use a smaller buffer length, for example the MadWiFi driver uses a buffer size of 50 packets. For
this reason the NS-3 buffer size was changed to the same as that used in MadWiFi.

Packet Generation Offset: One problem with many VolIP simulations is that the VoIP sources start at
fixed time values, this leads to synchronisation between the sources and many packets being forwarded to
the physical layer at the same instant, whereas the starting time of real calls is based on a random call
arrival pattern. For this reason the start time was offset with a random variable between 0-20ms; this
prevents any synchronisation between sources other than what would be expected in a real environment.

Ack Timeout, DIFS & Slot Time: These variables were set according to the discussion on long range
WiFi considerations in a previous section.
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Figure 2.48: CS Simulation Results.

The simulation topology is the same as the reference architecture shown in Figure 2.45. Each User
Equipment (UE) is connected directly to a femtocell; in this work it is assumed that there is ideal radio
conditions between each the UE and the femtocell (HNB) and that there is minimal delay in the core
network. This is done so that only the limitations of the Iuh interface over the WiFi link are reflected in
the results. Each femtocell establishes an IPSec tunnel to the HNBGW. What is not shown in the
architecture figure is that the AMR voice calls are terminated at nodes which are connected directly to the
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HNBGW via low delay, high bandwidth point-to-point links. It is also assumed that each femtocell can
only support 4 simultaneous calls and so there is always N/4 femtocells in the topology where N is the
number of ongoing voice calls.

Each UE establishes a full duplex voice call with a node located outside of the femtocell network and
produces the AMR payloads in the case of a CS call or the AMR/RTP/UDP/IP payload in the case of a PS
VoIP call. On reception of these payloads the femtocellssy HNBGW adds the appropriate headers
considering either CS or PS traffic modes.

2.3.7 Simulation Results

In this section the simulation based voice call capacity analysis results are presented. The simulation
environment was setup based on the simulation methodology described in the previous section. Each data
point in the presented results represents the 95th percentile mean of 5 individual simulation runs, with
each simulation run having a duration of 200 seconds. Results are presented for both CS calls and PS
VolP calls.

As mentioned previously, Table 2-4 and Table 2-5 show the upper bounds on the predicted number of
high quality calls that can be supported at varying data rates, for both the analytical study and the
simulation results. As can be observed there is a very high correlation between both sets of results.

2.3.7.1 CS Results

Figure 2.48a,b,c and d, show the delay, jitter, loss and MOS results for an AMR CS call respectively. As
can be observed in Figure 2.48a, regardless of the data rate there is only a marginal increase in the delay
experienced as the number calls increases. However, when the upper threshold on the number of calls that
can be supported is reached, there is a jump in both the packet loss and the end-to-end delay; this is
primarily due to buffer overflow at the transmitting station. It should be noted that due to the relatively
small buffer size of 50 used in this work, the end-to-end delay has very little impact on the QoS achieved
as packets are dropped before any significant delay is introduced.

as
. Mhps—+—
Iz /
12 Mops —®— » r S’ mBEn
g | 1R ° f g A
36 Mops | ‘ i W
48 Mooy — e — | | / d ]
54 Mogs — = | y. Fi w
= y / A N
| a & ~
| 44 gl " d
20 | 4 # ! = r’(
| " v
£ 1 s y r A
E e g . i AL
i P : / g
3 | ] " £ P /..
] ! 4 fn¥
10 [ ] -
| | f J axt 6.Mogs ——
| 4 ‘4‘* J !/. . la..t!!g:-; o
5 + p i »a M r_.';-:.‘ Tilioos —a— |
P a o o - 24 Mbas
PSS ped ,.H_--r_f'i;;:.,:vw?"" o 34 Nas
’,,..ugl.:.t;';,.!....-c--o .{,J 43 Mopy ——
o Lot s BRSO C T i . : i ; o Lot i . i i , , ¥ hbap —+
0 ] 10 15 20 25 30 3 ") s ) ] 10 15 20 25 20 38 m Py
Humbss of Cals Mumbar, of Cals
(a) Delay for PS Voice (95th Percentile) (b) Jitter for PS Voice (95th Percentile)
T 44
6Mops —+—
8 Mops
. : P ._ RER——
n 24 Mops / P d 1 \ 1
36Mops f I \ \ " |
4EMDps — e — f H at \ \ \
S4NDps — = | | \ 1
SF 1 1 '
i I s i ¥4
I ' 1 ]
& | I \ ]
| I' 38 | \ i |l
& | i = | y \
[ ¥ z \ \
" 3 | | 4 . 4 o Lol | \ i
g i |r - | H "
E ‘ I 3 ]
H " ] . g ‘|
{ ] ! & Mees | "
f ! ! 3b Siees |
¥ i 12 Mops —w— | 1
! ! 5. Mops — | 1
/ 1 4 28| 2508 A
| . ] e S 4 . Ll
. . " le PR [P i, Y B o n et L PR, O L W, W,
] ] 10 15 0 25 N 3% 43 45 0 L] 10 15 20 25 30 35 40 45
Mumbar_ of Cals Mumbar of Caks
(¢) Loss for PS Voice (95th Percentile) (d) MOS for PS Voice (95th Percentile)

Figure 2.49: PS Simulation Results.
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Figure 2.48d shows the E-Model based MOS value experienced as the number of voice calls increases
and for varying physical layer data rates. As can be seen a high MOS value of 4.2 is achieved until the
upper threshold is reached at which point the MOS value for all calls drops rapidly, primarily due to the
increase in packet loss.

2.3.7.2 PS Results

Figure 2.49a,b,c and d, show the delay, jitter, loss and MOS results for a PS VoIP call using the AMR
codec, respectively. These results have the same characteristics as the CS results presented earlier with
only minor differences in the upper bound on the number of calls that can be supported. The minor
difference in the number of calls that can be supported is due to the larger overhead required by the VolP
calls.

2.4 Local Breakout for Networked Femtocells
2.4.1 Introduction

Local IP Access (LIPA) is a 3GPP architecture enhancement enabling femtocell users to access services
in the IP network in which the femtocell is located directly, rather than by routing traffic via the mobile
network and the public IP network back into the local network. This requires traffic to be “broken out” of
the 3GPP domain at or near the femtocell. A related concept is the Selective IP Traffic Offload (SIPTO)
that allows mobile operators to specify the subset of traffic flows between femtocell users and Internet
services that is to be broken out at or near the femtocell in order to bypass (and thus offload) the mobile
network. While the solution for LIPA and SIPTO proposed in the following builds upon the 3GPP’s
initial solution described in [7], it extends it in two aspects:

1) It uses a single, centralized breakout point on the LFGW, rather than one on each femtocell, which
allows local mobility for breakout sessions, facilitates management and control of these sessions
and provides consistent breakout with legacy femtocells.

2) It allows breakout sessions to be handed-out/in to/from the macro network as well as to
(re-)establish LIPA sessions from the macro network.

The latter is important because in the current 3GPP solution, when a mobile user has an ongoing LIPA
session, leaves the femtocell coverage and experiences a connection loss, there is no way to re-establish
the session other than to defaulting to a different mechanism (e.g. the “Remote IP Access (RIPA)”),
which results in an inconsistent and often frustrating user experience.

2.4.2 Work during Year 1

During the first project year, the state of the art and the solution space were analysed and, based on this, a
concrete solution was designed. In the proposed solution, a new network element called Local Femtocell
GateWay (LFGW) is introduced within the local femtocell network. The LFGW is transparently inserted
into the S1 interface between the HeNBs and the EPC such that neither HeNBs nor EPC have to be
changed (see Figure 2.50). The LFGW provides functionality for local mobility management and, to
support traffic breakout as defined above, is extended with a local P-GW (=L-GW) functionality and a
new, optional interface (the “Remote Access Tunnel” S-RAT) between the L-GW and the P-GW of the
EPC that enables the seamless service continuity in the macro-network and only carries data in case the
user continues a session in the macro network.

2.4.3 Performance Model

In the following we conduct a performance evaluation in order to assess the impact of the LFGW and
especially of localization of signalling and LIPA on the duration of signalling sequences.

We develop a flow-level model to reflect the interaction between elastic traffic like TCP-based file
transfer or web-browsing, and streaming traffic generated by applications with QoS requirements like
voice over IP or video streaming. The main difference is that elastic traffic tends to use as much link
capacity as possible, while streaming traffic has more or less constant bitrate requirements (at least on
average). Furthermore, elastic traffic is usually volume-based, i.e. a session is terminated after a certain
data volume is completely transmitted, while streaming traffic is time-based, i.e. the session ends after a
certain time span. For a comprehensive overview of related literature see [8].
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Figure 2.50: Logical architecture of the HeNB sub-system with LFGW.

Effects on packet level are modelled with an M/D/1 approximation for streaming traffic and with the
assumption of full buffer utilization for elastic traffic. The approach is insofar similar to [9], [10], but
with the approach that TCP and streaming traffic characteristics are determined by the flow level
dynamics, not the opposite.

2.4.3.1 Flow-Level Model of the Bottleneck Link

From a flow perspective, best-effort and QoS traffic arrives with arrival rates Agg and Aq,.g following a
Poisson arrival process, i.e. with exponentially distributed inter-arrival times (see Figure 2.51). QoS
traffic terminates in the EFN and in the outside network. Best-effort traffic is terminated in the EFN from
both sides, such that in a scenario without LIPA the traffic from the local services towards the UEs has to
traverse the backhaul link in uplink direction first. Therefore, it is assumed that the uplink backhaul link
with a capacity of Cy;, bps constitutes the main bottleneck of the system. The traffic flow then traverses
the ISP network to the operator PDN-GW, from which it is again routed via the backhaul downlink
through the EFN to the requesting UE. For a scenario with LIPA support, we assume that best-effort
traffic is offloaded at the LFGW breakout point (i.e. the L-GW) such that it terminates directly at the local
server. However, we still assume that QoS traffic is terminated in the core network or beyond, i.e. it still
traverses the backhaul link symmetrically.

QoS traffic is time-based, meaning that traffic is generated with an average data rate of E [RQOS] for a
certain time until the voice or video call has ended. The call (or holding) time is assumed to be
exponentially distributed with mean E [TQos].

In contrast, best-effort traffic is characterized by that typically a certain data volume is downloaded (e.g. a
complete website). It is therefore volume-based (see e.g. [11]) and the data volume is assumed to be
exponentially distributed with mean E [Vg]. Since best-effort traffic utilizes the link capacity as much as
possible, the instantaneous flow throughput depends on the number of concurrently active flows, ngg.
Furthermore, the congestion avoidance mechanism of TCP leads to an implicit adaptation of best-effort
flow rates to available bandwidth, i.e. UDP traffic tends to displace TCP traffic in bottleneck links [12],
[13]. Therefore we model the available conditional per-flow sojourn time as

Gy = Nqos - E[Rqos]
NBE '

E[TBEl(nQoS'nBE)] = E[Vgg] (1
Thus, the backhaul link can be modelled as two-dimensional continuous-time Markov chain (CTMC)
queuing system with states (nQoS|nBE), where the steady state distribution is determined by the offered
load of best-effort and QoS flows. We assume a fluid regime, i.e. assume that elastic traffics adapts to
streaming traffic instantaneously. For a comparison of different adaptation regimes see e.g. [14]. The
infinite QBD generator transition rate matrix has then the following block-diagonal structure:
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Figure 2.51: Flow-level model of the bottleneck link.

The diagonal elements are defined as dy;; = — (/1@3 + Agg + toos(k) + g (k)). The departure rates

are according to the QoS and elastic traffic model defined as pg,5(k) = k- E [TQO‘S]_1 and ugg(k) =

E[VEE]
Cul_k'E[RQOS]
E[Tgg] multiplied with the number of best-effort flows ngg, which can be eliminated from the equation.
Thus it depends on the number of QoS flows only.

. Note that the latter follows as the reciprocal of the conditional best-effort sojourn time

The steady state distribution of the system is then the vector T which must satisfy
Q-7=0. (2)

To solve the matrix equation, the infinitesimal sub-matrices are bounded by a maximum number of
admittable QoS flows ngys and best-effort flows np,™* such that the number of states is kept in
reasonable regions. Note that we are interested in low-utilization scenarios for the QoS flows such that
blocking probabilities are neglected. However, even high utilization scenarios are reasonable by assuming

that in this case users will cancel the ongoing call due to bad QoS, i.e. njys = WCSJ.
o

2.4.3.2 Modelling Delay

The average queue length is calculated according to the current state of the system, which is the number
of QoS and BE flows. For BE flows we assume that the aggregated TCP traffic tends to occupy the full
buffer space, i.e. in this case the queue length is corresponds to the buffer space. QoS flows are assumed
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to have Poisson packet arrivals with deterministic packet sizes. The aggregated QoS traffic can therefore
be modelled as an M/D/1/K loss system where the average packet arrival rate Ageg , = E[ngos] - Agos,p 1
the aggregate of the per-flow arrival rates, which are derived from the packet size and the QoS bandwidth
as Agosp = %. The offered load follows as pgesp = AZ”Z“‘S]_P ' E[TQ(,S,P] with E[TQO&P] as packet
service time. As we are only interested in relatively low utilization scenarios for QoS traffic, the mean
queue waiting times of the loss system is approximated with the Pollaczek-Khinchine formula for M/D/1

waiting systems as

1 Pqosp ) 3)

+
2 1—pqosp

Finally, the average queue delay follows from the conditional probabilities that the system is empty, and
that only QoS flows or that best-effort flows are present as

E[Dq,bh] = 1gg(0) - E[Dgos] + (1 — mge(0)) - Tarr - 4)

where mgp is the marginal distribution of the number of active best-effort flows.

E[Dgos] = E[Tgosp] - <1

For the calculation of the signalling delay, we assume that hand-over signalling messages arrive at the
queue following a Poisson arrival process. Due to the PASTA property [17], incoming messages find on
average a queue size corresponding to E[Dy,]. Furthermore, the average packet size of a signalling
message is much smaller than the average flow volume, and the arrival rate is low, such that the effect of
the messages on the queue size is negligible.

2.4.4 Performance Evaluation

In the following we show some numerical examples to get an impression of the system performance. The
main focus is on the impact of best-effort flows with and without LIPA support on queuing delays,
signalling completion times and backhaul link capacity. Message sequence completion times have a
significant influence on the system performance, since resources in the operators network (e.g. due to
state and context management for forwarding tunnels) and on the backhaul link are occupied. For the
calculation of the duration of message sequences, a similar approach as in [18] is used, with the difference
that we also consider the layer 2 hand-over time and bottleneck queuing delays as described in Section
24.3.2.

2.4.4.1 System Assumptions

The hand-over message sequence comprises several entities in different network domains. We
differentiate between messages which are sent within the enterprise domain, between enterprise and
mobile operator domain, within the MNO domain, and between UE and HeNB. The average transmission
delay of a message may be composed of Dy for transmissions within the enterprise domain, Dy, for the
backhaul link, Dy;o for transmissions in the mobile operator domain and D,; for transmissions on the air
interface. For the latter, we assume that HARQ with 8 processes and an initial target block error
probability of 10% is used, resulting to an approximate average one-way latency of 4.8ms, see e.g. [19].
Furthermore, we consider that non-contention based layer 2 handover (association to the target eNB) is
performed, with an average delay Dj,yo of 12ms [20], [21]. Table 2-7 summarizes the assumed latency
values. Note that the value D, y,j, refers to the transmission delay only, the total link delay follows as
Dpn = Dgpn + Depn-

Link Tg D¢ pn Tmo Tar T12m0
Value (ms) 2 downlink: 0.41, uplink 0.82 10 4.8 12

Table 2-7: Transmission delays for different transport links.

For the backhaul link model, we assume an asymmetric DSL connection with 10Mbps in the downlink
and 5Mbps in the uplink. QoS traffic has a deterministic packet size of 512 byte with an average
bandwidth demand of 128 kbps and average flow duration of 180s. Best-effort flows have an average
traffic volume of 2Mbyte. Signalling traffic arrives with exponentially distributed inter-arrival times with
an average packet size of 512 byte, which is used to calculate the transmission delays in uplink and
downlink.

In all scenarios, best-effort and QoS flows arrive with exponentially distributed inter-arrival times
according the offered load p € [0.05, 0.4]. In scenarios without LIPA support, the offered load is equally
distributed between best-effort and QoS load:
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The arrival rates Agg and Ao, follow accordingly. In scenarios without LIPA, the QoS load is in the range
QoS pgos € [0.05,0.4] while the best-effort load is 0, if not stated otherwise in the text.

2.4.4.2 Queuing Delays
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Figure 2.52: Mean bottleneck queuing delay vs.  Figure 2.53: Impact of best-effort and QoS load
offered load. on mean bottleneck queuing delay.

Figure 2.52 illustrates the impact of the bottleneck utilization on the average queuing delay. The curve
without LIPA support increases steeply and nearly linearly with the offered load due to the dominating
influence of best-effort flows on the queue size. On the other hand, in a situation with local offloading of
best-effort flows, the queuing delay for a comparable offered load of QoS traffic increases only slightly.
The reason is that the mean waiting times in M/G/1 queuing systems depend on the coefficient of
variation of the service times, which is in our case C,, = 0 due to the deterministic packet size.

In Figure 2.53 the impact of best-effort and QoS load on the bottleneck queuing delay in the non-LIPA
case is shown. In the first case, only the best-effort load is increased, while for the second curve the QoS
load is increased. In both cases the load of the other traffic share is kept constant at 0.15, such that the
maximum total load reaches 0.55. An increasing best-effort load leads to a linear increase of the queuing
delay. Increasing QoS load affects the queuing mainly indirectly by increasing the average sojourn times
of the best-effort flows are affected due to their reduced bandwidth share.

Summarizing, best-effort flows have a significant impact on the average queuing delay, impacting not
only mobility management and related signalling, but also any kind of traffic which is delay sensitive. An
average penalty of nearly 30ms on packet latency for semi-loaded scenarios would have impact on
streaming traffic with small play-out buffers like voice over IP.

2.4.4.3 Signalling message sequences

For the computation of message sequence durations we add up the individual transmission delays of the
link components of each message according to the source and destination. For example, the path delay of
a message which is sent from a UE to the MME consists of the air interface delay, the intra-EFN delay,
the backhaul link delay and the MNO delay. The total message sequence duration corresponds then to the
sum of all link delays of all messages.

In the first scenario without LIPA support, we compare the normal S1-based hand-over and hand-in cases
as described in [7] with the inter-HeNB hand-over and the S1-to-X2 hand-in. Note that we assume that a
tracking area update in the inter-HeNB hand-over is not necessary.
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Figure 2.54: Handover completion times Figure 2.55: Handover completion times with
without LIPA support. LIPA support.

The results are shown in Figure 2.54. We compare the S1-based inter-HeNB hand-over (circle markers)
with the localized S1-based hand-over (square markers) and the S1-based hand-in (diamond markers)
with the localized S1-to-X2 hand-in into the enterprise network (triangle markers).

The results show that depending on the backhaul link latency, the S1-based hand-over requires between
282ms and 395ms for completion. The reason is that in this sequence the message transactions between
the HeNBs and the MME, and the intra-MNO messages dominate the overall hand-over time. Since the
localized S1-based hand-over does not require any exchange of signalling towards the mobile operator,
this method requires with an average of 52ms significantly less time to complete due to the low latencies
in the enterprise network.

The S1-based hand-in to the EFN requires less time than the S1-based inter-HeNB hand-over since in this
case the path between HeNB in the enterprise domain and the MME in the operator domain over the
backhaul link is traversed only 4 times instead of 9 times as in the S1-based inter-HeNB hand-over. This
also reduces the dependency on the bottleneck queuing delay which is reflected in lower steepness of the
curve. However, the localized S1-to-X2 hand-over requires only two message exchanges between
enterprise and mobile operator, such that an increasing backhaul link latency leads to even less impact on
the overall hand-over completion time.

In the next scenario, we compare the same message sequences in the case that the LFGW supports LIPA.
Here, the bottleneck queuing delay depends on the offered load of the QoS traffic only, which only has a
minor impact in the low load scenario we are considering. Correspondingly, the hand-over completion
times in Figure 2.55 appear nearly constant independent from the offered load. The minor increase in
backhaul queuing is overlaid by the other components of the overall delay.

Summarizing the results of both scenarios from a feature point of view, both LIPA and signalling
localization can reduce hand-over completion times significantly. LIPA reduces the completion time by
more than 30% in the for Sl-based inter-HeNB handovers. Localization leads to significant gains
independently from the bottleneck link utilization: more than 80% for inter-HeNB handovers, and approx.
52% for hand-in scenarios.

In the case of PDN connection setup the situation is different, as visible in Figure 2.56. The figure shows
the PDN connection setup completion times with/without LFGW support (circle and square markers) and
with/without LIPA (solid and dashed lines). The PDN connection setup with LFGW requires some more
message exchanges between the L-GW and the P-GW, which leads to a higher dependency on the
backhaul link queuing delay. This is illustrated by the steeper curve in the no-LIPA scenario if compared
to the PDN connection setup without LFGW support. However, LFGW support also requires less
message exchanges in the MNO, such that the completion time for scenarios with low load (i.e. until p =
0.4) is still lower than in the case of without LFGW support. The results for the case with LIPA support
corroborate this interpretation, since here the gain of the message sequence with LFGW is nearly constant
at approximately 16%. As in the case of the hand-over messages, LIPA and signalling localization at the
LFGW leads to a significant decrease of message sequence completion times.
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Figure 2.56: Time to complete PDN connection Figure 2.57: Capacity gains and per-flow
setup with and without LIPA support. throughput for local services.

2.4.4.4 Impact on Backhaul Capacity

Due to the double routing of local service best-effort traffic over the backhaul link, a significant amount
of capacity is unnecessarily “wasted”. Figure 2.57 shows the capacity gain of a scenario with LIPA
support over an equivalent system without LIPA. The solid lines with square markers denote the
downlink capacity gain, while the solid line with circle markers denotes the uplink capacity gain. On the
x-axis the offered QoS load is shown, which is in the case of the non-LIPA scenario the half of the total
offered load according to the scenarios in the above sections. The unused time-average capacity of the
link corresponds then to C — E[nQos] : E[RQ,,S] - (1 — nBE(O)) - C;- Note that C,; is the uplink capacity
and C is either uplink or downlink capacity. The results show that the capacity gain increases up to 30%
in case of the downlink for an offered QoS load of pg,s = 0.2. The dashed line with diamond markers
corresponds to the average per-flow throughput in the non-LIPA case. Due to the increasing number of
best-effort flows and QoS flows it decreases from nearly the full uplink capacity to below 3Mbps. In the
case of LIPA, the access to the local services would have the full capacity of the EFN, which is not shown
in the above figure.

2.4.5 The impact of traffic offloading on network performance of MNOs

2.4.5.1 Introduction

Nowadays there is enormous growth of the number of a new generation of mobile devices like various
smart phones (iPhone, Android-based), laptops, netbooks, etc. in the market. At the same time, mobile
networks operators are incorporating actively Internet applications and services for the mobile devices.
There are thousands of web data applications and services available now (e.g. YouTube, Facebook,
Spotify, IM, mobile TV, etc.) that are becoming extremely popular in the mobile user environment.
According to the Cisco VNI Global Mobile Data Traffic Forecast [79], overall mobile traffic is expected
double every year from 2011 onwards.

As a result of these two factors, there is an explosion of both data and signalling traffic towards the core
network of Mobile Network Operators (MNOs). As a consequence, congestion situations can arise in the
core network. Thus, solutions to avoid unnecessary traffic load at network nodes are needed. One such
solution is to apply a traffic offloading mechanism by means of femtocells. It can solve macro core
network capacity crunch avoiding future upgrades of the network infrastructure.

From a network management perspective it is very important to correctly understand performance
benefits (if any) of offloading in order to develop correct deployment strategies. Failing into doing so may
lead to investing large efforts in installing costly offloading infrastructures that do not bring targeted
benefits. In order to pursue these objectives it is important to characterize and model user behaviour and
data hotspots from the viewpoint of offloading strategy that MNOs plan to use. As a result, one must
assess if the gain in network resources obtained by means of traffic offloading is enough to avoid network
congestions.

Thus, the objective of this study is to analyse which are the benefits, in terms of performance, coming
from the deployment of an offloading network.
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In this study, we consider the traffic offloading process from the viewpoint of a MNO perspective. In this
context it is important for the MNO to care about a traffic load that goes to its core network (e.g. 3G CN)
after offloading. What is really needed for the MNO is to know what was before offloading and what
happens after in the context of traffic parameters to adjust with them dimensioning characteristics of its
network, e.g. to evaluate required system capacity after offloading.

Figure 2.58: A view of a network implementing offloading

A view of a network implementing offloading is presented in Figure 2.58. It contains some offloading
areas within the MNO network coverage. Thus, with the advent of femtocells, some parts of the network
of the operator could be offloaded when the user is at home or at an enterprise, as his traffic would be
routed through the femtocell.

To describe performance of mobile networks implementing offloading an appropriate analytical model is
needed. In the next subsection we propose a model for traffic of a single source that eventually reaches
the network of the operator after offloading.

2.4.5.2 Traffic model for offloading

In the same way as in previous literature, the activity of a single source is modelled as a strictly
alternating ON/OFF process [81]. In our model, we introduce the effect of offloading over such source by
means of an additional strictly alternating ON/OFF process. The resulting traffic sent to the network of
the MNO in a regular way (i.e., the non-offloaded traffic) from a single source is then modelled as the
product of the two above processes. Therefore, the aggregation of several such resulting processes models
the traffic still needing to be handled by the operator in the conventional way, which is the one to be used
for the purposes of network dimensioning. The following subsections introduce the details and notation of
all above processes.

2.4.5.2.1 Model of user activity

Thus, the activity of a single source/user is modelled as a strictly alternating ON/OFF process, where ON
periods are i.i.d., OFF periods are i.i.d., and ON and OFF periods are independent. Furthermore, previous
measurements have also shown that such periods follow heavy-tailed distributions (e.g., due to file size
distributions, web pages) [82] (and references therein). This is also assumed in our model.

Therefore, the process the process Y (t) is a stationary binary time series {Y(t), t > 0} such that [81]:

Y(t) = {1 activity period

0 idle period

A representation of such a process is presented in Figure 2.59. During the activity period, the user is
transmitting and receiving packets. On the other hand, no traffic is exchanged with any network during
idle periods, e.g., user reading time of downloaded content. Notice that Y(t) only describes source/user
behaviour and is independent from the network through which the traffic is sent, i.e., no offloading
considerations have been made in this process.
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Figure 2.59: User activity is modeled as a strictly alternating ON/OFF process, Y(t)

Y
[ 1

2.4.5.2.2 Model of offloading periods

Previous measurements carried out in real networks have shown that smartphone connection and
disconnection periods to offloading areas follow heavy-tailed distributions [80]. This observation led us
to also model offloading periods for a single source as strictly alternating ON/OFF process. In the same
way as before, we also assume that ON periods are i.i.d., OFF periods are i.i.d., and ON and OFF periods
are independent. Therefore, the process X(t) is a stationary binary time series {X(t), t > 0} such that

X (t) = 1 user flow sent through MNO network
’ )]0 user flow sent via offloading network

A representation of such a process is presented in Figure 2.60. During ON periods, the traffic generated
by the source (if any) would be sent towards the network of the MNO in a regular way (i.e., traffic is not
offloaded). On the other hand, during OFF periods all traffic generated by the source would be routed
through the offloading network (e.g., smartphone under the coverage of a femtocell).

ON OFF

= Tnn_ = loff—

-l o
- L

-l
- -

Figure 2.60: Offloading periods are modeled as a strictly alternating ON/OFTF process, X(t)

2.4.5.2.3 Model of non-offloaded traffic from a single source

The traffic generated by a single source that is treated in a conventional way by the MNO (i.e., non-
offloaded traffic) can be modelled as the product of the previously defined processes. That is,

Z(t=X ) Y(b).

Figure 2.61 represents such a process, which is also a strictly alternating ON/OFF process, with ON and
OFF periods following heavy-tailed distributions and whose characteristic parameters can be derived
from those of the original ones, as shown below. During ON periods, the traffic being generated by the
source (i.e., user activity in ON state) is forwarded to the network of the MNO as usual. On the other
hand, during OFF periods, either there is no activity from the source or traffic is being sent through the
offloading network (e.g., through Wi-Fi, femtocells).

Connectivity

,,,,, ovorr L xo

Figure 2.61: Non-offloaded traffic from a single source is modeled as the product of two strictly
alternating ON/OFF processes, Z(t)=X(t)Y(t)
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2.4.5.3 Problem formulation and high-level view of steps followed to solve it

The goal of this study is to evaluate the potential benefits that offloading techniques could bring to
operators. In other words, their interest is to compare what is the resource consumption in their network
without applying offloading and when applying offloading on a large scale. Hence, operators are
interested in the behaviour of the process modelling the aggregation of several Z(t) processes. Therefore,
our problem is to obtain an analytical model describing the behaviour of such an aggregated traffic and
the resource consumption it entails.

A high level view of the steps needed for solving the problem follows. Since, as explained above, Z(t) has
ON and OFF periods that follow heavy tailed durations, this process is long-range dependent. Therefore,
the aggregation of several such processes is self-similar and can be characterized by means of the Hurst
parameter (H). This can be done by means of the same techniques presented in [81]. In turn, parameter H
can be derived from the parameters characterizing the heavy-tailed behaviour of the ON and OFF periods
of Z(t). Besides, such parameters can be obtained from those of processes of the original processes X(t)
and Y(t). Therefore, once the parameters of the original processes are known, by following the above
steps, we can characterize the behaviour of the aggregated non-offloaded traffic, and hence, the resources
needed in the network of the MNO to serve it.

As an outcome of the problem solution performance bounds related to the provisioning of the resources in
the network of the MNO when applying offloading can be evaluated. As an example, Figure X illustrates
the amount of resources that the system needs to offer the required quality of service. In particular, the
figure shows the capacity needed in the original system together with the worst and best case scenarios
when we offload a 50% of the traffic.

8 T T T

= Original System (Without Offloading) .
7[ | = = = Upper Bound (Worst Case “:n = 1) L 1
gk | ++-eeee Lower Bound (Best Case o = —2)| -7
off on -

Required System Capacity (Gbps)
[+ w - w

-
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x 10°

Figure 2.62: Bounds on resource needs vs. variance coefficient (a) with 50% of offloaded traffic

As seen from Figure 2.62 offloading does not necessarily entail less resource consumption in the network
of the operator. Under certain conditions, and due to an increase of the burstiness of the non-offloaded
traffic (tail index o tends to 1), the amount of network resources to offer a given level of QoS can be
increased.

More detailed analysis of performance evaluation issues related to resource consumption in the network
of the MNO deploying an offloading strategy is expected to be presented in D5.3 “Access control
solutions and evaluation”. The performance analysis is based on results of an analytical framework for
modelling traffic in mobile networks implementing offloading. The analytical framework including the
proposed traffic model for offloading and wvalidation of the main analytical results by means of
simulations are also planned to present in D5.3.

2.4.6 Conclusion

Operators and vendors are interested in extending the use cases for femtocell deployments towards
enterprise solutions. However, with the current architecture as specified by 3GPP, such deployments face
technical and economic challenges which we addressed in this paper. Specifically, we proposed a
localized mobility management function which minimizes hand-over signalling over the costly backhaul
link between mobile network operator and enterprise deployment, as well as support for local IP access
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(LIPA) and selective IP traffic offload (SIPTO) at a novel network entity denoted as Local Femtocell
GateWay (LFGW). The proposed solution is fully standards-compatible, as it requires no modifications
on the EPC.

The performance evaluation of the proposed solution shows that signalling message sequence completion
times such as for handovers and for PDN connection setup can be decreased significantly, reducing
resource occupation and increasing user QoS. Furthermore, especially LIPA leads to a generally lower
utilization of the backhaul link such that user QoS and potentially costs can be optimized. The proposed
architecture is thus a complete solution for enabling enterprise femtocell network deployments for 3GPP
networks.

Operators are also interested in benefits (if any) that traffic offloading implemented by means of
femtocell deployments can give for its network in terms of resource consumption. Hence, a model
describing traffic that eventually reaches the network of the operator after offloading (non-offloaded
traffic) and should be served on a regular basis is needed. Based on previous measurements found in the
literature, we proposed a traffic model for offloading assuming that user’s activity periods and periods
characterizing offloading are heavy-tailed. We model them as strictly alternating independent ON/OFF
processes. Therefore, the non-offloaded traffic is modelled as the product of these two processes. The
presented preliminary results based on the model show that offloading does not always entail a gain in
terms of network resources. The detailed results on performance bounds of the resource consumption in
the network of the operator implementing offloading and the analytical framework to get these results are
expected to be presented in D5.3.

2.5 A QoS based call admission control and resource allocation mechanism for
LTE femtocell deployment

2.5.1 Motivation

The Long Term Evolution (LTE) standards for cellular systems have opened many new possibilities for
future mobile communications. These include concepts such as advanced Self Organizing Networks
(SON:Ss), policy based network management and further integration of femtocells and femtocell networks
[29][30]. The work presented in this study spans each of these three ideas. Specifically, this study
addresses the problem of congestion that can occur when a large number of femtocells utilise DSL as a
backhaul link. A method to enable both Quality of Service (QoS) aware Call Admission Control (CAC)
and bandwidth negotiation in the backhaul links is proposed. The algorithms developed are suitable for
SON deployment and can be driven by a number of parameters that can be adjusted based on operator-
defined policies.

In LTE, the home base station is referred to as a Home evolved Node B (HeNB) and connects to an
HeNB Gateway (HeNBGW) through the customer’s fixed broadband connection, typically a Digital
Subscriber Line (DSL) connection. This critical backhaul segment is often neglected in both research
work and in real femtocell deployments; it is assumed to be of secondary importance to the radio link
between the mobile unit and the home base station. Although the femtocells transport both voice and data,
due to their real time requirements the voice connections are much more sensitive to constraints in the
backhaul network. Traditionally all voice connections would utilise dedicated resources along the path of
the voice call meaning that there would be little or no degradation in call quality due to limited network
resources. Unfortunately, when transporting voice calls over residential internet connections, as is the
case in most femtocell deployments, it is often not possible to provide guaranteed network resources.

Each voice call transported via an internet connected femtocell is essentially converted into a Voice over
Internet Protocol (VoIP) call and encapsulated into a tunnel (Figure 2.63) for transmission to the
femtocell gateway located in the operator’s core network. 3GPP have defined AMR and AMR-WB as the
mandatory voice codec for LTE deployments. Each AMR VolIP call has a data rate in the region of 5 to
24 Kbps plus overhead, depending on the codec mode that is being used. In the case of IPSec secured
tunnelling that is used by all femtocell deployments the overhead becomes comparable to the size of the
actual payload.
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Figure 2.63: Voice over S1-U

Upon egress from the femtocell each VoIP packet is tagged as voice using the Differentiated Services
Code Point (DSCP) field of the IP header, this allows the DSL Access Multiplexer (DSLAM) to identify
it as voice and provide low-latency prioritization. In this work it is assumed that each Mobile Network
Operator (MNO) operating femtocells utilizing the Internet Service Provider’s (ISP) network can be
individually identified on a per flow basis. This could be done by providing specific VLANs for each
MNO using the ISP network, therefore allowing the DSLAM to use the VLAN tag of each packet to
identify the MNO to which it belongs.

Interface Option 2

FAP - FemioAccess Point BNG - Broadband Nebwork Gateway
PCRF - Policy and Charging Rules Function MME - Mobile Management Entity
BPCF — Broadband Policy Control Function PGW — PacketData Network Gateway

Figure 2.64: Femtocell deployment and architecture.

At the DSLAM all voice traffic is forwarded through the Expedited Forwarding (EF) queue. The EF
queue provides the highest service level and is utilised for low latency and low bandwidth intensive
services such as voice; however in typical deployments it has a fixed and relatively limited bandwidth. As
the number of FAP deployments increases there will be a growing volume of voice traffic being
backhauled through existing DSLAMs. It is therefore likely that as the number of calls increases the EF
queue on DSLAMs will become increasingly congested and at a certain level may exceed the maximum
allocated bandwidth. Indeed it is also likely that the ISPs may begin to limit the amount of voice traffic
that each MNO can place in the EF queue. This will inevitably lead to increased packet delays, jitter and
loss at the DSLAM with a corresponding impact on the voice call quality. Therefore, the quality of the
call depends on both the radio link from the customer's mobile device to their HeNB and the level of
congestion on the backhaul link.

In this work it is assumed that each MNO will have Service Level Agreements (SLA) in place with the
ISP to provide a maximum and minimum bandwidth at each DSLAM dedicated for their VoIP traffic.

Although the MNO could take the typical telecommunications response and overprovision the dedicated
resources on each DSLAM this would have increased costs. It is therefore of interest for the MNO to
minimise the maximum bandwidth that is reserved on each DSLAM while maintaining high voice call
quality for their customers.
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2.5.2 Related Work

There have been a number of other QoS based CAC mechanisms. In particular, an End-to-end
Measurement based Admission Control (EMBAC) mechanism for VoIP was described in [31]. Here the
authors use fake VoIP streams as probes to emulate real VolP traffic. This is also similar to previously
published work on QoS based handover mechanisms for VoIP in which the authors utilise VoIP like
probes to estimate call quality on candidate handoff networks [32]. Our concept differs from these in two
respects. Firstly, we locate the objective voice quality measurements in an intermediary node (i.e.
HeNBGW) to avoid imposing the requirement for mobile clients to perform call quality measurements.
Secondly, our call admission decisions utilise measurements taken from actual ongoing VolIP calls rather
than introducing voice probing streams to aid admission decisions. In [33] the authors motivate the need
for CAC for voice calls over Packet Switched Networks (PSN). They emphasize that there is a need of a
scalable and dynamic solutions to address the situation where VoIP calls are forwarded through a
congested network in which no over provisioning exists.

The mechanism proposed in this study is a combination of traffic policing and traffic shaping. A lot of
previous work has been done on both of these concepts and an overview of each is described in [34]. Both
concepts imply the existence of a SLA between the ISP and the users (e.g. MNOs). An example of
network specific metrics specified in such agreement is the CIR (Committed Information Rate),
committed burst, and excess burst rate.

In order to compute the Mean Opinion Score (MOS) of the VoIP calls a modified variant of the E-Model
algorithm [35] is used; specifically, our implementation of the E-Model has been adapted to support
AMR voice. The E-Model computes a MOS for each VoIP call based on a number of network metrics
including delay, loss and jitter. Accurate end-to-end network delay can be difficult to obtain unless the
nodes between which it is calculated are time synchronized. In [36] the motivation and constraints for
maintaining time synchronisation between femtocells and the HeNBGW is presented. It is shown that
rigorous requirements for clock and frequency synchronization have to be met, NTP [37] or PTP [38]
being the recommended synchronisation protocols. Based on this the HONBGW maintains regular NTP
message exchange with each femtocell to ensure high clock synchronisation accuracy. In this work we
assume that such clock synchronisation exists. Indeed we analysed network traces from real femtocell
deployments to confirm that this clock synchronisation is used.

2.5.3 Architecture Description

Figure 2.64 shows the network architecture of a typical femtocell deployment scenario. This was used as
the reference architecture on which the proposed control mechanism and simulations were developed. It is
comprised of multiple households and small offices that have femtocells provided by the same MNO and
connected through the same DSLAM to the MNQO’s core network. It is assumed that each femtocell is
connected to the broadband router.

Information gathered from multiple DSLAM vendor datasheets showed that each DSLAM is capable of
serving approximately 1000 households or small offices. As each femtocell can support an average of 4
user devices this means that potentially each DSLAM may have to transport up to 4000 simultaneous
voice calls.

The other major parts of the MNO’s core network are also shown but for the simulations these are
assumed to have little or no impact on the call quality and, as such, are modelled with fixed low delays.
The alternate call endpoints are also assumed to be connected via low delay links that have no impact on
call quality.

Based on the current network architecture we determined two ways of creating the required interface
between the MNO and the ISP as depicted in Figure 2.64.

Option 1 would be a proprietary interface developed by the ISP to allow the MINO to have limited
dynamic resource allocation capabilities in the DSLAM.

Option 2 would utilise an interface being defined by both the broadband forum and 3GPP for
fixed/mobile convergence [39]. This PCRF-BPCF interworking would allow the MNO to push resource
allocation requests to the fixed access network via the S9 interface. It would then be the responsibility of
the BPCF to perform an admission control decision on the resource request and update the resource
allocation in the DSLAM accordingly.
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2.5.4 QoS Based Call Admission Control
2.5.4.1 Call Quality Monitor

The proposed call admission control and dynamic resource allocation mechanism is based upon the
quality of ongoing voice calls passing through the HeNBGW. In order to compute the call quality a Voice
monitor application residing in the HeENBGW was developed. The role of this module is to maintain a list
of ongoing calls, measure the real time voice call quality, determine when problems occur and employ the
admission control and dynamic resource allocation mechanisms to restore/maintain the quality.

The Voice monitor uses the CIR value from the SLA to calculate a nominal number of calls. That is the
maximum number of calls that can be supported with the default bandwidth allocation provided by the
ISP to the MNO. It is computed as the ratio between the CIR [bps] and the call bit rate plus tunnelling
overhead (using AMR’s highest mode).

2.5.4.2 MOS calculation

When a new packet arrives, the monitor calculates its delay, jitter and packet loss. The delay is calculated
as the difference between the current time and the time when the packet was sent. The jitter is calculated
using the recommended RTP jitter algorithm [40]. The RTP sequence numbers are used to compute a
moving average of packet loss with a window size of 100 packets. With the formula provided by the E-
model [40] the transmission factor R and the average MOS is calculated.

Keeping track of each MOS value calculated could arise in scalability issues as normally around 50 of
such values are obtained per second per voice call. Thus, we average all MOS values obtained in a time
window and obtain an average MOS value.

The monitor uses the individual average MOS values of each call to compute an average MOS value
across all calls passing through the HeNBGW. We will use the term average MOS further in this study to
refer to the above mentioned value. The average MOS is then used as the basis of the mechanism
performing call admission control and resource reservation in the DSLAM.

An alternative approach to that described in this work would be to allocate resources the moment call
requests are received in the HeNBGW without requiring any call quality monitoring. However, although
we assume that there is an EF queue per MNO or subscriber this queue may be shared by other EF traffic
sources in the HAN network. As such fixed resource allocation would have no way to determine if the
allocated resources were sufficient to support high quality voice.

Quality rating | MOS

Best 4.34 -4.50
High 4.03 -4.34
Medium 3.60 - 4.03
Low 3.10 - 3.60
Poor 1.00 - 3.10

Figure 2.65: Map between Quality Rating and MOS

2.5.4.3 Call Admission Control algorithm

Figure 2.66 shows a flowchart describing the decision process. The quality of all calls passing through the
HeNBGW is continually monitored in real time and the average MOS value represents the impact of the
associated DSLAM’s EF queue.

There is a possibility that some calls may suffer quality degradation due to issues in the Home Area
Network (HAN) in which the femtocell is installed. Our mechanism detects this situation and flags those
calls with HAN problems.

The CAC and dynamic resource allocation mechanism is triggered periodically. When triggered, it is first
checked whether each call’s average MOS value is outside of the 95% confidence interval range. If so,
those falling in that category will be filtered out and flagged as having HAN problems. A new average
MOS value for all calls without HAN problems is then computed.

If this new average MOS value is less than 3.8 then no new calls will be accepted until the resource
allocation in the DSLAM can be increased and the backlog of packets in the queue is cleared. If the
current bandwidth used in the EF queue is lower than the committed burst then the VoIP monitor will
request more bandwidth.
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If the average MOS is higher than 3.9 then new call requests will be accepted. If it is higher than 4.0 and
the number of simultaneous calls has decreased then the level of bandwidth in the EF queue is decreased,
but no lower than the committed information rate (CIR).

The average MOS thresholds were decided considering Figure 2.65 obtained from [35]. The proposed
mechanism attempts to maintain all calls in the Medium to Best quality range.

2.5.4.4 Bandwidth monitoring in the EF queue and traffic shaping

The DSLAM monitors the traffic volume forwarded through the EF class [41] by each MNO. The
calculation of the utilised bandwidth in the EF queue is done periodically and is based on the AMR inter-
packet departure time, i.e. 20 milliseconds.

When, for a certain MNO, the CIR is reached any new VoIP packets arriving in the EF are tagged as
noncompliant. Noncompliant packets are stored until the next scheduled release time. However, the
buffer has a limited storage size and thus traffic policing needs to be employed once the buffer has
reached its limit. Any packets arriving when the buffer is full are therefore dropped.

CAC and resource allocation
mechanism triggered

for each
callin the list:

MOS < 95% Cl

Flag this session with
HAN problems

Use this call’s averaged MOS and
calculate a new average MOS

Current
no. of calls
<
nominal no. of

acceptNewRequests = FALSE |

Increment BW

max burst
exces

Mo

acceptNewRequests = TRUE

BW
>
CIR AND
no. of calls
decreased

No
Y
—>»{ No action taken

Figure 2.66: Call Admission Control and Dynamic Resource Allocation Mechanism

2.5.5 Simulation setup

The proposed solution was implemented and validated through simulations using the Network Simulator
3 (NS3). NS3 has been designed to overcome many of the existing network simulators’ problems. It
succeeded in many aspects [42], the most important being simulation time and scalability.
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The simulated scenario is depicted in Figure 2.67. It consists of User Equipments (UEs) which generate
VolIP traffic and are associated to Femto Access Points (FAPs). For ease, we used a wired link between
the UEs and FAPs, as the radio link is not the scope of this study. We simulated 50 FAPs, each having 4
UEs associated. An additional FAP with only one UE associated was used to create a HAN problem
scenario. All FAPs are connected through DSL lines to a DSLAM. The links are dimensioned as best case
DSL lines, that is a speed of 100 Mbps and a link delay of 1 ms. For the particular HAN problem
scenario, the link speed was decreased to 73 kbps.

The DSLAM forwards VolP packets through its egress EF queue to the VoIP monitor (HeNBGW). This
network part symbolizes the ISP’s core network plus additional links needed to reach the MNO’s
HeNBGW. The VoIP monitor calculates the metrics used by the mechanism described in the previous
section and forwards the packets through the MNO’s core network to the terminating UEs.

In our simulation, simultaneous VoIP calls are consecutively generated with an increment 0.5 seconds
plus a random variable in the range [0, 0.1] seconds with a granularity of 10 microseconds. The random
variable is used to mitigate any potential synchronisation between VoIP sources which would results in
unrealistic packet arrivals. A simulation time of 300 seconds was chosen and we simulated 201 VoIP calls
with call durations ranging from 90 to 290 seconds. The voice calls are torn down in the same randomised
manner as they are created.
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Figure 2.67: Simulation Scenario

In order to accurately emulate DSLAM behaviour, DSLAM recommendations from Cisco were used [34].
These provide recommendations on a number of DSLAM parameters including the buffer size used for
traffic shaping which is based on link speed. From DSLAM datasheets a typical egress link speed of
10Gbps was obtained and so this value was used in the simulation. For this link speed a buffer size of
45,000 packets or 11,520,000 bytes, assuming 256 bytes as a typical packet size is recommended.

Given these parameters the nominal number of calls is calculated using the values from Figure 2.65. From
this the maximum size a VolIP packet passing through the DSLAM is determined to be 176 bytes
assuming that the mode AMR 12.is being used. Based on this the data rate per call is computed as:

Bytes bits packets

176 x 8 X 50 ——— = 70.4kb
packet Byte Sec ps

In the results presented in this study a CIR value of 10 Mbps and a Committed Burst Value of 15Mbps is
assumed. In order to impose the Committed Burst Value limits and perform traffic shaping, the EF queue
bandwidth for each MNO is checked every 10ms which represents half of the AMR packet inter-
departure time. In this way no unnecessary delaying of packets is introduced.

Using a CIR value of 10 Mbps in the EF queue, the maximum number of supported calls can be
calculated as:

10Mbps
70.4kbps

For ease of implementation, only two modes of the AMR speech codec, i.e. AMR 12.20 and AMR SID
were implemented. The switching between these two is specified by the speech activity parameter which
is set as a random value between 30% and 80%. This emulates realistic Voice Activity Detection and
silence suppression functionality of the AMR codec. The VoIP monitor in the HeNBGW computes an
average MOS over all ongoing voice calls every 0.5 seconds; this was chosen as a reasonable trade-off
between maintaining high quality voice calls and reducing the level of overhead.

~ 140 Calls
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2.5.6 Results

This section presents a number of simulation results obtained using the setup described in the previous
section. In order to obtain a baseline for the results a simulation without the proposed QoS and CAC
mechanisms in place was performed. The results of this simulation are depicted in Figure 2.68 and show
the average MOS and the number of ongoing calls over time.

As can be seen, without CAC all calls are accepted and voice packets are forwarded from the EF queue as
soon as they arrive; this is unless the imposed bandwidth limitation has been reached in which case the
packet is queued. This queuing means introducing extra delay and this delay increases until the buffer is
full at which point the buffer will overflow resulting in dropped/lost packets. At this point the MOS of all
ongoing calls degrades rapidly. From Figure 2.68 it can be determined that the maximum number of calls
that the DSLAM can accommodate is approximately 130, given our specific simulation setup and
assumptions.

The fact that all voice calls are degraded draws attention to the difference between circuit switched and
packet switched voice traffic. In circuit switched networks dedicated time slots are allocated for voice
traffic at call setup time, while in packet switched networks voice packets from different voice calls
potentially share the same packet forwarding capacity at each network router. In other words, accepting
all requests overloads the forwarding queue resulting in call quality degradation of all calls utilising the
same queue. This further highlights the need for dynamic CAC.

Figure 2.69presents results for simulations done using the proposed QoS and CAC mechanisms enabled.
It can be seen that when the overall MOS drops, the feedback mechanism rejects any new call requests
and the overall MOS for all calls is restored to a high level. Figure 2.70 shows a plot of the bandwidth
requests made by the algorithm in the FGW and granted by the DSLAM.

It can be seen that for each moment when the average MOS is below the threshold (3.8) the requested
bandwidth on the DSLAM is increased up to the maximum committed burst. This extra bandwidth is
released only when the average MOS has returned to a high value and the number of simultaneous calls
has decreased. Since any extra reserved bandwidth would involve a cost to the MNO, increased
bandwidth requests are only made when necessary, thereby maintaining a trade-off between the extra
bandwidth requested and the number of accepted calls.

A third scenario was also simulated in which we introduced a femtocell whose voice traffic is being
degraded in the HAN. In this case the algorithm was able to detect and remove that call from the
measurement data used to make resource and CAC decisions.

5 —MOS Calls — | 240
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s 4 180
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Figure 2.68: Overall MOS and number of online sessions versus time, without the CAC and
dynamic resource allocation mechanism
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Figure 2.69: Overall MOS and number of online calls versus time, with the CAC and dynamic
resource allocation mechanism
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Figure 2.70: DSLAM’s EF queue bandwidth usage versus time
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3. Mobility Management

Mobility management mechanisms to support seamless handover with minimal signalling cost and enable
efficient location management for femtocells are developed in this section. In subsection 3.1, a Local
Femto GateWay (LFGW) with proxy MME and proxy S-GW functionalities is introduced to enterprise
femtocell networks to reduce the handover latency. The complete work has been reported in D5.1. A local
location management architecture is developed and a self-organized tracking area List mechanism for
large-scale networks of femtocells is proposed in subsection 3.2 to reduce the location signalling cost.
Subsection 3.3 proposes mobility management schemes based on X2 traffic forwarding chain for
networked femtocells to mitigate the heavy signalling overhead to the core network due to the frequent
inter-femto handover. A fast handover failure recovery mechanism is presented in subsection 3.4 to
reduce the service interruption latency in case of a handover failure during inbound/outbound mobility. In
subsection 3.5, basic 3GPP relay architecture alternatives for supporting mobile femtocells have been
compared and a latency analysis has been given. Finally, handover and configuration performance of
networked femtocells in an enterprise LAN are demonstrated in subsection 3.6 based on the proof-of-
concept implementation

3.1 Local Mobility Management

The work on this item was finished during project year 1 and can be found in D5.1.

3.2 Local Location Management
3.2.1 Introduction

This section describes a Local Mobility Management (LMM) scheme in the context of a large-scale, all
wireless network of femtocells (NoF). Traditionally, mobility management has been divided into handoff
management and location management. The former focuses on keeping ongoing communications active
when a User Equipment (UE) performs a handover between neighbouring femtocells. The latter deals
with updating databases that store information about UE location within the network of femtocells. LLM
schemes guarantee that new communications towards a destination UE can be effectively established by
previously requesting its location to such databases.

Standard 3GPP location management mechanisms have been designed with macrocell scenarios in mind.
Therefore, their performance in large-scale networks of femtocells is far from optimal due to the overhead
generated by frequent handovers and cell reselections. Thus, NoF scenarios require specific location
management mechanisms in order to track UEs efficiently whilst keeping location signalling traffic under
control.

In the context of large-scale, all-wireless networks of femtocells, location management schemes provide a
mechanism that enables network entities to map a subscriber’s identity to the identity (and, subsequently,
the location) of the HeNB where the UE is currently camped on. On the one hand, standard 3GPP
identifiers (such as the International Mobile Subscriber Identity (IMSI) and/or the Serving Temporary
Mobile Subscriber Identity (S-TMSI)) are used to identify users within the cellular network. On the other
hand, the serving HeNB address varies as the destination UE moves throughout the network of
femtocells. This address is used by the underlying transport network to route packets towards the
destination UE.

In order to avoid interoperability problems with current HeNB-GWs and signalling traffic overload of the
Evolved Packet Core (EPC), local mobility management mechanisms should only affect the network
elements in the network of femtocells (i.e., the local network) and not the network elements of the EPC.

3.2.2 Work during Year 1

The work carried out during the first year of the project focused mainly on the definition of a LLM
scheme (along with its associated protocol architecture) that was capable of providing location
management functionalities in the context of a large-scale, all-wireless network of femtocells. This
location management scheme is based on VIMLOC [26], a distributed, wireless mesh network-oriented
location management mechanism in which location information is distributed across all HeNBs in the
network of femtocells.

In order to integrate native 3GPP location management procedures with VIMLOC, modifications to the
protocol architecture of HeNBs were needed. As a result of this, a 2.5 protocol layer (also referred to as
geosublayer) was inserted between the network and access layers. One of the main functions of the
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geosublayer was to intercept all 3GPP control-plane location management messages in order to trigger the
corresponding VIMLOC procedures in the network of femtocells.
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Figure 3.1: The 2.5 Layer (Geosublayer) in the LLM Protocol Architecture.

3.2.3 Open Issues

VIMLOC relies on native 3GPP user location mechanisms in order to determine the IP and geographic
addresses of the HeNB where the destination UE is currently camped on. In order to do so, 3GPP location
mechanisms must be able to determine, with the granularity of a single femtocell, the current location of
the destination UE within the NoF. Since standard 3GPP location mechanisms can only determine the
location of a UE with the granularity of a Tracking Area (TA), a first approach to the problem of fine-
grained user tracking could be to reduce the size of all TAs in the NoF to that of a single femtocell.
However, this solution is far from optimal, as it requires UEs to perform Tracking Area Update (TAU)
procedures every time they reselect/handover between neighbouring femtocells.

In static/semi-static scenarios, UEs perform little or none reselections/handovers between neighbouring
femtocells. Thus, reducing the TA size to that of a single femtocell does not have a negative impact on the
amount of location signalling traffic associated with Tracking Area Update procedures. Furthermore, as
S1-AP Paging messages are always sent to serving HeNBs, signalling load associated with paging
procedures is kept to a bare minimum.

In a dynamic scenario, UEs may move rapidly throughout the network of femtocells. This involves
frequent reselections and handovers between neighbouring femtocells which, in turn, increases signalling
traffic associated with Tracking Area Update procedures. Thus, reducing the size of TAs to that of a
single femtocell in dynamic scenarios is not optimal in terms of signalling traffic.

3.2.4 Proposed Solution

In this section we propose a 3GPP-compliant self-organized Tracking Area List mechanism for large-
scale networks of femtocells. Our scheme can be deployed in legacy MMEs by means of a software
update and does not require modifications to the UE.

Prior to the description of the self-organized mechanism, we need to characterize the mobility pattern of a
UE in order to estimate the average TAU arrival rate in a TA (A7,y). This is done in subsection 3.2.4.1. A
detailed description of the self-organized TAL mechanism, along with an analytical model for its
performance evaluation, is provided in subsection 3.2.4.2.

3.2.4.1 Mobility Model

In [72], the author provides a comprehensive overview on mobility models for cellular networks. In this
solution we have assumed a Markov-based mobility model for a 2D hexagonal topology in order to
facilitate mathematical tractability.
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The concept of slotted time is implicit in Markov-based mobility models. At the end of each timeslot, the
UE remains in the current cell with probability p or, alternatively, transits to an adjacent cell with

probability 1_Tp. Variations in the UE speed can be modelled by modifying the value of the parameter p.

Let us consider that the cell topology in Figure 1 is a TA. We define the concept of cell ring as a group of
neighbouring cells where a UE can be found in a certain timeslot. The first ring is formed by a single cell
located in the centre of the TA. The second ring is formed by all one-hop external neighbours of the first
ring. The third ring is formed by all one-hop external neighbours of the second ring, and so on.

The concept of inner and vertex cells is also depicted in Figure 3.2. By definition, vertex and inner cells
belong to the outermost ring of a Tracking Area. A vertex cell provides three exit points from the TA,
while an inner cell provides two. This will be considered during A,y calculation.

(1-p)/6

(1-p)/6

First cell ring
Second cell ring

Third cell ring

Vertex cell

©0|000

Inner cell

(1-p)/6

Figure 3.2: Markov-based mobility model in a hexagonal cell topology.

Markov-based mobility models can be mathematically described by discrete-time Markov chains
(DTMCs). States in the DTMC represent the cell rings in the Tracking Area, as described in Figure 3.2.
Analogously, transitions between states are associated with the probability of a UE staying in the current
cell ring or moving (outwards or inwards) to an adjacent one. Figure 3.3 depicts the DTMC of a Markov-
based mobility model in a hexagonal cell topology formed by N cell rings.

pfstay,2}

pistay,1} p{next,1} p{next,2} p{next,N-1} pistay,N}

p{back,3}

p{next,N}

Figure 3.3: DTMC of a Markov-based mobility model with N cell rings.

The values p{stay,i}, p{nexti}, and p{back,i} correspond to the probabilitiecs of staying at, moving
outwards from, and moving inwards from ring i, respectively. According to the cell topology in Figure
3.2, these probabilities can be calculated as:

pistay,i} =p+2p'

p{next,i} = p{vertex,i}- 3p’ + p{inner,i} - 2p’

p{back,i} = p{vertex,i} - p' + p{inner,i}- 2p’
Where:

1-—
p' = p{UE crossing a cell boundary} = TP
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tex,i} = ——
p{vertex, i} -

-2

i
plinner,i} = 1 — p{vertex, i} = 1

Once all transition probabilities have been determined, we can calculate the one-step transition
probability matrix of the DTMC (Pmqp). Pmop describes the evolution of the mobility model, as it contains
all transition probabilities between DTMC states. We use Ppop to calculate the steady-state probability
vector of the DTMC (), i.€., the vector that contains the probabilities of finding a UE in each one of
the cell rings in the TA. It can be proved that:

Tnob = [Tmop (1) o Tmop(N)] = € - (Pop + E — D™

Where 1., (i) is the probability of a UE being in the i-th cell ring of the Tracking Area, e is a row vector
of all ones, E is a matrix of all ones, and | is the identity matrix.

Once 7y is known, we can calculate the probability of initiating a Tracking Area Update procedure in a
TA formed by N cell rings as:

p{TAU,N} = T, (N) - p{next, N}

Where m,,,,,(N) is the probability of being in the outermost ring of a Tracking Area formed by N cell
rings and p{next, N} is the probability of moving outwards from that ring.

Once p{TAU_, N} is known, we can calculate the average TAU arrival rate in a Tracking Area formed by
N cell rings Argy n). In order to do so, let us consider the TAU Request arrival diagram in Figure 3.4.

TAU Request
—

- k timeslots >

Figure 3.4: TAU Request arrival diagram.

The average number of TAU arrivals in k£ timeslots can be calculated as:

k
Nravs = ) pITAU,N} = k- p{TAU, N}

i=1

If the timeslot duration is A seconds, the average TAU arrival rate in a Tracking Area formed by N cell
rings is:

= . NTAU,k p{TAU,N} .
Araun = ,}1_1}010< A= n [arnvals/s]

3.2.4.2 Self-Organized Tracking Area List Mechanism

The self-organized TAL mechanism is built on top of the standard 3GPP TAU procedure. This is done to
comply with 3GPP Technical Specifications. First, the MME monitors the arrival rate of TAU Request
messages from the UE in order to determine its mobility state. Secondly, the MME updates the UE-
specific Tracking Area List by increasing, keeping, or reducing the number of rings in the TAL according
to the mobility state and the paging arrival rate. Finally, the MME sends the new TAL to the UE in the
TAU Accept message.

The self-organized mechanism combines static and dynamic TAL management depending on the UE
mobility state. Thus, TALs are kept static until the location signalling traffic reaches a certain threshold.
Past this activation point, the MME enables dynamic TAL management in order to reduce the overall
location signalling traffic in the network. To further understand this behaviour, the concept of stages must
be introduced. In stage 1, UEs are registered to Tracking Area Lists formed by a single cell ring. In stage
2, UEs are registered to TALs formed by two cell rings. In stage 3, TALs are formed by 3 cell rings, and
SO on.

In order to design an analytical model for the self-organized mechanism, some assumptions must be
made. First, we assume that the NoF is a hexagonal cell structure formed by concentric rings, as described
in Figure 3.2. Secondly, we assume that all TAs in the NoF are formed by a single femtocell. This allows
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MME:s to treat femtocells as TAs when managing Tracking Area Lists. Finally, we assume that UEs
generate TAU Request messages according to a Poisson process with rate Ar,y;, where i denotes the
number of cell rings in the i-th stage of the self-organized TAL mechanism.

On the MME side, two mobility management timers (T1, T2) have been introduced in order to determine
the mobility state of the UE. Timers are a common mechanism in 3GPP systems. Both UEs and MMEs
use them to trigger signalling procedures, manage transitions between Radio Resource Control (RRC)
states, monitor UE activity, release voice and data connections, control authentication protocols, etc.
Some examples of 3GPP mobility management timers are T3412 (to trigger periodic TAU procedures),
T3311 (to restart the attach procedure with the network) or T303 (to clear a voice call) [73].

In each stage of the self-organized TAL mechanism, T1 and T2 are initialized to different values, namely
T1(i) and T2(i), where i denotes the stage. Thus, T1(i) controls transitions from the current to the next
stage, while 72(i) controls transitions from the current to the previous stage. All possible transition events
(next, stay, previous) are illustrated in Figure 3.5. The stage transition algorithm is described below:

T2 timer

T1 timer
GO TO NEXT STAGE—/—p

-4+——STAY IN CURRENT STAGE—p
-+——GO TO PREVIOUS STAGE—

TAU Requests
—TAU—>

e TAU—p -
—TAU—p-----

Figure 3.5: Transition events in the self-organized TAL mechanism.

e [fthe MME receives a TAU Request message before T/(i) expires, the mechanism transits to the
next stage. This corresponds to a UE that is moving too fast for the TAL size in the i-th stage.

e [f the MME receives a TAU Request message after 7/(i) expires and before T2(i) expires, the
mechanism remains in the current stage. This corresponds to a UE that is moving at well-suited
speed for the TAL size in the i-th stage.

e [f the MME receives a TAU Request message after 72(i) expires, the mechanism transits to the
previous stage. This corresponds to a UE moving too slowly for the TAL size in the i-th stage.

After executing the stage transition algorithm, the MME updates the corresponding Tracking Area List
and sends it back to the UE encapsulated in the TAU Accept message, as described in [7].

The self-organized TAL mechanism can be mathematically described by a DTMC. States in the DTMC
correspond to the stages in the mechanism. Analogously, transitions between states are associated with
the probability of staying in the current stage or moving (forward or backwards) to an adjacent stage.
Figure 3.6: DTMC of a self-organized TAL mechanism with N stages. depicts the DTMC of a self-
organized TAL mechanism with N stages.

p{stay,2}

p{stay,1} p{next,1} p{next,2} p{next,N-1} p{stay,N}
— T
p{previous,2} p{previous,3} p{previous,N}

Figure 3.6: DTMC of a self-organized TAL mechanism with N stages.
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In order to characterize the DTMC, we need to calculate p{next,i}, p{previous,i}, p{stay,i} for all stages in
the system. Since TAU Request arrivals in each stage follow a Poisson process with arrival rate Ay ;,
the transition probabilities can be calculated as:

p{next,i} = 1 — p{no TAU arrivals during T1(i)} == 1 — e~ rav:T1(®

p{previous,i} = p{no TAU arrivals during T2(i)} == e *raviT2®

p{stay,i} = 1 — p{next,i} — p{previous, i}

Once all transition probabilities have been determined, we can calculate the one-step transition
probability matrix of the DTMC (Pgy). As shown in Section 3.2.4.1, the steady-state probability vector
(Ttsei) can be calculated as:

Tself = [T[self(l) T[self(N)] =e: (Pself +E- I)_l

The self-organized TAL mechanism is fully characterized by 7y, as it contains the probabilities of
finding the system in each one of the N stages.

3.2.5 Performance Evaluation

In this section we evaluate the performance of the self-organized TAL mechanism against that of a
conventional (static) TAL mechanism. For both schemes, we define the following sigrnalling cost function
per UE:

Crot = P{Paging} - Neeys - ¢p + p{TAU} - Cray,

Where p{paging} is the probability of a paging arrival in a timeslot, N, is the average number of cells
in the Tracking Area List (static or dynamic) at a given instant, c, is the signalling cost of a single paging
operation, p{TAU} is the probability of a TAU arrival in a timeslot, and ¢4, is the signalling cost of a
single TAU operation. In cellular networks, a TAU operation generates significantly more signalling
traffic than a paging operation. In this paper we have assumed a signalling ratio & = % = 10,, which is

a common value in the literature [74], [75], [76]. By normalizing the expression of Cy,, to ¢, we obtain
the normalized signalling cost function:

C _
Crorm = éot = p{paging} - Neeys + a - p{TAU}
p

We want to evaluate C,,,n as a function of the UE speed for both the conventional and self-organized
mechanisms. As described in 3.2.4.1, speed variations can be modelled by modifying the value of p in the
Markov-based mobility model. Thus, low speeds correspond to values of p closer to 1, while high speeds
correspond to values of p closer to 0.

The performance of the self-organized TAL mechanism depends on the values of T1 and T2 in each stage
of the system. In order to find the timer values that minimize the overall location signalling traffic, we
have used a sequential quadratic programming solver (SQP). The output of the SQP is a pair of vectors:

Tlopt = [Tlopt(l) Tlopt(z) Tlopt(N)]
T20pe = [T20pe(1) T2p0(2) ... T2 (N)]

Where Tl and T2, contain the values of timers T1 and T2 that minimize C,,, in each stage of the
self-organized mechanism.

Numerical values for paging arrival rates (4,) and signalling ratio (a) have been taken from the literature
[74], [75], [76]. The static TAL size in the conventional mechanism (Ng:,;) has been set to 2 cell rings.
Analogously, the maximum number of rings in a dynamic TAL (Ng,,) has been set to 4. The maximum
femtocell transmission radius (#) is 200 m [77]. We have assumed pedestrian and vehicular users in an
urban NoF scenario. Therefore, UEs travel at 0-50 km/h. Finally, the timeslot duration can be derived as:

2r

A=

Vmax

Figure 3.7 summarizes the numerical assumptions considered in the performance evaluation of the self-
organized TAL mechanism.
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Parameter Description Values

A Paging arrival rate [pagings/h] [0.1-10]
o Signalling ratio 10

Nyiar Number of rings in a static TAL 2

Ny Maxim.um number of rings in a 4

’ dynamic TAL

v UE speed [km/h] 0-50
r Femtocell transmission radius [m] | 200
A Timeslot duration [s] 28.8

Figure 3.7: Numerical assumptions for performance evaluation.

Figure 3.6 shows the impact of UE speed on the normalized signalling cost function (C,,,,) for different
paging arrival rates. In general, dynamic Tracking Area Lists generate less location signalling traffic than
static TALs for medium- to high-speed UEs. This reduction is significantly higher when UEs are subject
to moderate paging. Since the cost of a single TAU operation is tenfold that of a paging operation, the
self-organized TAL mechanism aims at minimizing Cy,,,, by reducing the probability of TAU arrival for

each UE.
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Figure 3.8: Normalized signalling cost function vs. probability of UE staying in current cell for
different paging arrival rates.

The intersections of the two curves in each figure determine the activation points of the self-organized
mechanism. Thus, at speeds where static TALs generate less location signalling traffic than dynamic
TALs, the self-organized mechanism keeps the TAL size constant. Once the activation point has been
reached, the MME enables dynamic TAL management, hence reducing the overall location signalling
traffic in the network. This switching strategy yields a significant reduction in location signalling traffic
per UE, as shown in Figure 3.7.

Page 84 (183)



B@Fem D5.2 Version 1.0

Ap Reduction
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5 13.21%

10 4.45%

Figure 3.9: Reduction In Location Signalling Traffic per UE.

In commercial deployments, mobile network operators design static TAL layouts according to internal
network planning criteria. The number of cells per TA and TAs per TAL depends on multiple parameters,
such as user density, traffic patterns, UE mobility, etc. Figure 7 compares the performance of dynamic
TAL management against that of static TAL management for different TAL sizes in a specific network
scenario (other scenarios show a similar generic behaviour). The arrows in the figure correspond to the
activation points of the self-organized TAL mechanism. Depending on the scenario and the network
planning decisions, the use of dynamic TAL sizes may benefit UEs for different speed ranges. In any
case, our mechanism is designed to improve the performance of the static (planned) layout by enabling
dynamic TAL management if doing so reduces location signalling traffic.
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Figure 3.10: Normalized signalling cost function for different static TAL sizes.

3.2.6 Conclusions

In these sections we have proposed a self-organized Tracking Area List mechanism that adapts the size of
UE-specific TALs to the mobility state and the paging arrival rate of each terminal. Our scheme is
particularly suitable for large-scale networks of femtocells, where handovers and cell reselections happen
more frequently than in macrocell deployments. In addition, the self-organized TAL mechanism is fully
compliant with 3GPP Technical Specifications, which facilitates its implementation in a commercial
scenario. We have proposed an analytical model based on discrete-time Markov chains to evaluate the
performance of the proposed mechanism against that of the conventional (static) TAL mechanism. The
model shows how the self-organized mechanism improves the performance of the conventional
mechanism in terms of location signalling traffic for different paging arrival rates. Furthermore, analytical
results show that the proposed mechanism can generate up to a 39% less location signalling traffic per UE
than the conventional mechanism.

3.3 Mobility Management for Networked Femtocells Based on X2 Traffic
Forwarding

3.3.1 Introduction

The small coverage and massive deployment of femtocells provide new challenges for mobility
management, especially for inter-femto Handover (HO) scenario, which can be often found in shopping
mall, high street stores and etc. Currently, 3GPP adopts a scheme for inter-femto HO similar to the
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scheme used for inter-macro HO [67]. After a mobile establishes the radio connection with the target cell,
the target cell will inform the core network entities to switch the data path. This scheme performs well for
handover in conventional macrocell networks. Since the coverage of a macrocell is normally up to several
kilometers, it is of little chance that several HOs will occur during one session. The data path switch after
each HO can reduce the transmission latency over the data path. However, when a mobile moves between
femtocells, HOs will be much more frequent than macrocell scenarios due to the small coverage of each
femtocell. Further considering the large scale deployment of femtocells, the frequent data path switch
operations will cause significant signalling load to the core network entities. Furthermore, different from
macrocells, the signalling traffic has to go through the Internet backhaul resulting in more HO latency.

In this activity, we propose novel local mobility management schemes for networked femtocells based on
traffic forwarding. The target femtocell can use the local path for ongoing sessions without requiring
switching the data path from the core network for each HO. A traffic forwarding chain will be established
from the original local anchor point to the current serving femtocell. Since the local traffic forwarding
may increase the end-to-end communication latency and consume the local resource, a threshold of the
forwarding chain should be defined to balance the trade-off between the path switch cost and traffic
forwarding cost. The first scheme, namely Traffic Forwarding with Cascading Path (TF_CP), cascades
the target femtocell to the previous source femtocell via the local path after a handover. The second
scheme, namely Traffic Forwarding with Shortest Path (TF_SP), implements local path switch if the
target femtocell has a shorter path to the original local anchor point than the cascading path. We develop
analytical models based on Markov chains and conduct simulation studies for model validation and
performance comparison.

3.3.2 Traffic Forwarding with Cascading Path

In this proposed scheme, the target HeNB does not have to send a Path Switch Request to the EPC each
time a HO occurs. When an UE moves across the boundary of the covering areas of two neighbouring
HeNBs, it disassociates with the source HeNB and associates with the target HeNB. After the
synchronization between the UE and the target HeNB is completed, the target HeNB will not send the
Path Switch Request to the EPC as long as the length of the forwarding chain does not exceed a
predefined threshold K . Note that other criteria may be considered to determine whether or not to trigger
traffic forwarding such as the end-to-end latency. For simplicity, the forwarding chain length in terms of
hops is considered in this work since this length is closely related to the end-to-end latency and total
resource required for local traffic forwarding. The target HeNB will still send the UE Context Release
message to the source HeNB to inform success of HO and trigger radio and control-plane resource
release. However, the resource for data forwarding at the source HeNB will remain reserved for the UE
and the data received from the EPC will be forwarded to the target HeNB along the forwarding chain. If
the threshold of the forwarding chain is exceeded, the normal data path switch operation will be applied.
The EPC will switch the data path from the head of the forwarding chain to the target HeNB and send an
“end marker” along the old path until the tail of the forwarding chain. The resource for data forwarding
on a forwarding node will be released after the “end marker” is received. After the data path switch
operation, the target HeNB becomes the new local traffic anchor point, i.e. the head of a new forwarding
chain if any. Figure 3.11 shows the data paths of the TF_CP scheme during mobility, where the threshold

of the forwarding chain K = 2.

The target HeNB may have been already on the forwarding chain. To remove the loop, a Forwarding List
including all the node identities on the current forwarding chain and their orders is included in the SN
Status Transfer message and sent from the source HeNB to the target HeNB during the HO execution
phase. The target HeNB can check the forwarding chain status for the UE. If the target HeNB finds that it
has been already on the forwarding chain, it will reset the forwarding chain length and send an “end
maker” along the rest of the old forwarding chain to release the resource for data forwarding. In case that
the UE moves out from a femtocell and moves into a macrocell, the HO signalling has to reach the MME
and the S-GW is the mobility anchor point. Therefore, the forwarding chain will be reset to zero and the
data path at the S-GW will be switched from the HeNB to the eNB. For the proposed traffic forwarding
scheme, the mobility is transparent to the EPC, i.e. the EPC thinks that the head of the forwarding chain is
the current serving cell for the UE. The proposed scheme is also transparent to the UE. Therefore, the
proposed scheme can be easily fit into the current 3GPP scope, since no upgrade is required from the EPC
side or the UE side.

Due to the self-deployment nature of the HeNBs, a HeNB may be switched off or failed when it is on a
forwarding chain. Therefore, a mechanism is needed to fast resume the sessions in this case. In the
TF_CP scheme, the next HeNB on the forwarding chain will detect the failure of its neighbour (The
implementation of the failure detection is left to the manufacturer’s discretion.) and send a Path Switch
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Request message to the core network entity. The core network entity will switch the data path to the next
HeNB on the forwarding chain after the failed one. The forwarding list after the recovery will be updated.
During this process, the data packets sent along the old path may be lost and the upper layer mechanisms
will be responsible for the packet loss recovery if needed.
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Figure 3.11: Data paths of TF_CP scheme

3.3.3 Traffic Forwarding with Shortest Path

In the TF_CP scheme, the forwarding chain is formed by simply cascading the HeNBs along the
trajectory of the UEs. In many cases, the UEs may move around the local anchor point in its surrounding
area resulting in the possibility of finding a shorter path compared to the original forwarding chain. In the
TF SP scheme, the HeNB will advertize its neighbor list within the local network and thus, each HeNB
will possess the network topology information and calculate the per-pair shortest path. In HO completion
phase, the target HeNB will compare the forwarding list with the shortest path to the local anchor point. If
the length of the shortest path is less than the length of the forwarding chain, the target HeNB will initiate
a local path switch operation. A Local Path Switch Request will be sent to the local anchor point along the
shortest path. If the request is admitted, the local anchor point will respond with a Local Path Switch
Request Ack. During the message exchange process, the resource required on the new path will be
requested and allocated. The data path will be now along the shortest path from the local anchor point to
the target HeNB. An “end marker” will be send from the local anchor point along the old forwarding
chain to release the resource for data forwarding. And during the local path switch process, the current
forwarding chain will continue forwarding the data to the target HeNB until the “end marker” is received,
and thus, there is no data loss during this process. An example is shown in Figure 3.12 to illustrate the
data path of the TF SP scheme, where a UE is moving along the trajectory HeNB1 —HeNB2 — HeNB3
—HeNB4 and HeNBI1 is the current local traffic anchor point. In the TF CP scheme, a local path is
formed following the trajectory of the UE. For example, when the UE arrives at HeNB3, the end-to-end
data path from the EPC should be (1)+(2)+(3) as shown in Figure 3.11, thus resulting in a forwarding
chain of length 2. On the other hand, the TF_SP scheme will implement a local path switch operation
resulting in a forwarding chain of length 1.

In case of a HeNB being switched off or failed, the next HeNB on the forwarding list can detect the
failure of its neighbour and calculate a new shortest path to the precedent HeNB of the failed one on the
forwarding chain. A local recovery mechanism is implemented by sending a Local Path Switch Request
message to the precedent HeNB of the failed one on the forwarding chain along the new shortest path. In
addition, all the neighbour HeNBs of the failed one will advertise the failure information within the local
network such that the corresponding affected per-pair shortest paths will be recalculated. The total length

Page 87 (183)



Béem D5.2 Version 1.0

of the forwarding chain after the local recovery may exceed the threshold. However, the current serving
HeNB, i.e. the tail of the forwarding chain, will initiate the local path switch or the core path switch after
the network topology and per-pair shortest paths are updated. The threshold is allowed to be temporarily
relaxed since the session continuity has the first priority.
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Figure 3.12: Data paths of TF_SP scheme.

3.3.4 Analytical Model

In this section, the performance of the TF_SP scheme and the standard 3GPP scheme are analysed for a
grid network topology. It is difficult to model the loop removal of the TF_CP scheme since it depends on
the users’ trajectory history. Therefore, it will be studied in the next section via simulations. However, the
recovery mechanisms of both proposed schemes will be analytically compared in this section. For
clarification, Table 3-1 summarizes the parameters used in this section.

Table 3-1: Parameter used in analysis

Parameter Notation
T Time slot duration of Markov chain
A Session arrival rate
I Session departure rate
m UE mobility rate
K Threshold of forwarding chain
Dxs Transmission latency over X2

. Dsy Transmission latency over S1
Direns C-plane processing latency at HeNB
Diieng U-plane processing latency at HeNB
Dyenpew || UE context retrieval and processing latency at HeNB GW
Dactect HeNB failure detection latency
r'o Packet arrival rate during a session

In the grid network topology considered as shown in Figure 3.13, each HeNB has four neighbours and a
UE can move randomly from the current cell to one of its four neighbours with equal probability. The
grid-like femtocell deployment has been widely used in the femtocell-related performance analysis, which

can be used to model the office or terraced house environment. Let S(()l) denote the local anchor point and
Si(j ) (1<i<K,1<j<4i) represent the cell location at which the HeNB has the shortest path of

length i (ring i) towards the local anchor point, where K is the threshold of the forwarding chain. A
location state aggregation method similar to [78] is used here to model the UE mobility. The original cell
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location states that the UE can reach in Figure 3.13 can be aggregated according to the grid symmetry as

shown in Figure 3.14. When a UE moves out of the coverage of the local anchor point .S, o , no matter the
direction of the UE movement, the forwarding chain will be increased by 1. Therefore, the states Sl(l),
Sl(z) R 51(3) , 51(4) can be aggregated to a single state Sl(l). When i = 2, the states SS[), Sf), Sés) , Sg)
can be aggregated to a state Sél) since the UE at these states has % probability to increase its forwarding
chain and 1/4 probability to decrease it, while the states Séz), S2(4), S§6), S§8) can be aggregated to

another state Séz) since the UE at these states has 1/2 probability to increase its forwarding chain and 1/2

. s . K+1
probability to decrease it. Similarly, wheni =K, the 4K states can be aggregated to the >

states, where |_x—‘ denotes the smallest integer not less than X .

The evolution of a UE’s activity is modeled as a stochastic process that occurs in a sequence of discrete
steps. The duration of a time slot is 7 time unit. It is assumed that the UE state can only change at the
end of each time slot and only one change is allowed at a time. Clearly, the system evolution can reflect
the real-life characteristics when the time slot is sufficiently small. Based on this assumption, a Discrete-
Time Markov Chain (DTMC) model is developed to model the evolution of the UE state when the traffic
forwarding scheme is used, as shown in Figure 3.15. The state Sidle denotes the state at which a UE has

» . i+l
no ongoing sessions. The state Si(’ )(0 <i<K|1<j<L [T—‘) represents the aggregated state at

which a UE with ongoing sessions has a forwarding chain of lengthi. When a UE is at the state Sidle, the

probability of a session arriving (incoming or outgoing) during a time slot 7 is £;. Thus, the current
HeNB becomes the local anchor point and the UE moves to the state Sél) with this probability and stays
at the idle state with the probability 1— P/1 , at the end of a time slot. When a session is initiated at the
UE, the probability of a session departing during a time slot 7 is Pﬂ . Thus, at each state Si(j ) , the UE
may move to the state Sidle with this probability at the end of a time slot. During a time slot, there is a
probability P, that the UE will move to another cell. If the session is still ongoing and the UE decides to

move to another cell, the length of the forwarding chain will change. When the UE is at the state S ) ,
the further forward movement will trigger the forwarding chain to be reset.

Figure 3.13: Grid femtocell network. Figure 3.14: Grid femtocell network after state
aggregation
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Figure 3.15: State transition diagram of the TF_SP scheme.
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Let 7 and 7/ (0<i<K,1<j< er—l) denote the stationary probability distribution of the UE

being at the state S,.dle and Sl.(j ) , respectively. Based on Figure 3.15, the balance equations can be

derived and the stationary probability distribution of the Markov chain can be solved. In the following,
we derive the parameters used in the Markov chain model: the probability of a session arriving, the
probability of a session departing, and the probability of a UE moving to another cell during a time slot.

Assuming that the sessions arrive as a Poisson process with rate A, the duration of a session has an
exponential distribution with mean 1/ 4 , and the cell residence time also has an exponential distribution

with mean 1/m (m is also called mobility rate), we obtain:

[{\ = AT.
P, = pur,
P =T

Since the proposed scheme shares the same radio access and session initiation/termination procedures
with the standard 3GPP scheme, they are not taken into account here for comparison purpose. Therefore,
the considered cost here is the signalling cost during HO and the data delivery cost. The cost is calculated
based on processing latency and transmission latency. To show the performance improvement compared
to the 3GPP scheme even when a HeNB GW is deployed, the HeNB GW is assumed to be the mobility
anchor in the mobile core network. And thus, the data path will be switched at the HeNB GW without

involving the MME and S-GW processing. Let Dy, and D, . ., denote the signalling processing

latency at HeNB and HeNB GW respectively. Let D,, and DS1 denote the transmission latency over

the X2 and S1 interface respectively. If a UE moves forward to a HeNB, the threshold of the forwarding
chain is not reached, and the forwarding chain is one of the shortest paths to the local mobility anchor,
there is no path switch during the HO procedure and the forwarding chain will be cascaded. The
signalling cost in this case is:

(--’u,rm = 4(Dx2 + ‘D:’-L NB):
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which only accounts for the transmission latency of HO Request, HO Request Ack, SN Status Transfer,
and UE Context Release message over the X2 interface and their processing latency at HeNBs. If a UE
moves backward to the previous HeNB, the target HeNB will find that it is already on the forwarding
chain. It will send an “end marker” along the old forwarding chain back to itself and buffer the data
packets received from the precedent HeNB on the forwarding chain. After it receives the “end marker”, it
can transmit the buffered data packets to the UE. The signalling cost in this case is:

Cips = 4(Dxa + Dy onp) +2(Dx2 + Dyonp)-

Compared to C the extra cost is needed for the “end marker” transmission and processing. If the

nps >
threshold of the forwarding chain is not reached but the target HeNB finds that there is a shorter path to
the local mobility anchor, the target HeNB will initiate a local path switch procedure. Given the
considered grid network topology, this situation will happen when the source HeNB is on ring { while the

target HeNB is on ring i — 1. Thus, the signalling cost is given as:

fp_-.-

where the second term accounts for the message transmission and processing of the Local Path Switch
Request and Local Path Switch Request Ack along the shortest path, and the third term accounts for the
“end marker” transmission and processing along the old forwarding chain back to the target HeNB. When
the threshold of the forwarding chain is exceeded, the target HeNB will trigger a core path switch
procedure similar to the standard 3GPP path switch operation with the signalling cost:

Ceps =4(Dxa+ Dyonp) +2Ds1 + Daenpgew
+ Ds1+ Dyenp + (K +1)(Dx2 + Dienp).

Where 2Dg, + D,,,\p oy denotes the path switch signalling over the S1 interface and the processing
latency at the HeNB GW, Dy, + Dy, denotes the “end marker” transmission and processing in a

standard 3GPP path switch operation, and (k +1)(D,, + Dj,\;) denotes the “end marker”

transmission and processing along the local forwarding path back to the target HeNB. Thus, the total
signalling cost per time slot can be expressed as:

K-1

= ) . T 3 “} r 1 .
II-:”l’lh" = [rritll {] = ‘Plrf “”rn( nps - Z :l—,‘il][\l — I;J]I}m[ ( nps i ( h]ln}
i=1 4 4
ri4+li
K-11=g31
R Il L -
(1) >\ D . ) y
-4 E Ig-’ g {] - rlr! ]rrn[E( nps T ]( bps T ]( f;ra}
LD pP I(._ _:1(. ]
T | pttm | bps i cps
TT iy 7k 1 . | 1 | I '
+ 2 Tk (1= Bu) Pn( 7 Clps + 7Cps + 5C0ps)-

J

Let D;’,eNB denote the U-plane processing latency at HeNB. The expected total data delivery cost can be

expressed as:

K :._’_]
Cooat =2 3, 7" (Ds1 + i(Dx2 + D}yenp))-

i=0 _.l"'_-]

Similarly, the total signalling cost and data delivery cost of the standard 3GPP procedure can be derived
by setting the forwarding chain threshold to be null.

Finally, we give an analysis for the comparison of the recovery mechanisms of the TF_CP and TF_SP
scheme. The metrics considered here are the recovery latency and the packet loss during the recovery
process. In the TF_CP scheme, when a HeNB on the forwarding chain is switched off or failed, the next

HeNB on the forwarding chain can detect the failure of the precedent HeNB after a duration Dd

etect *
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Then the next HeNB will send a Path Switch Request to the mobile core network to initiate a core path
switch operation. Thus, the recovery latency of the TF_CP scheme is given as:

TE P y
DI CI = I{)rft.frrf o —)[)L'| I3 D”,‘\'H{,'H',

recovery

Let 7, denote the packet arrival rate during a session. The total lost packets are denoted as:

“”_” = p(Daetect + Ds1 + Dyenp ew)-

In the TF_SP scheme, after the next HeNB on the forwarding chain detects the failure of its precedent
HeNB, it will send a Local Path Switch Request to the precedent HeNB of the failed one on the
forwarding chain. Considering S 1(1) in Figure 3.14 as the failed HeNB and Sél) as the precedent HeNB
of the failed one, the forwarding chain section starting from Sél) can be either {Sén), Sl(l), Sél)} or {

Sél), Sl(l) , Séz) } the recovery latency can be expressed as:

—(1)
TF_SP , T ; .
Dy ecovery = Daetect + ;.I—IJ".TJNU-W + Dyeni)
i T A9
2)
m _I__,.I-l{!'_l)‘\'j T !’)”‘_\'“].

9. T g

{
i

In case that a buffering mechanism is used at the precedent HeNB of the failed one, i.e. unsuccessfully
transmitted packets will be buffered for certain period, the packet loss can be ignorable. Otherwise, it can
be denoted as:

loss

STF_SP . n2 e
P fof = ’:J{D'hf”'f + %-I[D,\': + Dyeni)

(2)

T '_ --.‘ 2 i..,l _){ [)\_’ nE [)T”' .\-H}I}'

3.3.5 Performance Evaluation

In this section, we evaluate the performance of the proposed schemes and the 3GPP scheme via the
analytical models and discrete-event simulations. The default parameter setting used in the evaluation is
listed in Table 3-2. In the following, we may vary the values of some parameters to show their effects.
The 3GPP related parameter values are based on [86]

Table 3-2: Parameter setting

Parameter Value Parameter Value
T 0.001 min Dya 5 ms
A 0.01 /fmin Dsy 50 ms
I 0.1 /min Dyeng 4 ms
m 1 /min Dienn I ms
KN 24,6 Dyenpew | 15 ms
T 60 /sec Dgetect 50 ms

The Internet backhaul plays an important role in differentiating the femtocells from the traditional
macrocells. Figure 3.16 and Figure 3.17 shows the relative cost ratio between the proposed schemes and

the 3GPP scheme as a function of K under various backhaul latency Dy, . The relative cost ratio is used

here for better illustration, defined as the ratio of the cost of the proposed schemes to the cost of the 3GPP
scheme under the same parameter setting. In terms of the relative signalling cost ratio as shown in Figure
3.16, we have the following observations: Firstly, more signalling cost saving can be achieved when the
backhaul cost becomes higher. Although we do not explicitly model the congestion at the core network
entity resulting from the large processing requests from HeNBs, the backhaul cost can somewhat reflect
this congestion condition. The proposed schemes can significantly reduce the processing load for the EPC
to manage a great number of HeNBs. Secondly, the signalling cost of both proposed schemes is reduced
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with the initial increase of K since the longer forwarding chain reduces the number of core path switch
operations. Up to a certain value of K , the TF_SP scheme achieves more signalling cost saving than the
TF_CP scheme because the local path switch operations reduce the chance to reach the forwarding chain
threshold. With the further increase of K, the TF_CP scheme has less signalling cost than the TF_SP
scheme because the local path switch operations incur too much local signalling cost to the local mobility
anchor. However, the signalling cost saving comes at the cost of the increased data delivery cost as shown
in Figure 3.17. With the increase of K, both proposed schemes will incur more data delivery cost
compared to the 3GPP scheme without local traffic forwarding. But when the Internet backhaul latency is
much higher than the local forwarding latency, which is the typical case in a networked femtocell
scenario, the local traffic forwarding only introduces marginal extra cost. Opposite to Figure 3.16, the
TF_SP scheme has a little higher data delivery cost than the TF_CP scheme up to a certain value of K,
but has lower data delivery cost than the TF_CP scheme with the further increase of K . Therefore, based
on the requirements of the K value, signalling and data delivery cost, a better scheme can be selected.
The cell residence time is another factor differentiating the femtocells from the traditional macrocells.
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Figure 3.16: Effect of forwarding chain Figure 3.17: Effect of forwarding chain
threshold and backhaul latency on relative threshold and backhaul latency on relative data
signalling cost ratio. delivery cost ratio.

Given the small coverage of a femtocell, frequent handover may happen when users move within the
local femtocell networks. Figure 3.18 and Figure 3.19 shows the normalized cost of the proposed schemes

and the 3GPP scheme as a function of cell residence time 1/m. The cost shown in the figures is
normalized with the maximum cost value of the 3GPP scheme in the figure being 1. It is clearly shown in
Figure 3.18 that significant signalling cost saving can be obtained by the proposed schemes when the cell
residence time is small, i.e. frequent HO happens. When a user stays connected with a HeNB for a
relatively long period, the signalling cost generated by the 3GPP scheme is not that significant. In
addition, a long forwarding chain will be preferred under high mobility to reduce the signalling cost.
Figure 3.19 shows that the data delivery cost of the proposed schemes will reduce with the increase of the
cell residence time since a UE will traverse less HeNBs during its communication session. The data
delivery cost of the 3GPP scheme is independent of the cell residence time as the core path will be
switched at each HO.
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The impact of the session duration on the normalized cost is shown in Figure 3.20 and Figure 3.21. The
session duration will not affect the signalling cost and the data delivery cost of the 3GPP scheme. When
the session duration is sufficiently short, the proposed schemes with different forwarding chain thresholds
achieve a similar performance for both costs. Because a communication session will be likely to end
before a core path switch operation is triggered. As the session duration increases, both the signalling cost
and the data delivery cost of the proposed schemes will increase. And the schemes with a higher threshold
of the forwarding chain will have less signalling cost but more data delivery cost. For all the above
analytical results, the simulations are run under the same setting for a sufficient long time to obtain the
statistical simulation results. It is clearly shown that the results derived from the analytical models closely
match the simulation results. Therefore, the proposed analytical models accurately capture the behaviours
of the studied schemes and can be used to derive the optimal threshold of the forwarding chain for
minimizing the handover cost based on the specific requirements and environments.
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Figure 3.20: Effect of session duration on Figure 3.21: Effect of session duration on
normalized signalling cost. normalized data delivery cost.

The recovery latency and lost packets during the recovery process of the proposed schemes are listed in
Table 3-3. It is assumed that there is no buffering mechanism used at the HeNBs in the TF_SP scheme. It
is shown that the TF SP scheme using local recovery has less recovery latency and lost packets than the
TF_CP scheme using core recovery. And both schemes can recover the communication session within a
short period and only incur limited packet loss. Therefore, the proposed schemes are suitable for the self-
deployed femtocells.
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Table 3-3: Comparison of recovery mechanisms.

Schemes l Recovery Latency [ Lost Packets
TF_CP || 16500 ms 6.90
TF_SpP || 100.63 ms 4.52

3.3.6 Conclusion

Given the small coverage, massive deployment, long Internet backhaul of femtocells, mobility
management in femtocells faces new challenges. We propose two local mobility management schemes
based on traffic forwarding for networked femtocells to reduce the interfemto handover cost. Instead of
implementing the path switch operation at the EPC for each handover, a local traffic forwarding chain is
constructed to reuse the old Internet backhaul path. In this way, the processing load at the EPC can be
significantly reduced at the reasonable local data delivery cost distributed over the local network.
Analytical and simulation studies show that remarkable signalling cost saving can be achieved compared
to the 3GPP scheme, especially when the core path switch cost and the mobility rates are high. In
particular, the TF_SP scheme has less signalling cost and a little more data delivery cost than the TF_CP
scheme when the threshold of the forwarding chain is small while it has more signalling cost and less data
delivery cost when the threshold is large. Based on the specific session and cost requirements, mobility
pattern and topology availability, an appropriate threshold and traffic forwarding scheme can be selected.
In addition, both schemes can recover the communication session within a short period and only incur
limited packet loss in case that a HeNB on the forwarding chain is switched off or failed. As a final
remark, the proposed schemes are transparent to the EPC and the UEs and no upgrade is required from
either side. The modifications are only needed for the femto base stations. Given the deployment of the
femtocells is still at the early stage and the standardization activities are ongoing, the proposed schemes
can be easily incorporated into the current standard.

3.4 Inbound/Outbound Mobility Optimization

3.4.1 Introduction

In the 3GPP LTE system, a UE-assisted hard handover procedure is used. For inbound handover from
macrocell to femtocell and outbound handover from femtocell to macrocell, the HO signalling has to go
through the Internet backhaul, the latency of which may be considerably large and uncertain compared to
the HO signalling latency inside the mobile core network for inter-eNB handover. Furthermore, the femto
base stations are normally deployed indoors. The radio signal strength may suffer an abrupt degradation
when the UE is crossing the doorway due to the wall penetration loss. Finally, the interference from the
neighbouring cells under the co-channel deployment may reduce the decoding probability of the HO
signalling messages. The above factors together may cause frequent Radio Link Failures (RLFs)
occurring during a HO procedure, i.e. the UE may lose the connection to the current serving cell before a
HO is completed. In the current specification, when the UE detects a RLF, it starts the RLF timer (T310).
Upon expiration of the RLF timer, the UE will search for a suitable target cell to perform the Radio
Resource Control (RRC) connection re-establishment. If the target cell has been prepared by the source
cell (i.e. RLF occurs after the source cell sends the HO request but before the HO command is sent out to
the UE), the re-establishment is successful and the session communication will resume. If the target cell
has not been prepared (The source cell was not able to decode the measurement report from the UE or the
prepared target cell is not the one selected by the UE during the RRC connection re-establishment), the
UE transitions from RRC_CONNECTED state to RRC IDLE state and attempts to establish a new
connection from the scratch. This will incur a long service interruption time, extra signalling load to the
core network and buffered data loss at the source cell. In order to avoid the UE entering RRC_IDLE state,
the RLF timer is normally set to be conservatively long to allow enough time for the target cell
preparation. Thus, the service interruption time due to RLFs may be relatively long even when the RRC
connection re-establishment is successful.

Given the problems described above, our target is to investigate inbound/outbound mobility problem, in
particular, the impact of Internet backhaul latency which does not appear in traditional mobility scenarios.
The small coverage of femtocells in an indoor environment and the large delay of handover preparation
may increase the probability of RLFs during handover. We investigate fast HO failure recovery schemes
to minimize the service interruption time without compromising the resource utilization, while the impact
on the current 3GPP standard should be minimal to facilitate practical system upgrade.
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3.4.2 Work during Year 1

In year 1, we studied the LTE HO procedure and the RLF problems during inbound/outbound HO. In
particular, we proposed a UE-based forward handover procedure with predictive context transfer for fast
RLF recovery. Figure 3.22 shows the message sequence chart of forward handover with predictive
context transfer for fast RLF recovery. In case of a RLF occurring before the HO command is
successfully decoded by the UE, the UE can identify the latest measurement report successfully received
by the source cell by examining the ARQ information. From the UE’s side, the standard procedure
defined in 3GPP for RLF recovery is applied but without the long T310 timer. After a RLF detection

latency T, the UE will initiate the RRC connection re-establishment procedure, autonomously

_det
select a target cell and contact it via Random Access Channel (RACH) access. The RLF detection is
based on the consecutive number of the out-of-sync indications from lower layer. If any in-sync

indication is received within 7, that means the connection with the source cell is recovered and the

U _det »
normal transmission resumes. If the selected target cell has enough resource to admit the UE, a Random
Access (RA) response is sent back to the UE with the information required for connection establishment.
After a cell update process, the UE and the target cell are synchronized and ready for data transmission.

From the source cell’s side, after a similar RLF detection latency 7 ., ( The detailed implementation for

RLF detection at base station is left to operators’ discretion), the source cell will select N potential
target cells based on the latest received measurement report to send the UE’s context (downlink data
buffered at the source cell can be sent as well depending on the requirements of the services). Meanwhile,
a copy of the UE’s context is kept at the source cell in case that the target cell selected by the UE does not
match the potential target cells predicted by the source cell. After the RRC connection re-establishment is
completed at the UE, if its context is already available at the target cell, the data transmission will be
resumed immediately. Otherwise, a context fetch request will be sent from the target cell to the source
cell to get the UE’s context. A timer can be used to avoid unnecessary context fetch request, i.e. the
request will be sent if no UE’s context is received before the timer expires. The timer mechanisms will
also be used to remove the unused context in the source cell and other unused potential target cells.

Internet backhaul

UE Sourﬁe « > Target | . .| Target
Ce - >
Measurement Cell 1 Cell M
report/Ho
comgend
Tdeet TS_det

Predictive context transfer

\4

RACH access

A4

RA response

A

(Timing advance, UL
assignment, new CRNTI)
Cell Update

\4

Cell Update confirmation

Figure 3.22: Message sequence chart of forward handover with predictive context transfer in case
of a handover failure.

3.4.3 Interruption Latency Analysis

The U-plane interruption latency is analysed in this section for two cases: (1) A RLF happens before a
measurement report is sent to the source cell; (2) A RLF happens after the measurement report is sent to
the source cell but before the HO command is received by the UE. In the first case, the target cell is not
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aware of the HO and not prepared, while in the second case the target cell has been prepared for the
upcoming HO upon receiving the HO request from the source cell.

The detection of a physical layer problem is based on the counter of the out-of-sync indications. If a
consecutive number of out-of-sync indications are received from the L1, the T310 timer will be triggered

in the 3GPP RLF recovery procedure. The out-of-sync detection latency 7, = N x T, where

ind _ period >

N is the counter number and 7., .,

should be given a relatively high value compared to the HO preparation delay. This can enable the target
cell has been prepared when the UE tries to connect with the target cell. The value of the T310 timer is
generally configured by the operator based on the extensive drive tests. In this work, we assume that

; 18 the period for lower layer measurement. The T310 timer

Lo =2%T, inaus» Where Ty 0 is the expected backhaul latency from the source cell to the target

cell. The RRC connection re-establishment latency Ty~ consists of radio layer access (DL
synchronization +RACH procedure) and RRC signalling. The interruption of the 3GPP RLF recovery
procedure for the two cases is respectively denoted as follows:

Case (1): T2 =Ty + Ty + Tope + T,

int det idle—connected

Case 2): T = Tyey + Typ + Trac
In case (1), since the target cell is not prepared before a RLF happens, there is no UE context available on
the target cell. The RRC connection re-establishment to the target cell will fail and the UE will switch its
state from RRC CONNECTED to RRC IDLE and start the cell selection and RRC connection

establishment procedure. The latency for the state switch is denoted by 7., 0. ored»

which accounts for
the radio layer access and RRC signalling between the UE and the selected cell as well as the connection

request/setup procedure between the eNB/HeNB to the MME.

The latency of the proposed scheme for the two cases is respectively denoted as follows:

FH _PCT
T,

Case (1) = max(]:iet + T;Jackhaul’ ]:iet + TRRC)

FH _PCT
];nt

Case (2) = max(];et + T;)ackhaul’ T;let + TRRC)

Here the RLF detection latency at both UE and base station is assumed to be same.

According to the latency value of each component given in Table 3-4, the numerical results are given in
Figure 3.23. It is shown that the proposed Forward Handover with Predictive Context Transfer (FH_PCT)
scheme can significantly reduce the service interruption latency in case of a handover failure, especially
when the backhaul latency is long. In addition, the interruption latency of the proposed scheme is same
for both cases, i.e. no matter whether the failure happens due to missing measurement report or HO
command.

Table 3-4: Component latency of HO failure recovery

Latency N T;nd _ period T;)ackhaul TRRC Tz"dle,’—cannected
Value (ms) 5 10 10-80 50 100
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Figure 3.23: Interuption latency in case of a handover failure

3.5 Backhaul for Mobile Femtocells

3.5.1 Re-analysis of the basic 3GPP fixed relay architecture alternatives for enabling
mobile relay

Relay is one of the new key features that has been defined in 3GPP LTE-Advanced (3GPP Rel’ 10) to
improve the coverage of high data rates, group mobility, temporary network deployment, etc. [84]. Up to
now, 3GPP LTE-A have considered only non-mobile (fixed) relaying when the Relay Node (RN) is
connected through wireless backhaul to a Donor eNB (DeNB) by means of a modified version of the E-
UTRA radio interface (the Un interface) and becomes a part of the fixed access network.

In the report 3GPP TR 36.806 [83], it is concluded that the architecture Alternative 2 (proxy S1/X2) has
more benefits in compare with other three alternatives and it is selected as the baseline architecture for
Rel’10. But, the conclusion was done keeping in mind the fixed relay. In the context of Mobile Relay
Node (MRN) changing its backhaul link from Source-DeNB to Target-DeNB the other alternatives
considered in [83] can have more advantages. For this reason, in the next subsections we re-analyse the
3GPP fixed relay architecture alternatives presented in [83] for enabling MRN.

3.5.1.1 Comparison of the baseline fixed relay architecture Alt 2 (Proxy S1/X2) with the relay
architecture Alt 1 (Full-L3 relay) in the context of relay mobility handling

First of all, we compare the baseline relay architecture Alt 2 with the architecture Alt 1 (Full-L3 relay)
since they provide two different concepts. If in the architecture Alt 2 the RN S1/X2 interfaces are
terminated in the DeNB and the S-GW/P-GW functionality serving the RN is in the DeNB, then in the
architecture Alt 1 the RN is transparent for DeNB and the S-GW/P-GW (RN) entity is separated from the
DeNB.

User plane aspects

User planes of the architecture Alt 2 and the architecture Alt 1 for the fixed relay are presented in the
following figure, a) and b) respectively [83].
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Figure 3.24 User planes of the architecture Alt 2 (a) and the architecture Alt 1 (b)

As was mentioned yet, one of specific features of the architecture Alt 2 is that the S-GW/P-GW
functionality related to the RN is located within of the DeNB. It allows avoiding a situation when packets
traverse via two S-GW/P-GWs as it happens in the architecture Alt 1 (see item (b) of the above figure). In
fact, the S-GW/P-GW (RN) functionality integrated in the DeNB was considered in [83] as an
enhancement to optimize the routing path that had redundancy in the Alt 1 (for fixed relay).

Another feature of the Alt 2 is that the home eNB GW functionality is added in into the DeNB that results
in the “Proxy S1/X2” architecture. The RN looks like a cell under the DeNB in the architecture [83]. As it
is seen from Figure 3.25 (a) illustrating the packet delivery process for the architecture Alt 2, a GTP
tunnel per UE bearer is puzzled from two parts. The first part of the GTP tunnel goes from the S-GW/P-
GW serving the UE to the DeNB and the second part goes from the DeNB to the RN. In the DeNB one-
to-one mapping of these two parts of the UE bearer GTP tunnel is performed.

In the architecture Alt 1 the S-GW/P-GW functionality serving the RN is out of the DeNB, i.e. the U-
plane packets are delivered to/from a UE via two GWs, namely, the S-GW/P-GW serving the RN and S-
GW/P-GW serving the UE. The packet forwarding path is longer in this architecture that can leads to
large latency, especially when a UE under a fixed RN makes a handover to an eNB [83]. This
unnecessary back and forth traffic forwarding (as well as signalling exchanges) was one of the main
reasons why this architecture was not selected as the baseline one for the fixed relay. But, in the context
of mobility handling, the separation of the S-GW/P-GW (RN) from the DeNB can brings some benefits in
the sense that the S-GW/P-GW (RN) can be considered as a stable “IP anchor point” to support the
mobile RN (MRN). Especially, taking into account that one more specific feature of the architecture Altl
is transparence of the DeNB for the full L3 RN. That is, a GTP tunnel per UE bearer is entire without any
switching in the DeNB and goes from the SGW/PGW serving the UE directly to the RN as it is illustrated
in Figure 3.25 (b).
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Figure 3.25: Packet delivery steps, Alt 2 (a) and Alt 1 (b)

Control plane aspects

Control planes of the architecture Alt 2 and the architecture Alt 1 for the S1 interface are presented in
Figure 3.26 a) and b) correspondingly [83]. A similar logical structure can be applied for the X2 interface.
In this case, the S1-AP interface is changed into X2-AP and the MME serving the UE is substituted into
the target eNB.

A specific feature of the architecture Alt 2 in the context of control plane aspects is that the S1-AP
messages are sent in two steps: between the MME serving the UE and the DeNB and between the DeNB
and the RN. They are encapsulated by SCTP/IP in the MME serving the UE and transferred over an EPS
data bearer of the RN where the S-GW/P-GW functionality for the RN’s EPS bearers is incorporated into
the DeNB [83].

In the architecture Alt 1, the S1-AP signalling messages are sent in one step directly between the MME
serving the UE and the RN. The DeNB and the S-GW/P-GW of the RN play the role of user plane
transport nodes from the signalling traffic point of view. That is, the S1 signalling messages sent between
the RN and the MME serving the UE are mapped on user plane EPS bearers of the RN.

S1 interface relations and signalling connections of the architecture Alt 2 and the architecture Alt 1 are
illustrated in Figure 3.27 a) and b) correspondingly [83].

Page 100 (183)



B&em D5.2 Version 1.0
- D < N

NAS e N ~ ~ NAS
S1-AP S1-AP S1-AP S1-AP
RRC RRC | scTP sctp | sctp SCTP
1P P P
L2 L2
L1 L1
\ Relay J Donor eNB MME U
\ (+ "Home eNB GW") / (i iz UE)
a)
D
NAS [ Nas |
relay IP address
S1-AP point of presence S1-AP
RRC RRC | SCTP S SCTP
P P e | a4 r P P
GTP-u GTP-u
UbP UbDP
1P 1P
L2 L2 L2 L2
L1 L1 L1 L1
= R e \(evtherel ng'h
= \_senvingtherelay /  \serving the UE/

b)
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Figure 3.27: S1 interface relations and signalling connections - Alt 2 (a) and Alt 1 (b)

In the architecture Alt 2 (Figure 3.27a), there is a single S1 interface relation between the RN and the
DeNB, and there is one S1 interface relation between the DeNB and each MME (serving the UES) in the
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MME pool. That is, the RN has to maintain only one S1 interface (to the DeNB), while the DeNB
maintains one S1 interface to each MME in the respective MME pool. All S1 signalling connections
between RN and MMEs are processed by the DeNB for all UE-dedicated procedures. All non-UE-

dedicated S1-AP procedures are terminated at the DeNB, and handled locally between the RN and the
DeNB, and between the DeNB and the MME.

In the architecture Alt 1 (Figure 3.27b), there is one S1 signalling relation for each connected UE on the
given S1 interface between the RN and the MME serving the UE. That is, the RN has to maintain one S1

interface relation to each MME in the respective MME pool and the S1 interface and the signalling
connections go through the DeNB transparently.

3.5.1.2 Relay architectures for supporting mobile relay moving from S-DeNB to T-DeNB

Taking into account the user and control plane aspects, the relay architectures for supporting MRN when

it moves from S-DeNB to T-DeNB based on the architectures Alt 2 and Alt 1 are presented in Figure
3.28a and Figure 3.28b correspondingly.
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Figure 3.28: Relay architectures for supporting MRN a) based on Alt 2 and b) based on Alt 1
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As was mentioned above, the S-GW/P-GW functions serving the relay in the architecture Alt 2 are
embedded in the DeNB. The S-GW/P-GW (RN) entity handles the IP packets flowing to/from the relay
and the attached UEs. When mobile Relay Node (MRN) changes its backhaul from S-DeNB to T-DeNB,
the user plane IP connectivity that was established between the MRN and S-DeNB is missed. Since the S-
GW/P-GW (RN) includes functionality for the IP address allocation of the Un interface for the MRN, the
MRN needs to obtain a new IP address and establish the IP connectivity with T-DeNB. It requires to
perform again the attach procedure for relay operation to establish the backhaul with T-DeNB, i.e. phase
IT of the relay attach procedure should be repeated. This phase of the attach procedure (see 3GPP TS
36.300 [85]) includes relay backhaul reconfiguration that is completed by OAM, relay-initiated S1/X2
setup (S1/X2 interface of the MRN is released with S-DeNB and initiated again with T-DeNB), and
S1/X2 eNB configuration update. Definitely, the repetition of the attach procedure can bring additional
and very essential latency in the handover process.

Besides, there is one more problem because of the IP connectivity is lost when the MRN is detached from
the S-DeNB. It is related to interworking between the MRN and its OAM. The relay should send alarms,
traffic counter information to the OAM and receive commands, configuration information and software
upgrades from the OAM [85]. The reference RN-OAM architecture is presented in Figure 3.29 [85].

OAM A ‘
g
_ g
DeNB E
.
éza Un
RN '__'jJ

Figure 3.29: RN-OAM architecture

Thus, when the MRN goes from the S-DeNB to the T-DeNB the connection between the MRN and its
OAM is interrupted. But, alarms in the MRN generate bursts of high-priority traffic and have to be
transported in real time. Moreover, configuration messages from the OAM to the MRN are delay-
sensitive [85]. Thus, the mobile relay architecture based on the architecture Alt 2 is not appropriate to
support these requirements.

In the architecture Alt 1, the S-GW/P-GW of the relay is separated from the DeNB. When the MRN
moves from S-DeNB to T-DeNB, the S-GW/P-GW of the MRN serves as anchor, i.e. IP connectivity is
handled through retaining a stable “IP anchor point” in the network which allows for mot having to change
the IP address of the MRN at all. As a result, there is no need to perform the network re-entry at T-DeNB,
i.e. to re-initiate the phase II of the relay attach procedure. Besides, interworking between the MRN and
its OAM is not interrupted. The separated S-GW/P-GW (MRN) can bring one more benefit related to the
data path switching (see next subsection for details).

3.5.1.3 MRN handover preparation, execution, and completion phases (Alt 2 and Alt 1)

In this subsection we concentrate on the handover procedure when the mobile RN (MRN) moves between
S-DeNB and T-DeNB for the architectures Alt. 2 and 1 correspondingly.

Since the relay supports a subset of the UE functionality [85] in order to be wirelessly connected to the
DeNB, the legacy UE handover procedure can be re-used as a basis for the MRN handover procedure, but
taking into account new features that the Un interface can bring and the specific features of each
architecture described before.

Thus, when the MRN acts as a UE it has to support the NAS and the RRC protocols towards the network.
The relay has the following relay-specific functionalities related to specific features of the Un interface
[85]:

e the RRC layer of the Un interface has functionality to configure and re-configure an MRN
subframe configuration through the MRN reconfiguration procedure (e.g. DL subframe
configuration and an RN-specific control channel) for transmissions between an MRN and a
DeNB. The MRN may request such a configuration from the DeNB during the RRC connection
establishment, and the DeNB may initiate the RRC signalling for such configuration. The MRN
applies the configuration immediately upon reception;
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the RRC layer of the Un interface has functionality to send updated system information in a
dedicated message to an MRN with an MRN subframe configuration. The MRN applies the
received system information immediately;

the PDCP layer of the Un interface has functionality to provide integrity protection for the user

plane. The integrity protection is configured per Data Radio Bearer (DRB).
To support Public Warning System (PWS) towards UEs, the MRN receives the relevant information
over S1. The MRN should hence ignore DeNB system information relating to PWS.
The MRN handover procedure like the legacy UE handover procedure includes three phases: handover
preparation, handover execution, and handover preparation.
Figure 3.30 illustrates the handover procedure when the MRN moves between S-DeNB and T-DeNB for
the architecture Alt 2.

T

VRN Source Target MME MME (UE SGW/PGW
DeNB DeNB (MRN) VB (VE) oM
Handover Request
HO decision )
Handover Request
Legend %
Admission Control L3 signaling £
Handover Request Ack &
DL allpcation LiL2  signalling 5
—_— > z
RRC Cann. Recont. incl. mobilityControlinfoimation 2
R
Detach from old cell and Deliver buffered and in transit
packets  TargeteNB
10 new cell -
g
SN Status Trransfer H
o
PacketF fing g
————————————————— > H
§
Buffer packets from k4
Source eNB
Synchronisation
f
t
UL allocation
RRC fonn. Reconf. Complete D
Path Switch Request =
Path Switch Request Ack
-t OAM completes MRN configuration P
Phase llof| | VRNdinitiated S1 Setup————————————— ot == == = = — = 30.SLTDeNB __
RN attach | Configuraticn Update
| p————————MRN-initiated X2 Setup—————————p»-}——I1.4b. X2 T-DeNB Configuration Update——m» to HSS
packetda i g
i R S 13 1Sy H
. Path Switch Request g
Path Switch Request Userr Plane update| 3
request ]
For each b=
S-GW/MME e e _EndMader | _ Switch DL path £
serving acket dat
attached UEs End Marke ——— e e ———— e —
———————————————— > User Plane update
respo
Path Switch Request Ack Path Switch RequestAck
.| MRN Context Rellease
Release  Resources -~

Figure 3.30: MRN handover procedure - Alt 2.

Below is a description of the MRN handover procedure for the architecture Alt 2. It is based on the legacy
UE handover procedure described in [85] taking into account the relay-specific and the architecture-
specific aspects.

1) Handover preparation phase:

The MRN issues a HANDOVER REQUEST message to the S-DeNB passing necessary
information to prepare the handover at the target side. In particular, it can contain a list of
preferred T-DeNBs among other system and RRM information.

The S-DeNB makes decision based on the HANDOVER REQUEST message to hand off
the MRN.

The S-DeNB reads the ID of the preferred T-DeNB(s) from the request message, then it
finds the T-DeNB(s) and forwards the HANDOVER REQUEST message to the T-DeNB(s)
with all necessary information to prepare the HO of the MRN. The selected T-DeNB
configures the required resources. It also identifies from the HANDOVER REQUEST
message that the handover is required for a MRN.

The Admission Control procedure is performed by the T-DeNB based on the received E-
RAB QoS information to increase the likelihood of a successful handover, if the
corresponding resources to support the MRN with the attached UEs can be granted by T-
DeNB.

If handover for the MRN is accepted, the T-DeNB sends a HANDOVER REQUEST
ACKNOWLEDGE message to the S-DeNB and the information for the MRN about
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reconfiguration of the relay backhaul towards the T-DeNB is passed to the S-DeNB to be
sent to the MRN as an RRC message to perform the handover procedure.

The handover preparation phase is finished at the T-DeNB. As soon as the S-DeNB receives the
HANDOVER REQUEST ACKNOWLEDGE, or as soon as the transmission of the handover command is
initiated in the downlink, data forwarding may be initiated.

2) Handover execution phase:

The T-DeNB generates the RRC message to perform the handover, i.e.
RRCConnectionReconfiguration message including the mobilityControllnformation, to be
sent by the S-DeNB towards the MRN. The MRN receives the
RRCConnectionReconfiguration message for the relay backhaul reconfiguration specified
for the Un interface. The MRN is commanded by the S-DeNB to perform the handover
based on radio resource information of the T-DeND. This RRC information about needed
resources should be specified for the Un interface. The MRN is detached from S-DeNB and
starts gaining synchronization at the T-DeNB.

The S-DeNB sends the SN STATUS TRANSFER message to the T-DeNB to convey the
uplink PDCP SN receiver status and the downlink PDCP SN transmitter status of E-RABs
for which PDCP status preservation applies taking into account the Un interface specific
functionality.

After receiving the RRCConnectionReconfiguration message including the
mobilityControllnformation (specified for the Un interface), the MRN completes
synchronization and reconfiguration of the relay backhaul to T-DeNB. The backhaul
between the MRN and the T-DeNB is reconfigured based on the obtained information from
the RRCConnectionReconfiguration message.

The T-DeNB performs UL allocation towards the MRN.

When the relay backhaul is successfully established between and the T-DeNB, the MRN
sends the RRCConnectionReconfigurationComplete message to the T-DeNB to confirm the
handover.

The MRN configuration is downloaded from the OAM system through the T-DeNB.

The S1/X2 setup is initiated between the MRN and the T-DeNB.

T-DeNB updates its configuration on the S1/X2 interfaces.

3) Handover completion phase

For UEs served by the certain MRN, the RMN sends a PATH SWITCH REQUEST
message to the T-DeNB. The T-DeNB forwards the message to the MME serving the UEs
to inform that the UEs has changed cell. The MME serving the UEs issues USER PLANE
UPDATE REQUEST to the S-GW/P-GW serving the UEs.

The S-GW/P-GW of the UEs switches DL path and sends packet data to the T-DeNB.

The S-GW/P-GW of the UEs sends one or more "end marker" packets on the old path to the
S-DeNB to release resources related to the U-plane.

The S-GW/P-GW of the UEs issues a USER PLANE UPDATE RESPONSE to the MME of
the UEs.

The MME of the UEs send a PATH SWITCH REQUEST ACKNOWLEDGE message to
the T-DeNB. The T-DeNB forwards the PATH SWITCH REQUEST ACKNOWLEDGE
message to the MRN.

If UEs attached to the MRN are served by different S-GWs/MMEs the above items of the
handover completion phase are completed for each S-GW/MME serving the UEs (see Figure
3.30)

By sending the MRN CONTEXT RELEASE message, the T-DeNB informs the S-DeNB
about success of the handover procedure. It triggers the release of C-plane and radio related
resources by the S-DeNB. The T-DeNB sends this message after the PATH SWITCH
REQUEST ACKNOWLEDGE messages are received from the MME(s) serving UEs
attached to the MRN.

Upon reception of the MRN CONTEXT RELEASE message, the S-DeNB can release radio
and C-plane related resources associated to the MRN context. Any ongoing data forwarding
may continue.

Figure 3.31 illustrates the handover procedure when the MRN moves between S-DeNB and T-DeNB for
the architecture Alt 1.

Page 105 (183)



Béem D5.2 Version 1.0

VRN Source Target MME SGW/PGW SGW/PGW
MRN (MRN) UE)

Handover Request

P

(

( HO decision
Handover Request
s
Legend g
o 2
Admission Control g
C ) L3 signalling g
Handover Request Ack —_— g
DL allocation L1L2  signalling 8
3
3
RRC Cann. Recont. incl. mobilityControlinfofmation 2
ity User Data g
——————— >
Detach from old cell and Deliver buffered and in transit GTP Tunnel for
synchronize to new cell packets to targeteNB Relay
SN Status Transfer

Handover Execution

Path Switch Request User Plane update
request

End Marker
D i Switch DL path
packet Hata
nd Marker
ser ate
response

Path Switch Request Ack

Han dover Completion

MRN Context Release

Figure 3.31: MRN handover procedure - Alt 1.

The handover preparation phase is similar as for the Alternative 2. Handover execution phase is also
similar excepting last three items, i.e. it is not needed in this case for the MRN to download configuration
from the OAM and initiate the S1/X2 setup and it is not needed for the T-DeNB to update its
configuration on the S1/X2 interfaces.

The handover completion phase for the Alternative 1 is different and it is described below.

The T-DeNB issues a PATH SWITCH REQUEST message to the MME serving the MRN
to inform that the MRN has detached from the S-DeNB.

The MME serving the MRN sends USER PLANE UPDATE REQUEST to the S-GW/P-
GW serving the MRN.

The S-GW/P-GW of the MRN switches DL path and sends packet data to the T-DeNB.

The S-GW/P-GW of the MRN sends one or more "end marker" packets on the old path to
the S-DeNB to release resources related to the U-plane.

The S-GW/P-GW of the MRN issues a USER PLANE UPDATE RESPONSE to the MME
of the MRN.

The MME of the MRN sends a PATH SWITCH REQUEST ACKNOW LEDGE message to
the T-DeNB.

By sending the MRN CONTEXT RELEASE message, the T-DeNB informs the S-DeNB
about success of the handover procedure. It triggers the release of C-plane and radio related
resources by the S-DeNB. The T-DeNB sends this message after the PATH SWITCH
REQUEST ACKNOWLEDGE is received from the MME of the MRN.

Upon reception of the MRN CONTEXT RELEASE message, the S-DeNB can release radio
and C-plane related resources associated to the MRN context. Any ongoing data forwarding
may continue.

Thus, the handover procedure for the MRN moving between S-DeNB and T-DeNB based in the
architecture Alt 1 seems more simplified than one based on the architecture Alt 2. It does not include the
network re-entry procedure for the MRN at T-DeNB. Moreover, having the separated S-GW/P-GW
(MRN) serving as the MRN stable IP anchor point leads to the situation when the data path of the MRN is
switched only from T-DeNB to S-DeNB over the S-GW/P-GW of the MRN (under control of the MME
of the MRN) handling the user plane for all UEs attached to the MRN. In the case of the architecture Alt
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2, the user plane is handled by the S-GW/P-GW of a UE. The UEs attached to the MRN can be connected
to different the S-GW/P-GWs (UE) that can be under control of different MMEs (UE). It can lead to more
complex and time-consuming procedure of data path switching. As a result, latency of the entire handover
procedure is also increased in the Alt 2.

3.5.1.4 Comparison of the baseline fixed relay architecture Alt 2 (Proxy S1/X2) with the relay
architectures Alt 3 and 4 in the context of relay mobility handling

In accordance with 3GPP TR 36.806, the distinguished feature of the architecture Alt 3 is that RN bearers
are terminated in DeNB [83]. The distinguished feature of the architecture Alt 4 is the user plane of the
S1 interface is terminated in DeNB. However, in the context of mobile relay handling the alternatives
have the same crucial problem as the architecture Alt 2. Namely, the S-GW/P-GW (MRN) functionality
serving the RN in the architecture Alt 3 and Alt 4 is embedded into the DeNB. As a sequence of this,
there is no “IP anchor point” handling IP connectivity for MRN performing the handover procedure in
these alternatives. Thus, they are not not able to handle continuous interworking with OAM, require to
repeat the attach procedure for RMN when it connects to T-DeNB, and generate multiple data path
switching during handover procedure.

Definitely, some enhancements should be done to support the relay mobility in the alternatives 2,3, and 4.
Some basic ideas for these enhancements based on the concept of proxy mobile IP or dynamic mobility
anchoring to maintain the OAM signalling in DeNB were mentioned in [90]. But all these improvements
entail considerable complexity in the DeNB and lead to essential changes in the current 3GPP
specifications (new interfaces should be defined) [90]. The architecture Alt 1 (a full L3 relay) does not
require such kind of improvements.

3.5.2 Performance evaluation of different relay architecture scenarios (latency analysis)

In this subsection we focus on the quantitative comparison related to the performance of the architecture
Alt 2 (Proxy S1/X2) and the architecture Alt 1 (Full-L3 relay) as they provide two different concepts. The
architecture Alt 2 is selected as the baseline architecture for the fixed relay in Rel’10 [83]. The
architecture Alt 1 is the most appropriate architecture to handle the mobile relay based on our previous
observations. Namely, in this subsection we analyse the handover procedure duration in fixed and mobile
networks for handover scenarios based on these two alternatives. The first handover scenario is related to
a fixed relay network when a UE under an RN moves from the RN to the neighboring DeNB. The second
handover scenario is related to a mobile relay network when the MRN moves from S-DeNB to T-DeNB.

Table 3-5 First handover scenario: Latency values used for evaluating mobile relay alternatives 1
and 2

Description Alt. 1 | Alt. 2

One-way transmission from RN to UE (2 ms) and

processing in UE (2 ms) (HO command) 4 ms
Resource Reservation in T-eNB 5 ms
Synchronization time at UE 20 ms

One-way transmission from UE to T-eNB (2 ms) and 418

processing in T-eNB (2 ms) (HO complete)

One-way transmission from T-eNB to MME/S-GW
serving UE (5§ ms) and processing in the MME/S-GW (2 7 ms
ms) (PS_Req)

One-way transmission from MME/S-GW (UE) to T-eNB

(5 ms) and processing in T-eNB (2 ms) (PS_Req_Ack) 7'ms

One-way transmission from RN to T-eNB and processing
in T-eNB (2 ms) (HO_Req) 20 ms 13 ms

One-way transmission from T-eNB to RN and processing
in RN (2 ms) (HO_Req_Ack) 20 ms 13 ms

One-way transmission from RN to T-eNB and processing
in T-eNB (2 ms) (SN Status Transfer) 20 ms 13 ms

One-way transmission from T-eNB to RN and processing
in RN (2 ms) (Context Rls) 20 ms 13 ms
Total 127 ms 99 ms
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The handover procedure of the first scenario for the two alternatives is considered in [83] (Section
4.2.4.3). Based on the feasibility study completed in [86], the delay budget for the UE handover in a fixed
relay network was provided in [87]. With reference to the delay budget, values of latency for the scenario
(when a UE moves from the fixed RN to the neighboring eNB) are presented in Table 3-5 for the
alternatives 1 and 2 correspondingly. It is assumed that one-way transmission time between RN and
DeNB is 2 ms is the same as the transmission time between a UE and a RN/eNB [87].

As seen from Table 3-5, the architecture Alt 1 takes about 130 ms to hand over a UE from a fixed RN to a
neighboring DeNB, while the architecture Alt 2 takes just under 100 ms. This is because of traffic
signalling path in the Alt 1 is longer than in the Alt 2. It goes in the Alt 1 from the RN to T-eNB via D-
eNB and SGW/PGW serving the RN while in the Alt 2 only via D-eNB (see the corresponding handover
procedures for the two alternatives in [83] (Section 4.2.4.3)).

Values of latency for the second scenario when the mobile relay (with attached UEs) moves from S-
DeNB to T-DeNB are presented in Table 3-6 for the alternatives | and 2 respectively. Handover
preparation, execution, and completion phases of this scenario for the two alternatives were described in
detail in Section 3.5.1.3. It is assumed based on information provided in [87], [88], [89] that OAM
configuration download for the MRN takes 7 ms, S1/X2 setup initiation between the MRN and the T-
DeNB is around 17 ms, the T-DeNB configuration update takes 2 ms.

Table 3-6 Second handover scenario: Latency values used for evaluating mobile relay alternatives 1

and 2
Description Alt. 1 | Alt. 2
One-way transmission from MRN to S-DeNB (2 ms) and
processing in S-eNB (2 ms) (HO Req) 4 ms
One-way transmission from S-DeNB to T-DeNB (5 ms)
and processing in T-DeNB (2 ms) (HO_Req) 7ms
Admission Control performed by T-DeNB 5 ms
SN transfer status from S-DeNB and T-DeNB 5 ms
One-way transmission from T-DeNB to S-DeNB (5 ms)
and processing in S-DeNB (2 ms) (HO _Req_Ack) 7'ms
Synchronization and reconfiguration of the relay backhaul
between MRN and T-DeNB 20 ms
One-way transmission from T-DeNB to MME serving
MRN (5 ms) and processing in the MME (2 ms) (PS_Req) 7'ms
One-way transmission from MME serving MRN to T-
DeNB (5 ms) and processing in the T-DeNB (2 ms) 7 ms

(PS_Req Ack)

One-way transmission from T-DeNB to S-DeNB (5 ms)
and processing in S-DeNB (2 ms) (Context_Rls) 7'ms

One-way transmission from MME serving MRN to S-
GW/P-GW serving the MRN (5 ms) and processing in the 7 ms -
S-GW/P-GW (2 ms) (UP_update Req)

One-way transmission from S-GW/P-GW (MRN) to
MME serving MRN (5 ms) and processing in the MME (2 7 ms -
ms) (UP_update Rsp)

The S-GW/P-GW serving MRN switches DL path 35 ms -

OAM MRN configuration - 12 ms

MRN-initiated S1/X2 setup - 24 ms

S1/X2 T-DeNB configuration update - 2 ms

One-way transmission from MRN to T-DeNB (2 ms) and
processing in the T-DeNB (2 ms) (PS_Req) - 4 ms

One-way transmission from T-DeNB to MRN (2 ms) and
processing in the MRN (2 ms) (PS_Req_Ack) - 4 ms
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One-way transmission from T-DeNB to MME serving UE

(5 ms) and processing in the MME (2 ms) (PS_Req) B 7ms
One-way transmission from MME serving UE to T-DeNB
(5 ms) and processing in the T-DeNB (2 ms) - 7 ms

(PS_Req_Ack)

One-way transmission from MME serving UE to S-
GW/P-GW serving the UE (5 ms) and processing in the S- - 7 ms
GW/P-GW (2 ms) (UP_update Req)

One-way transmission from S-GW/P-GW (UE) to MME
serving UE (5 ms) and processing in the MME (2 ms) - 7 ms
(UP_update Rsp)

The S-GW/P-GW serving UE switches DL path - 3 ms

Total 88 ms 136 ms

As seen from Table 3-6, the latency to perform the MRN handover procedure from S-DeNB to
T-DeNB for the Alternative 1 is about 1.5 times less than for the Alternative 2. This is because the
handover procedure for the Alt 2 requires much more operations when MRN performs the network re-
entry at the T-DeNB. Moreover, note that in the case of the Alternative 2, it is supposed in Table 3-6 that
all UEs attached to the MRN are under the same S-GW/MME serving the UEs. If they are connected to
different S-GWs/MME:s it can lead to more DL data path switching. That is, last six operations (41 ms) in
Table 3-6 should be repeated several times depending on the number of different S-GWs/MMEs (UEs).
Definitely, it can significantly increase the handover procedure duration for the Alternative 2.

Figure 3.32 illustrates the handover procedure duration in fixed and mobile networks for the
handover scenarios based on the alternatives 1 and 2.

2]
o

160

140

120
m
£ 100
S
£ 80 _  wmAl1l
a Alt 2
2

IS
o

N
o

o

Mobile Relay Fixed Relay

Figure 3.32: Handover procedure duration in fixed and mobile networks based on the alternatives 1 and 2.

Thus, the Alt 2 shows much better performance in a fixed relay network whilst the Alt 1 shows
much better performance in a mobile relay network.

3.5.3 Conclusion on the baseline mobile relay architecture

During the study we have re-analysed the basic 3GPP relay architecture alternatives presented in [83] for
enabling mobility of relay node. In particular, mobile relay architectures based on these alternatives were
proposed and mobile relay handover procedures for these architectures were described for comparative
analysis.
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It was observed that for mobile relay changing its backhaul link (Un interface) from Source-DeNB to
Target-DeNB the architecture Alternative 1 (a full L3 relay) has more benefits than other architecture
architectures.

In particular, in contrast to other alternatives, the architecture Alt 1 supposes the stable IP anchor point
(S-GW/P-GW) supporting IP connectivity for MRN. As a sequence, mobile relay architecture based on
the Alternative do not require the time-consuming relay re-attach procedure when backhaul link is re-
established to T-DeNB and it handles interworking between the MRN and OAM without connectivity
interruption that is crucial issue for normal operating conditions of the MRN. Moreover, the MRN
handover procedure for this architecture does not require the downlink data path switches related to
different S-GWs/MMEs serving UEs. In this sense, group mobility for UEs attached to the MRN is
supported when the MRN moves from S-DeNB to T-DeNB.

The latency analysis related to the MRN handover procedure confirms the analytical observations in
accordance to which the architecture Alt 1 shows better performance in 2 mobile relay network.

It is concluded as a result of this study that the architecture Altl is more suitable for mobile relay
handling then other architecture alternatives and can be selected as baseline architecture in a mobile relay
network.

3.6 Mobile Femtocells based on Multi-homing Femtocells
3.6.1 Introduction

This section discusses an alternative approach to Mobile Relays, which is to turn a normal femtocell into
a Mobile Femtocell. The Mobile Femtocell works in an overlay manner by establishing the IP
connectivity to its mobile operator’s Femtocell Gateway over a mobile cellular access. By extending such
overlay solution to multiple IP backhaul links, i.e. by making the femtocell multi-homing capable, several
mobile access links can be bundled for higher reliability, quality, and capacity. It is even possible to use
mobile accesses of different vendors.

The topic of Mobile Femtocells is approached in two steps:

1. First, we propose an approach for making normal femtocells multi-homing capable. This has
applications even if the femtocell is not mobile, as shall be explained in the following.

2. Second, we study the effect of bundling multiple backhauls established via the macro-cellular
backhaul into one aggregate link on a Mobile Femtocell’s performance.

The remainder of Section 3.6 focuses on making femtocells multi-homing capable, while the second step
will be addressed in a later deliverable.

For cases when a single, fixed femtocell backhaul cannot meet the capacity, quality or reliability
requirements, it would be desirable to enable femtocells to switch or load balance between multiple
backhauls transparently to connected mobile devices. There are multiple use cases for such multi-homing:

e  Capacity pooling or fail-over between multiple fixed broadband (e.g. DSL) interfaces or between
fixed and mobile access provided by the macro cellular network,

o flow-mobility between fixed broadband and mobile access depending on flows’ QoS
requirements,

e exploiting a potentially better radio channel and transmit power budget when relaying via the
femtocell to the macrocell rather than directly communicating between an indoor device and the
macrocell, and

e exploiting LTE macro cell capacity to provide backhauling to 3G femtocells / devices.
All of the above use cases could be implemented with specific support by the mobile devices.

This work proposes modifications to the existing 3GPP femtocell protocol stack [92] to enable transport
layer multi-homing for femtocell deployments. Specifically, this work proposes replacing the existing
protocol combination of GPRS Tunnelling Protocol User plane (GTP-U) over User Datagram Prototcol
(UDP) to transport user flows between the femtocell and femtocell gateway with SCTP. SCTP has a
number of key features which can be used to enhance femtocell functionality; these include transport
layer multi-homing, multi-streaming, concurrent multi-path transfer and partial reliability. It is worth
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noting that every femtocell and femtocell gateway already utilises SCTP for transporting control plane
data and as such it would not require any major modifications to existing femtocell protocol stacks.

3.6.2 Key SCTP Features

This section details the SCTP features that are relevant for enhancing Femtocell functionality with multi-
homing capability.

3.6.2.1 Multi-Streaming

An SCTP association utilises multi-streaming to separate user flows. Each stream is a logical uni-
directional communication channel between the two endpoints with independent delivery including
message segmentation and reassembly. Essentially this means that there is no Head of Line (HOL)
blocking between streams, allowing different user flows with potentially different requirements to be
multiplexed over the same transport layer connection without interfering. It is worth highlighting that
SCTP can also provide unordered delivery similar to UDP thereby preventing HOL blocking within a
stream and reducing latency. As will be detailed later, this work proposes utilising these streams to
provide the same functionality as multiple GTP-U tunnels.

3.6.2.2 Multi-Homing and Dynamic Address Reconfiguration

A key feature of SCTP is the ability to allow a single transport layer association to span multiple Internet
Protocol (IP) addresses, thereby providing increased resilience to link failures. As has been shown in
previous work, SCTP can seamlessly handover between available addresses with no interruption to any
ongoing service including voice calls. Indeed the handover time is simply equal to the end-to-end delay
between the two nodes, in this case the femtocell and femtocell gateway. Due to the initial design
requirements for SCTP, replacing SS7 in all IP core networks, the initial variant of SCTP did not allow
addresses to be added/deleted from an association after setup. This meant that all addresses had to be
specified during association initialisation. The Dynamic Address Reconfiguration (DAR) extension [93]
solved this by providing mechanisms to dynamically add/delete addresses from an association thereby
creating a far more flexible protocol. Indeed it is this extension which enabled much of the work on
utilising SCTP as an endpoint-based mobility solution. In the context of the multi-homed femtocell
scenario being considered in this work, the extension would mitigate load on the cellular network by
allowing the femtocell to dynamically remove the cellular link when it is not required (e.g. such as
periods of low activity or when no User Equipment (UEs) are connected to the cell).

3.6.2.3 Concurrent Multi-Path Transfer

The Concurrent Multipath Transfer (CMT) extension allows simultaneous transmission across multiple
interfaces in multi-homed SCTP associations. It introduces mechanisms to manage the side-effects that
can occur when spanning the same association across multiple interfaces, particularly when links have
diverse characteristics. These are issues such as packet reordering, increased ackmowledgements and
retransmission behaviour. The CMT extension would allow more fine granular control over network
offload while maintaining a high quality of experience for end users. For example, if the fixed broadband
network over which the femtocell is being backhauled cannot meet the strict delay requirements of voice
calls these may be transported via the cellular network, while non-real time traffic can transported over
the broadband network.

3.6.2.4 Partial Reliability Extension

The Partial Reliable SCTP (PR-SCTP) extension [94] allows the sender to control the level of reliability
required when transmitting each message. Specifically, it allows the sender to configure how aggressively
SCTP should perform retransmissions. This done by specifying a lifetime value for each message, after
this period expires SCTP stops attempting to transmit the message. A nice advantage of this feature is that
it can be configured individually for different services. For example, real time services such as voice
would utilise relatively short lifetime values to minimise retransmissions while less time constraint
services such as streaming video could use higher lifetime values to reduce packet loss. The extension
also defines a new chunk type, FORWARD TSN, that simply informs the receiver to move its
acknowledgement point forward, thereby skipping any messages that have not yet been received and
preventing the receiver from reporting them as missing. This extension offers a number of advantages.
The most relevant here being the ability to provide unordered and unreliable transport, similar to UDP,
while still being able to utilise other key protocol features such multi-streaming and multi-homing.

3.6.3 Multi-homed Femtocell Architecture

In this section an overview of the changes required to the architecture and protocol stack are detailed. The
only required architectural change is the inclusion of an additional interface at both the femtocell and the
femtocell gateway. Clearly the femtocell requires the addition of an uplink cellular radio to enable
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relaying of the UE traffic via the mobile network. However, the femto gateway also requires an extra
interface. Using SCTP each sending node can only specify from which particular interface a message is
sent based on the destination IP address. As such the routing tables in each node must be configured such
that the destination address of each interface in the alternate node is only reachable via a specific interface
on the transmitting node.
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Figure 3.33: SCTP Enhanced Femto Protocol Stack

3.6.3.1 GTP-U/UDP to SCTP

In order to successfully utilise SCTP as a replacement for GTP-U over UDP, all required fields must be
mapped to equivalent SCTP fields or at the very least meet the same functionality. The key functionality
for GTP-U in a femtocell network is to separately tunnel individual user flows between the femtocell and
femtocell gateway. It should be noted that each user may have multiple tunnels depending on the number
of active Packet Data Protocol (PDP) contexts. To provide this functionality the two key parameters
involved in a GTP-U tunnel are the Tunnel Endpoint Identifier (TEID) and the optional sequence number.
The TEID is a 4 Byte field that individually identifies the tunnel into which the user flow data is
encapsulated. The sequence number field is specific to each TEID and allows for packet reordering to be
done. Although the sequence number field is optional it is used in most femtocell deployments.

This work proposes replacing the GTP-U TEID and GTP-U sequence number with the SCTP stream
identifier and stream sequence number, respectively. The SCTP stream identifier is 2 bytes in size
compared to the 4 bytes that TEID supports, this obviously significantly reduces the number of active
sessions that are possible. However, the stream identifier can support over 65,535 connections and it is
unlikely that a single femtocell will have more than this number of simultaneous connections. The per-
stream sequence number space of SCTP is also smaller, but sufficiently dimensioned to not become a
performance bottleneck over a last-mile access.

Bits 0-7 | 8-15 16-23 | 24-31
0 Source Port Destination Port
32 Verification Tag
64 Checksum
96 | Chunk N Type | Chunk N flags | Chunk [ length
128 TSN
160 Stream Identifier | Stream Sequence Number
192 Payload Protocol Identifier
224 Chunk N data

Figure 3.34: SCTP Packet Structure
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Bits | 02 [3[4] 57 | 815 [ 1623 | 2431
GTP-U

0 Version | P | T | Spare M,T_;;Lg ® LPI{;(:]gtlh

32 TEID

64 Sequence Number | Spare
UDP

96 Source Destination

Port Number Port Number
128 Length Checksum
160 Data

Figure 3.35: GTP-U/UDP Packet Structure

3.6.3.2 Cellular-Broadband Handover

Standard SCTP provides a path fail-over mechanism which is only performed after a maximum number
of failed retransmissions. Clearly for the femtocell case this would lead to non-seamless transition
between interfaces resulting in disruption to any ongoing services. As described earlier, the DAR
extension solves this by allowing each endpoint to selectively switch between paths thereby providing
seamless handover capability. The handover delay is simply be the end-to-end delay between the
femtocell and femtocell gateway and as has been demonstrated in previous work [95] this can be utilised
to seamlessly handover voice calls without any interruption. Figure 3.36 shows the association setup and
handover of a voice call between a multi-homed femtocell and femtocell gateway. Unlike UDP the
association setup in in SCTP requires the exchange of four messages. This is done to prevent denial of
service attacks. Although this adds a small amount of additional overhead, connections between the
femtocell and femtocell gateway will be long lived and hence this additional overhead is negligible.
During association initialisation the femtocell and femtocell gateway exchange the list of addresses
through which they are reachable. In this case and with reference to the considered architecture shown in
Figure 3.33, it is assumed that IP1 in each node is the fixed broadband network and IP2 is on the cellular
network. The initial primary is set as IP1 on both nodes, this defines the specific network over which they
are communicating (e.g. the fixed broadband link) with the secondary being set at IP2 (e.g. cellular
network).

A voice call is then initiated over the femtocell via the fixed broadband network toward the femtocell
gateway. At some point a handover is triggered by the femtocell, however it should be noted that this
handover could also be triggered by the femtocell gateway. The exact trigger is outside of the scope of
this work. However this could utilise a number of metrics. For example, the voice call quality could be
continually monitored and if it degrades below some predefined threshold a handover to the alternate
network could be triggered. Other metrics such as transport layer retransmissions, packet loss and delay
jitter could also be used.

The femtocell sends an ASCONF: SetPrimarylPAddress chunk to the femtocell gateway specifying it’s
second address. On reception of this the femto gateway sets the cellular network IP address as the primary
address through which the femtocell is reachable. At the same time the femtocell locally sets the cellular
network [P address of the femtocell gateway as the primary address through which is reachable. Both of
these actions result in a full handover from the fixed broadband to the cellular network.
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Figure 3.36: SCTP Signalling Diagram

3.6.4 Overhead Analysis
3.6.4.1 Common & Chunk Header

As can be seen by comparing Figure 3.34 and Figure 3.35 the common SCTP header consists of a
source/destination port pair, verification tag, and a 32 bit checksum giving a total header size of 12 Bytes.
This is 4 Bytes larger than the UDP common header at 8 Bytes. Unlike UDP each SCTP packet can
contain multiple data chunks and hence this can have an impact on the total overhead.

Each data chunk contains a chunk header consisting of a 1 Byte chunk type field, a 1 Byte chunk flags
field, a 2 Byte chunk length field, a 4 Byte Transmission Sequence Number (TSN), a 2 Byte stream
identifier, a 2 Byte stream sequence number and a 4 byte payload protocol identifier. This introduces an
overhead of 16 Bytes per data chunk. In order to compute the worst case overhead, it is assumed that each
packet contains only one data chunk; this results in a total SCTP overhead of 28 Bytes or 20 Bytes more
than required by UDP to transmit the same data payload.

As shown in Figure 3.35 the GTP-U header is 12 bytes. Hence the increase in overhead drops to 8 bytes
per data payload when both the GTP-U and UDP are replaced with SCTP. This difference in overhead
reaches a break-even point when more than three data chunks are transmitted in a simngle SCTP message.
This ability of SCTP to bundle multiple data chunks into a single message means that when more than
three data chunks are transmitted in the same SCTP message, SCTP becomes a more overhead efficient
transport mechanism.

SCTP can bundle as many data chunks as required to fill a message to the Maximum Transmission Unit
(MTU); this is controlled by a user definable bundle time-out value which specifies the maximum amount
of time that a data chunk is delayed while waiting on other data chunks with which it can be bundled;
clearly for voice traffic this timeout should be quite low. However, considering the high number of
packets produced by voice calls and the small size of these packets, it is clear that chunk bundling has the
potential to greatly improve overhead efficiency. The advantage of this is that during periods of low
traffic levels SCTP is slightly less efficient, however as traffic levels increase this will allow for higher
levels of chunk bundling thereby making SCTP more overhead efficient.

3.6.4.2 Selective Acknowledgements

SCTP utilises a delayed Selective Acknowledgement (SACK) mechanism which informs the alternate
endpoint of the last successfully received message before any gaps in the received data and any
subsequently received or duplicate messages; these are determined based upon the TSNs of received
frames. This mechanism is used to prevent head of line blocking and to optimise retransmission by only
retransmitting missing messages. These acknowledgements and retransmissions clearly introduce
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additional overhead compared with UDP which has no such mechanisms. As previously discussed,
retransmissions can be controlled utilising the PR-SCTP extension thereby mitigating additional
overhead.

The SCTP implementation guidelines [96] recommend that each receiver should acknowledge at least
every second received packet or within 200ms of receiving a chunk; however this is not a requirement.
The requirement simply states that any implementation must not allow the maximum delay to exceed
500ms. Furthermore, SCTP allows the bundling of control chunks with data chunks, this means that
SACKs can be sent with ongoing data traffic. In the case of voice calls being transmitted via a femtocell,
a voice packet is transmitted in each direction every 20ms. Therefore the number of required packet
transmissions can be minimised as SACK chunks will always be bundled with voice data chunks.
Assuming no packet losses, each SACK chunk is 16 Bytes and using the SCTP guidelines it must be sent
with every second data packet this will introduce an average additional overhead of 8 Bytes per SCTP
message. If the guideline is ignored and only the maximum delay requirement is considered, the
additional overhead on a voice call is negligible at less than one Byte per packet.

3.6.4.3 Heartbeats

Each multi-homed SCTP endpoint must maintain information on the reachability state of each peer
endpoint via all available IP addresses. SCTP achieves this using a keep alive mechanism which involves
periodically transmitting a 12 byte heartbeat chunk to all peer endpoint addresses not currently be used as
the association primary. In response to this heartbeat chunk each endpoint must respond with a 12 byte
heartbeat acknowledgement chunk.

The default periodicity of the heartbeat mechanism is quite high at 30 seconds and therefore adds
negligible additional overhead. However, it is a configurable parameter and can be completely disabled.
For a multi-homed femtocell utilising a mobile radio link it would be more desirable to use PDP context
information rather than rely on the SCTP heartbeat mechanism and as such it may be disabled in such
scenarios.

3.6.5 Conclusion

This work proposed a mechanism to enable multi-homed femtocells by utilising SCTP as the user plane
transport protocol between femtocells and femtocell gateways in place of the current tunnelling protocol
combination of GTP-U/UDP. This work also discussed the key benefits of such an approach and
discussed the trade-off in terms of overhead. It was shown that SCTP’s bundling of data chunks allows
fully amortizing additional overhead, making it even more efficient than GTP-U/UDP in cases of high
traffic loads.

In the following project year, this multi-homed femtocell approach will be studied applied and analysed
in the context of Mobile Femtocells.

3.7 Deployment, Handover and Performance of Networked Femtocells in an
Enterprise LAN

3.7.1 Introduction

This section presents the investigation results on 3G networked femtonodes, deployed in an enterprise
LAN with the objective of study the limitations of the analysed implementations and derive some
conclusions that could of interest in the development and specification of new products or concepts as the
LFGW,as central point of an enterprise networked femtonodes group. Many investigations and
simulations are currently carried out on networked femtonodes solutions but the final assessment, the
selection of the best solutions and the some problems only arise with real world experiences. The
integration of a network of femtonodes in an enterprise LAN is a field quite new, justified by operators’
interest of femtonode deployments in the enterprise.

In this study is assumed that the connection of individual standalone femtonodes to the femtonode
subsystem through individual ADSL routers or ONT fibre connections don’t present major problems, as it
is the usual method of current deployments, and therefore not individual femtonodes test have been
realized.

Conversely to the usual standalone femtonodes, used in residential deployments, it were used enterprise
grade femtonodes, using the enterprise LAN to connect with the femtonode subsystem with additional
features as higher transmission power and the support of handover between the enterprise femtonodes
belonging to the same group, using the enterprise LAN to convey some intergroup handover and
synchronization signalling.
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The investigation were not focused on femtonode as an independent entities features, but rather were
focused on the behaviour of a group of networked femtonodes, inserted in the communications
infrastructure (LAN) of an enterprise, where the femtocells backhaul traffic will have to co-exist with the
enterprise traffic and cannot be expected that the femtocells traffic can be prioritized over the LAN
traffic.

It is important to highlight that as in the case of standalone femtocells the networked femtocells, the
connection to the operator core network is carry out through an intermediate femtocell subsystem, as it is
shown in Figure 3.37.

PSTN Internet
1 J—T
.xl 36 Core Network

Tu-CS —» II4 Tu-PS
@' Femtocell Subsystem

Access IP network

j{ —— Tu-h (tunnelled)
| hf.. [ Il 1 .

_ 1 | W I\ \l i -
{ — > )< il H)—) Networked femtocells
— ~ Enterprise LAN J

Figure 3.37: Networked femtocell deployment setup.

Specifically it was studied:

The LAN configuration changes that are needed to support the femtocell group, keeping in mind that
ideally these changes will have to be minimum and easy to implement by the enterprise network
administrator.

The logical connectivity of the femtonodes to their corresponding femtonode subsystems.
Initial femtonode group radio planning, and radio coverage

Network and radio femtonodes self-configuration.

Mobility, synchronization, and performance

3.7.2 Deployment description

The pilot was deployed in the ground floor of a Telefonica I+D building in C/Don Ramoén de la Cruz 82-
84, in Madrid. Femtonodes from two manufacturers that will be referred as manufacturer A and
manufacturer B were installed in the same locations in order to allow a consistent performance
comparison. Also two femtonodes subsystems (A and B) were used in this pilot to provide service to the
corresponding femtonodes

The femtonodes were connected to TID’s LAN, and connected through a IPSEC tunnel to each respective
femtocell subsystem located in Telefonica’s radio labs in Pozuelo (Madrid). It must be noted that the
enterprise femtonodes pilot was not connected to the general mobile core network that provides service to
Spain’s customers, but to an evaluation core network used for testing purposes and used a different
frequency and PLMN ID that the commercial mobile network, to avoid uncontrolled interactions with real
customers.

Two femtocell subsystems were used; one for each manufacturer, as it is not possible to disclose some
concrete details, next figure shows the generic architecture of a femtocell subsystem and the network
architecture used in this pilot. The generic elements that compose a femtonode subsystem are:
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IP Clock Server, that provides a reference clock for femto synchronization.

Configuration Server (Femtocell Manager), which configures the femtonodes radio parameters.
Femto Manager (Femtocell Home Register).

Femto subnetwork manager, controller of the femtonode subsystem network.

AAA Server (Authentication, Accounting and Authorization Server).

Femto Gateway (Access Gateway).

Figure 3.38 depicts the network architecture of the enterprise femtocell pilot. In this picture the Femto
Manager includes the AAA Server

Configuration Server

Clock server
of femtonodes

Tunneled

' lu-PS
) ( IPSec Tunnel | | } network
5 lu-CS
y Transport IP I 4
Enterprise network SeG
Firewall Femto Gateway
and router S
MSC/VLR

Network of
femtocells

Manager of Femto
subnetwork nodes

Femto
Manager

Enterprise Local

Transport IP network
Area Network

Femtonode Subsystem Mobile network core

Figure 3.38: Network architecture of the enterprise femtocell pilot

Three femtonodes from every vendor were used during the trial. The characteristic of each femtonode are
presented in Table 3-7.

Table 3-7 Femtonode Characteristics

Characteristics Manufacturer
VENDOR A VENDOR B

Simultaneous services 1 CS & 3 PS per user 1 CS & 3 PS per user
Number of users 32 CS and 16 PS 8 CS and 8 PS
HSDPA 7,2 Mbps 7,2 Mbps
HSUPA 1,44 Mbps 1,44 Mbps
Power 20 dBm 20 dBm
Sensitivity -110 dBm -113 dBm

Figure 3.39 shows the basic scheme of the deployment scenario in TID premises, where three femtonodes
per vendor were installed and the coverage overlap area was important.

The total area to cover has been 1,900 m2, and the femtonodes were installed in the upper side of three
pillars, close to the ceiling and beside the enterprise Wi-Fi access points. The installed femtonodes picture
is a low resolution one, in order to not unveil the femtonode manufacturers deployed in the trial.
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Figure 3.40: Two femtonodes and one WiFI access point installed in one of the office’s pillars in
TID premises.

In order to avoid any interference with the macro layer, it was decided to make use of the UMTS carrier
assigned in Telefonica Spain for indoor coverage, i.e. UARFCN 10788. The next table shows the
available radio carriers, and grey highlighted the carrier used in the trial.

UARFCN DL Centre UARFCN UL UL Centre
DL Frequency (MHz) Frequency (MHz)
10788 2157.6 9838 1967.6
10813 2162.6 9863 1972.6
10838 2167.6 9888 1977.6

Regarding the PSC (Primary Scrambling Code) that were used by the femtonodes, they were:
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Vendor A; the femtonodes used PSC’s in the range from 50 to 55. The femtonodes automatically scan the
PSC’s in use and select the one with best signal to noise ratio (Ec/NO).

Vendor B, the femtonodes used PSC’s in the range from 134 to 136. In this case, the femtonodes select
the first PSC from a preloaded list, after detecting if it is not in use by other femtonode of the group.

3.7.3 Femtonodes IP network configuration

In order to connect the femtonodes to the Enterprise LAN, and to ensure its connectivity to the [PSec and
Access gateways of the femtonode subsystems, in Pozuelo labs, through the public IP network, the
following steps were followed:

Request to the network administrator of static local IP addresses for the femtonodes and other femtocell
subnetwork parameters (network mask, broadcast address, subnetwork name, address range, etc)

Configuration of DHCP server, with the mapping of femtonodes MAC addresses with the femtonodes
local IP addresses and the DNS server IP address.

Configuration in the Network Address Translation (NAT) server of the mapping between the femtonodes
local and public IP addresses (static NAT).

Configuration of the IPSec tunnel for the inbound and outbound connection of the networked femtonodes.

Physical installation of the femtonodes including Ethernet cabling needed to connect the femtonodes to
the switch that connect the different building subnetworks.

The network administrator provided the following femtonode subnetwork configuration details::
e  Subnetwork name: Pilot Femto.
e Network: 10.95.87.80 /28
e Range: 10.95.87.81 - 10.95.87.94
e Netmask: 255.255.255.240
e  Broadcast: 10.95.87.95

Once the femtonode has a local IP address, the femotonode is connects with the Configuration and AAA
Servers to be authorized to operate, after a security process that includes the exchanging of security keys.
If the process is successful it is established a femtonode - SeGW IPSeC tunnel. Then the network
administrator must configure access to the public IP network of the femtonodes, through the firewall/edge
router. For this purpose each manufacturer provided the IP address assigned to its SeGW and list of the
types of protocols and ports used in the communication between the femtonodes and the femtonode
subsystems as:

e IKE (Internet Key Exchange) the protocol used to key exchange between the femto and femto
subsystem. IKE use UDP as its transport protocol. Initially IKE goes over UDP port 500
(IKE_SA _INIT), and in a second phase (IKE AUTH) goes over UDP port 4500, because it is
used NAT-T (NAT traversal in the IKE). NAT-T is a method of enabling IPsec-protected IP
datagrams to pass through Network Address
Translation (NAT).

e PSeC. One time the femtocell is authenticated and authorized, the IPSeC tunnel is established
and all the traffic, except the IPClock traffic, is encapsulated.

e NTP, the protocol to transmit the IPClock client-server signals from/to the femto subsystem.
Depending of the manufacturer this traffic was in [PSeC tunnel or outside

3.7.4 Femtonodes authentication and authorization

It was verified that the femtonodes authentication and authorization processes worked properly, when the
femtonodes and the enterprise firewall was configured to share the enterprise IP address and also when
they were using and individual IP address.

The process of authentication and authorization was successful. Figure 3.41 presents the authentication
and IPSeC tunnel creation process.
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IKE (Internet Key Exchange) is the protocol used to set up a security association in [PSeC protocol suite.
IKE consists of two phases: phase 1 (IKE SA INIT) in which is established a secure authenticated
communication channel by using a key exchange algorithm to generate a shared secret key to encrypt
further IKE communications and phase 2 (IKE _AUTH) in which the IKE peers use the secure channel
established in Phase 1 to negotiate Security Associations for IPseC. IPSeC tunnel payload is ESP
(Encapsulating Security Payload)

As we can see the femtonodes, with IP address 10.95.87.85 initiates the tunnel creation with an exchange
of security keys process (IKE_SA INIT). The authentication and authorization process finalized correctly
and the IPSEC tunnel was created.

Source Destination Protocol Info

10.95.87.85 194,224, ISAKMP  IKE_SA_INIT

194.224. 10.95.87.85 ISAKMP  IKE_SA_INIT
10.95.87.85 194.224. ISAKMP  IKE_AUTH

194.224.; ° - 10.95.87.85 ISAKMP  IKE_AUTH

10.95.87.85 194.224. ISAKMP IKE_AUTH

194,224, 10.95.87.85 ISAKMP  IKE_AUTH

10.95.87.85 194,224, ISAKMP  IKE_AUTH

194,224, 10.95.87.85 ISAKMP  IKE_AUTH

10.95.87.85 194,224, ISAKMP  IKE_AUTH

194,224, 10.95.87.85 ISAKMP  IKE_AUTH

10.95.87.85 194.224.° 70 "7 ISAKMP  IKE_AUTH

194,224.: 10.95.87.85 ISAKMP  IKE_AUTH

10.95.87.85 194,224, ISAKMP  IKE_AUTH

194.224.: 10.95.87.85 ISAKMP  IKE_AUTH

10.95.87.85 194.224. ESP ESP (SPI=0x0031d749)
10.95.87.85 194.224. ESP ESP (SPI=0x0031d749)
194.224.: 10.95.87.85 ESP ESP (SPI=0xfbB03b37)

Figure 3.41: Key exchange and IPSeC tunnel establishment between the femtocell and the femtocell
subsystem

Figure 3.42 depicts the certificate based mutual authentication between the femtonode and the femtonode
subsystem. Initially the femtonode contact with the AAA server, through the SeGW, which in turn
accesses the HSS that is where the authentication data is stored. Once the AAA server finds that the
femto-node is authorized for operation, it completes the process and establishes the IPSec tunnel. The
HSS, in other parts of this document is called Configuration Server of femtonodes.

‘ UE | | Hems ] SeGW | Asasener | HSS
|

‘ 1. secure boot and device integrity

2. IKE_SA_INIT request
HDR, SA, KE, Ni >

3. IKE_SA_INIT response
l———— HDR, SA KE, Nr, CERTREQ,
N(MULTIPLE_AUTH_SUPPORTED)
4. IKE_AUTH request
HDR, SK{IDi, IDr, CERT, CERTREQ, AUTH,
———  CP(CFG_REQUEST)SA,TSi, TSr, ——m»]
N(MULTIPLE_AUTH_SUPPORTED),
N(ANOTHER_AUTH_FOLLOWS)}

5. Verify He)NB's certificate

6. IKE_AUTH response
e ——
HDR SK{IDr, AUTH, CERT}

‘ 7. Verify SGW's certificate

8. IKE_AUTH request o A N
HDR, SK{IDi=NAI[, 1D/ > - AccessRequest
¢ i (EAP-Response/identity(NAD) >

11. Access-Challenge
12. IKE_AUTH response [« [EAP-RequesfAKAChallenge l— 10. AV retrieval if needed—pm]
%} DR SK({EAP-RequesiAKAChallenge (RAND, AUTN)} (RAND, AUTN)

‘ 13. Verify AKA parameters

14, IKE_AUTH request

HDR SK{EAP-Response/AKA-Challenge (RES) > 15. Access-Request

[EAP-Response/AKA-Challengg———»|
(RES)

16. Access-Accept
“ (MSK, [TiA] EAP-Success]

17. AUTH payload is calculated by
key material

18. IKE_AUTH response

lg—
HER SK{EAP-Success}

19. Verify AKA parameters

20. IKE_AUTH request
HDR SK{AUTH} >

21 IKE-AUTH response

- HDR SK{AUTH, CP(CFG_REPLY), SA, TSi, TS}

‘ 22. Delete old IKE SA ‘

Figure 3.42: Authentication and authorization based on EAP-AKA, before the creation of the IPSec
tunnel (3GPP TS 33.320)
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3.7.5 1P connectivity between the femtonodes and the femtonode subsystem

Two options were considered to connect the group of femtonodes to Internet, femtonodes sharing the
enterprise public IP address (dynamic NAT) and femtonodes using an individual IP public address
(static NAT). The first option was the preferred, because is the usual enterprise policy for management
and cost reason. Initially it were analysed the connectivity of one femtonode of each manufacturer and it
was validated (only the individual IP addressed method worked properly at the end) it were carried out
the group of femtonodes test (e.g. handover).

3.7.5.1 Femtonodes Sharing the Enterprise Public IP Address

As it was said before, this was the initial preferred option to connect the group of femtonodes to the
femtonode subsystem. This approach was implemented in the enterprise firewall using Hide NAT.

With Hide NAT, multiple femtonodes can access the Internet sharing the same public IP address, so that
the firewall uses dynamically assigned port numbers to different connections, corresponding to each
internal host. When a packet from the internal network try to reach Internet, the firewall intercepts it and
modifies the source IP and port. The internal source IP is replaced by the public IP (usually shared for all
enterprise traffic) and source port is changed to a dynamically allocated port to uniquely identify the
connection. The port allocation is dynamic and deleted where a timer expires. The relationship between
the dynamically assigned port and internal IP is stored in the dynamic firewall state tables, so that when a
response packet arrives, the firewall uses the destination port to determine which connection is for the
package and adjust the port and the destination IP properly.

Establishing a many to one relationship between the private IP and public IP behind which "hide", which
allows internal hosts to establish connections with external servers but cannot make connections to the
contrary. On the other hand, the dynamic NAT cannot be used with protocols that require that does not
change the port number or required to distinguish between internal hosts based on IP address. Hide NAT
present the advantage that only one public address is needed.

To verify the connectivity femtonode — femtonode subsystem, once the femtonodes were authenticated,
the femtonode subsystem was configured to send PINGs (ICMP packets) to one femtonode of each
manufacturer, using static NAT. The results of these initial tests were:

For the femtonode A. It was observed that packet loss exceeds 10%.

For the femtonode B. Also, there were packet losses, but in this case it was not possible to maintain
communication for more than 5 minutes, by IPSeC tunnel drops. IPSeC tunnel automatically restarted
process after this period.

After analyse traffic traces under the supervision of the network administrator, responsible of the
enterprise network configuration, it were reached the following conclusion:

Femtonode subsystem A

By the default the externally originated traffic is blocked by the firewall, but when communication is
established between an internal source and an external destination, it is created a temporal response
channel that allows accept answer / acknowledgment packets automatically, without having to configure a
firewall rule to accept external data sources. This feature is configured with the functionality "Accept
UDP replies", with the parameter "UDP Virtual Session Timeout" that determine the amount of time a
UDP response channel can remain open, which by default is set to 40 seconds. Then the response channel
(direction SeGW-femtonode) is closed every time expires "UDP Virtual Session Timeout" (in our case
every 40 seconds). Conversely, in the case of TCP packets, the response channel (direction SeGW-
femtonode), is keep open to allow bidirectional traffic.

When an outbound packet was sent by a femtonode (e.g. a keep alive packet used by the IPSeC
connection), the firewall accepted external packets from the destination direction during 40s, but after the
external packets blocked (e.g. from the femtonode subsystem), until another internal packet was issued by
the femtonode to the femtonode subsystem. This supposes that some femtonodes incoming
communication can be blocked. This did not affect to the process of key exchange and authentication
because is a highly bidirectional traffic and initiated by the femtonode.

It was enabled the external access for traffic from the SeGW (UDP/4500), but it was found that was not
working properly, because after the "UDP Virtual Session Timeout" the firewall state table is deleted,
being the firewall unable to identify the internal host to which it should delivered the incoming packet,
returning to the source an ICMP message type "Time-to-live-expired". This solution supposes some
security concerns, because it is opened continuously a port to enter in the company LAN.
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Femonode subsystem B

In addition to the 10% of packet losses, like the femtonodes system A, every Smin the IPSeC tunnel that
connected the femtonodes and femtonodes subsystem B dropped. This was motivated because the SeGW
belonging to femtonode subsystem B, always sent the packets to the port (and public IP address) where
the initial femtonode initiated the communications with the SeGW. When the NAT dynamically change
the output port of femtonodes output traffic, the SeGW do not recognized the change and continued to
send traffic to the original port, as the femtonodes did not answered, it occasioned the IPSeC tunnel
dropping. After a time-out, the femtonode B restarted the process to establish a new IPSeC tunnel with
the SeGW, recovering the communications with the femtonodes subsystem. The SeGW of the femtonodes
subsystem A did not experienced this problem, because it was able to follow the changes of the
femtonode ports in their outbound messages using the IPSeC consecutive sequence numbers.

To solve this issue, there are two suboptimal possibilities:

e Ensure traffic generation outbound direction (femtonode-> SeGW) more frequently than the
"UDP Virtual Session Timeout". It supposes to increase traffic load.

e TCP instead of UDP in the connection between femtonodes and its SEGW. But this supposes
more protocol surcharge.

3.7.5.2 Femtonodes with dedicated Public IP Address

Due to the problems found to implement dynamic NAT it was implemented static NAT, even when this
solution could be difficult to be implemented in enterprise LAN, because each femtonode needs a public
IP address.

Static NAT. Static NAT establishes a direct relationship between the femtonode internal IP address and its
external and public IP address. Because of this relationship one to one, a public IP is required for each
node that accesses the Internet with static NAT. This translation allows for connections to internal nodes
through their public IP, when the necessary permissions are enabled. The correspondence between
privates and publics IP addresses are stored in the firewall static state tables.

In the case of the femtonodes IPSeC connections, it was observed that IKE and ESP, is encapsulated over
UDP with source and destination port 4500. When applying static NAT the packets internal IPs addresses
are changed by the external ones and vice versa in response packets. The ports are not changed, as the
case of Hide NAT.

The protocol ports were the same that in the case of sharing IP address.

Conversely to the case of sharing IP address there were not packet losses problems because the
communication channel never expire.

3.7.6 Coverage simulation

It was estimated the femtonodes coverage by simulations in the deployment scenario, using an internal
simulation tool, that takes into account the materials used in the simulation scenarios (walls thickness and
composition, crystal windows, etc ). In deployment it was used a fix pilot transmission power (CPICH) of
10 dBm (10 mW) and a maximum power of 20 dBm (100 mW), these data also were used in the
simulations.

Figure 3.43 presents the simulation results. The coverage is quite good with few zones in blue (poor
coverage) and those zones correspond to a courtyard and auxiliary rooms, separated by thick walls from
the working zone.
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Figure 3.43: Estimation of femtonodes coverage

The power radiated by the femtonodes can be adjusted by the operator through a change in the
femtonodes profile, in the Femtonodes Configuration Server.

3.7.7 Mobility between networked femtonodes

Mobility tests were conducted between the three test femtonodes, isolated from the 3G macrocell
commercial network, for this purpose it was used a PLMID and frequency (DL UARFCN 10788)
different of the macrocells. It was tested voice call handovers (CS handover), because only one of the
femtonodes supported packet data handover (PS handover).

The tests for checking handovers between femtocells were done using an engineering phone equipped
with a SIM card for the PLMID used in trials, calling a voice server which delivered a continuous sound
and going through the femtocell group (F_3, F 2 and F_1). The engineering phone provided information
on the serving, the monitored, and the detected cells and also on possible call interruptions and call drops
during the handovers. The test was repeated by initiating the call in each of the positions shown in Figure
3.43, where we can observe the overlapping areas between femtonodes.

The transfer between femtonodes is based on measurements performed by the mobile on both, the serving
femtocell and as the neighbours. The handover is triggered when the signal quality of the femtocell
neighbour is better than the current service with a certain hysteresis value.

The handover between femtonodes is not performed by the core mobile network, it is carried out by the
subsystem of femtonodes. The control and user plane is switched from the source to the target femtonode
by the Femto Gateway (see Figure 3.38). In both cases, the PDP context of the user equipment is
maintained in the SGSN and is restored when the terminal is camping on another cell when the transfer of
voice (CS) is completed

The two femtonodes systems were configured in a different way. Femtonodes A were configured to use
hard handover and femtonodes B used soft handover.

3.7.7.1 Configuration of networked femtocell groups

The two femtonodes systems used a different way of creating the group of networked femtonodes, among
those will took place handovers. The femtonodes A system approach was based on the realization of
initial and periodical scanners (typically every 12 - 24 hours) to detect neighbours femtonodes using the
same frequency and PLMID. In the system of femtonodes B, femtonodes which constituted the group,
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should be registered in the management system, and this information is communicated to each
femtonodes of the group, in order to be included automatically in the list of neighbouring femtonodes.

In both cases (femtonodes B and A) the individual femtonodes carry out an initial scanning to choose the
best scrambling code, not in use by neighbouring femtonodes, the difference is on the way in which each
femtonode creates the list the neighbouring femtonodes. The approach of the femtonode group A is
totally based on scanning results and option B is based on the O&M configuration data.

3.7.7.2 Handover between femtonodes belonging to the femtonodes subsystem A

The first step was to configure the femtonode cluster, using the femtocell configuration server, configured
with the frequency and the list of the possible scrambling codes that the femtonodes choose in the initial
scanning.

In the test conducted with the femtocell system A, it was observed that the handover of calls from the
femtocell F_2 to the femtocell F_1 consistently failed. Figure 3.44 shows the scrambling codes (PSCs)
transmitted in the BCH channel and PSCs detected by engineering the telephone in the vicinity of each
femto node. Femtonode the F_2, did not detected F_1 as neighbour, not being broadcasted F 1 by F 2
and therefore not been taken as femtonode target by the engineering phone when handover, losing the call
when was approaching to F1. However, the call initiated in the F_1 femtonode is transferred to F 2,
because F_1 was transmitting correctly all neighbouring femtonodes. By repeating the tests sometimes
F_2 detected correctly all the other femtonodes as neighbours, depending on radio channel conditions.

It should be highlight that femtocells F 3 and F 1 were nearly in line of sight, and F_2 was not in line of

sight respect F 3 and F 1.

PSC: 134
i =d
E 5 (serving) - 134
3 iaegng) Sl M (monitorized) - 136
M (monitorized) - 136 M (monitorized) - 135

M (monitorized) - 134

S (serving) - 136
M (monitorized) - 135

v

Figure 3.44: Scrambling codes broadcasted by the femtonodes belonging to subsystem A

Figure 3.45 shows the Wireshark traces corresponding to handover failure when the mobile was moving
between F 2, F 3 and F_1. When the mobile was moving from F 2 to F 1 the call dropped. We can see
how the femtocell F_3 to transferred briefly the call to F_2, because it was the only one in its list of
neighbours, but because the mobile moves out of radio coverage of both femtonodes and did not try to
connect with F_1, the call dropped. After the call drop, it was initiated a new call, that was processed by
F1 and it was carry out a handover from F1 to F_2 without problem.

The femtonodes were restarted to force the creation of a new the list of neighbours in each femtonode,
based on the scanning results, and sometimes F1 was included in F_2 list of neighbours, and in this case
there were not handover problems with F1.
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Figure 3.45: Call drop during a handover among F_2 and F_1 using self-scanning of eibur
femtonode to create the femtonode neighbouring list and hard handover

We can extract the conclusion that the creation of group of networked femtonodes, based on scanning of
neighbours is a highly adaptive technique that can automatically add or remove neighbour femtocells, but
present the inconvenience that in the moment to proceed the scanning of a neighbour femtocell, its signal
is temporally hidden or interfered, it will be not included in the neighbour list, and therefore handover to
this femtocell will be not possible.

Regarding to the hard handover used by femtonodes, it was noticed a small communication interruption
just in the moment of call transfer between femtonodes.

3.7.7.3 Handover between femtonodes belonging to the femtonodes subsystem B

Like the femotonodes subsystem A, the first step was to configure the femtonode cluster, using the
femtocell configuration server, configured radio parameters as; frequency the list of the possible
scrambling codes that the femtonodes choose in the initial scanning, Cell ID and RNC ID

In all the femotonode subsystem B handover tests were performed without problems during handover
when a voice call was transferred from a femtonode to another, even without appreciating the small
interruption in the continuous beep in the phone used in this test. This was due to in the femtonode
subsystem B was configured to use soft handover that translate in a seamless handover. However, in some
cases it was observed that communication, as a result of the transfer, was degraded to the point that was
left to hear the beep and all I heard was a continuous noise.

Figure 3.46 shows schematically the soft handover procedure in the femtonode subsystem B. The user
terminal sends regularly measurements reports to serving femtonode of both the serving femtonode
(Femto-1) and also of the neighbouring femtonodes (Femto-2) included in the list of neighbouring
femtonodes. When the RSCP measurement of the serving femtocell is below a certain threshold, the
serving femtocells communicates to the terminal that it will also receive data from the neighbour
femtocell with a better signal to noise ratio (Femto-2).

At the time of soft handover, the terminal receives data simultaneously Femto-1 and Femto-2. Data for
Femto-2 is provided by Femto-1 via the LAN to which are connected the group femtonodos (similar to
the Iur interface, between the RNCs in UMTS). It is important to highlight that, the subsystem sends to
each femtonode a table with the local IP address of each femtonode of the same group.

Once the target femtocell definitely takes over the call, the data flow from the Femto Gateway (similar to
an Iuh interface) is switched from the Femto-1 to Femto2.
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Figure 3.46: Sof handover procedure in femtocells

In all the femotonode subsystem B handover tests were performed without problems, it was not
appreciated any interruption in the continuous beep during handover, when a voice call is transferred
from one femtonode to another. This was due to in the femtonode subsystem B was configured to use soft
handover, which translate in a seamless handover.

Figure 3.47 shows the correct operation of the smooth transfer reflected in the trace captured by
Wireshark for a voice call initiated in the femto cell F_2 (central position of the pilot deployment).
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Figure 3.47: Handover between femtocells using neighbouring list creation using O&M subsystem
and soft handover

Page 126 (183)



B@Fem D5.2 Version 1.0

3.7.7.4 Conclusions

Networked femtonodes and femtonode subsystem IP connectivity

Two options were considered to connect the group of femtonodes to Internet, femtonodes sharing the
enterprise public IP address (dynamic NAT) and femtonodes using an individual IP public address
(static NAT). The first option was the preferred, because is the usual enterprise policy for management
and cost reason

Sharing the Public IP Address. It was not possible to connect the femtocell subnetwork to the
femtocell subnetwork sharing the public IP address of the enterprise LAN (dynamic NAT with
port translation). With this approach it was created the IPSeC tunnel without problems, but there
were packet losses when the IPSeC tunnel closed in direction (SeGW - femtonode) when the
firewall timer “UDP Virtual Session Timeout" expired and there were not traffic from the
femtonode to the SeGW.

Dedicated Public IP Address. With femtonodes with dedicated Public IP Address there were not
packet losses between the femtonodes and the SeGW.

Authentication, authorization and IPSeC tunnel creation

It was configured the enterprise firewal/NAT for the connection with the femtonodes
subsystem. There were no problems on the femtonodes authentication and authorization and
creation of IPSeC tunnel processes, because the associated signalization is highly bidirectional,
and therefore it is not affected by the expirations of timers.

Creation of networked femtonodes group and handover

Two approaches have been analysed on the creation of the networked femtonodes group. The
first one based on the individual scanning of networked femtocells and the second one is based is
based on the O&M subsystem configuration. The result has been that the option based on self
scanning can fail due to shadowing, interference or noise in the moment in which it is carried out
the scanning and the second one in which the femtonode neighbouring list is communicate by
the O&M subsystem provide more stable and predictable results, without possible handover
failures, but present the drawback of lack of flexibility due to manual configuration. An hybrid
solution in which new femtonodes could be automatically added looks to be an optimal solution.
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4. Network Management

4.1 Distributed Fault Diagnosis
4.1.1 Introduction

Fault Diagnosis in BeFEMTO focuses on the enterprise networked femtocells scenario and is designed as
a distributed framework that allows local management capabilities inside the femtocell network. In order
to implement this distributed framework, a multi-agent approach is followed. Fault diagnosis is therefore
cooperatively conducted by a set of cooperation agents distributed in different domains which share their
knowledge about network status.

In particular, Fault Diagnosis will target the diagnosis of problems related to the use of video services
while being under the coverage of an enterprise femtocell network.

Diagnosis knowledge in BeFEMTO is modelled as a Bayesian Network (BN) which relates causes and
symptoms by means of probabilities. This approach is well suited to deal with uncertainty and lack of full
status information. Furthermore, diagnosis knowledge can be split up and appropriately distributed to the
different domains involved.

DS5.1 described this approach and the work progress made until end of 2011. In this document a more
detailed description of the diagnosis framework is provided.

4.1.2 Architecture overview
In BeFEMTO there will be different types of agents which are briefly described below:

Interface agents: These agents serve as the interface with other BeFEMTO components and external
applications (such as a video client). Upon receipt of Service Error events, they request a diagnosis agent
to start the corresponding diagnostic process. They are also in charge of propagating the resulting report
to other BeFEMTO components, external applications and to a storage agent located in the LFGW.

Diagnosis agents: They receive diagnosis requests, together with observations made for the diagnosis. A
diagnosis agent will create its own BN and fill it with the evidences it has for a given request and the
related evidences it may have in its cache. It will then infer the new probabilities and try to come up with
the cause of the problem. If it needs further evidences to make a conclusion, it may request further
observations/evidences to Observation Agents. In addition to observations, they may also request for
beliefs on a particular Bayesian node state to a Belief Agent.

Observation agents: They provide observations by performing specific tests upon request. Each
Observation Agent will be specialised in a certain type of tests.

Belief agents: They provide a belief on a certain node state. Like the diagnosis agents, they also have their
own BN and make Bayesian inference to obtain the requested belief. The main difference with diagnosis
agents is that they just provide the belief of the state of a particular node, rather than providing a whole
diagnosis report.

Knowledge agent: The knowledge agent is in charge of distributing diagnosis knowledge to all interested
agents and performing Self Learning by processing the results of past diagnoses. Note Self Learning
capabilities will be implemented in future iterations.

Storage agent: This agent is in charge of storing diagnosis reports in a central repository to allow for self-
learning.

Besides the agents previously mention, the BeFEMTO Fault Diagnosis functionality provides:

A web interface to view all diagnosis reports performed in BeFEMTO, as well as to manually validate
them.

A common repository database where all diagnosis reports will be stored, as well as relevant information
about their validation.

In order to implement the multi-agent diagnosis system introduced in the previous sections, the
WADE/JADE multi-agent architecture will be used. This agent platform can be distributed across
machines (which not even need to share the same OS). JADE is FIPA compliant and it is completely
implemented in Java language. The minimal system requirement is the version 1.4 of JAVA (the run time
environment or the JDK). WADE environment runs on top of JADE and provides important mechanisms
to manage the deployment of the system agents.
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In BeFEMTO, most JADE agents will be located in the LFGW, and may run on top of OSGi to ease
deployment (this is no still finally decided). To do so, the JADE-OSGi bundle provided by JADE, which
creates a JADE container on top of OSGi, should be installed. Then, other bundles can be used to start/kill
agents within the JADE container. Another option would be to deploy agents as a WADE application to
take advantage of the advance features provided by WADE but, in this case, there would be no support
for OSGI.

4.1.3 Fault Diagnosis processes

4.1.3.1 Discovery process

The JADE platform offers a Directory Facilitator (DF) agent where agents register the services that they
offer. Then, any agent wishing to discover other agents can interrogate the DF agent. Therefore,
diagnosis, observation, belief and knowledge agents in BeFEMTO have to publish their services in the
DF. Upon start-up, these agents register to the DF indicating the particular Enterprise Network they
belong to.

Diagnosis agents publish the diagnosis service offered; observation agents publish the observation service
provided together with all the possible observations and their cost. Finally, belief agents publish the belief
service provided together with the belief node name they can obtain and its cost.

4.1.3.2 Diagnosis process

Fault Diagnosis is designed as a recursive algorithm. BEFEMTO will iteratively perform Bayesian
inference with available information until it reaches a given predefined confidence level. Otherwise, it
tries to gather additional information by performing tests. From all the set of possible tests that can be
performed, the one with the largest difference between value and cost is chosen first. The value and cost
parameters are described below:

Value of the test: A test has a large value if its result implies a significant increase in the confidence of the
diagnosis. The value of a given test may change depend on the scenario at hand.

Cost of the test: It represents the cost in terms of resources used, time consumed to perform such a test,
price, etc.

The steps of the diagnosis process are as follows:
1) It adds to the BN all stored observations related to it.

2) It performs Bayesian inference

3) It checks if the confidence in the diagnosis is high enough. If so, it stops the diagnosis. Otherwise it
goes to 4.

4) It selects the most appropriate action (test, request observation or request belief). Depending on the
action to be done:

If the given action is to perform a test, it performs it and returns to 1.

If the given action is to request an observation, it sends the request, and waits a maximum for an
answer. When receiving a proper answer, it goes to 5

If the given action is to request a belief, it sends the request, and waits a maximum time for an
answer. When receiving a proper answer, it goes to 5

5) It waits for an answer. When receiving one, it evaluates the response to continue the diagnosis,
going to 1 again.

6) If no more actions are found, it finishes the diagnosis procedure. This can happen because it cannot
get more evidences or beliefs, or because the time to perform the diagnosis has been exceeded.

4.1.3.3 Self-learning process

Since service operators usually have deep knowledge of the problem domain, they should initially define
the structure and Conditional Probability Tables of the BN used to diagnose each service. However, an
important challenge for fault diagnosis is being able to improve its diagnostic intelligence over time and
to automatically adapt it to the particularities of each Enterprise Femtocell Network deployment.

Therefore, self-learning capabilities have been incorporated to the Fault Diagnosis functionality. For that
purpose, diagnosis information is stored in a repository and is further processed in order to train the BN.
This training requires diagnosis results to be validated, indicating whether they were right or wrong.
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Although the ideal solution would be to somehow automatically validate diagnosis results, manual
validation is assumed for the time being.

4.1.4 Fault diagnosis database design

The following figure depicts the relational diagram for the design of the database used to store and
validate diagnosis operations.

"] kow_operation_validation v " | kow_operation_observation v
operation_id BIGINT(20) = % operation_id BIGINT(20)
k oper. v
diagnosis_result ENUM(...) 1 NS pepation /_ observation_type YARCHAR(128)

operation_id BIGINT(20) —1|
scene_id YARCHAR(20)
scene_version VARCHAR( 20)
timestamp_start TIMESTAMP

»real_cause VARCHAR(256) observation_value Y ARCHAR(256)
timestamp TIMESTAMP

additional_info LONGTEXT

] kow_operation_parameter ¥ timestamp_end TIMESTAMP
operation_id BIGINT(20) Ly » operation_status ENUM(...)
parameter_type YARCHAR(128) | kow_operation_belief v
parameter_vaue VARCHAR(256) o I operation_id BIGINT (20)

belief_type VARCHAR(128)
belief_vdue ¥ ARCHAR(256)
belief_probability DECIMAL(10,9)

| kow_operation_error ¥
operation_id BIGINT(20) =
error_source ¥ ARCHAR( 128)
error_details LONGTEXT
level ENUM(...)
timestamp TIMESTAMP

Figure 4.1: Fault diagnosis database tables.

Following is an explanation of each of the tables used:
kow_operation: Allows storing diagnosis operations. Only general information is stored here.
operation_id: The diagnosis operation identifier.

scene_id: The identifier of the scene associated to the operation. In general, a scene is the same
as a BN.

scene_version: The version of the associated scene.
timestamp_start: Timestamp that marks the start of the operation.
timestamp_end: Timestamp that marks the end of the operation.

operation_status: The status of the diagnosis (‘terminated', 'terminated with_critical error',
'terminated_with_warning', 'in progress')

kow_operation_belief: Allows storing the beliefs involved in one operation.
operation_id: The diagnosis operation identifier

belief type: The typename of the belief. In a BN, the name of a belief node (e.g.
ProviderHANCongestion).

belief value: The logical value of the belief.. This attribute is part of the PK because all possible
belief values are to be stored, each one with its associated probability.

belief probability: The probability associated to the belief value (e.g. 0.8596575). Min value =
0.0; Max value = 1.0

kow_operation_observation: Allows storing the observations involved in one operation.
operation_id: The diagnosis operation identifier
observation_type: The type/name of the observation. In a BN, the name of an observation node.
observation_value: The value of the observation..
timestamp: Timestamp that marks when the observation was taken.

additional info: Any additional information that we may want to store.
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kow_operation_validation: Allows storing if a diagnosis operation has been validated. If it has been
validated, the diagnosis result (correct or incorrect) is stored. If the diagnosis result was incorrect, the real
cause of error can be stored.

operation_id: The diagnosis operation identifier

diagnosis_result: The result of the diagnosis operation (null, 'correct' or 'incorrect'). A null value
means that the operation has not been validated yet.

real_cause: If the diagnosis result is 'incorrect', the real cause of the problem can be stored here.

kow_operation_parameter: Allows storing operation parameters. A possible parameter type is
" AlternativeOperationID".

operation_id: The diagnosis operation identifier
parameter_type: The type/name of the parameter (e.g. AlternativeOperationID).
parameter value: The value of the parameter.

kow_operation_error: Allows storing information about errors occurred when performing a diagnosis
operation.

id_operation: The diagnosis operation identifier

error_source: The source of the error. Maybe the name of the agent where the error occurred.
error_details: The details of the error.

level: The level of criticism of the error (critical and warning).

timestamp: Timestamp that marks when the error occurred.

4.1.5 Information model: BEFEMTO Fault Diagnosis Ontology

BEFEMTO Fault Diagnosis Ontology (BEFEMTO_FDO) is the basis for agent communications. Agents
communicate between them using ACL Messages. The content of these messages can be free text or any
kind of serialization of structured data as text. For simple communications, it is possible to define an easy
convention so that agents can understand each other. For complex messages, it is more convenient to set
up structured data formats and a mechanism to marshall and unmarshall these messages from Java code:
FIPA-SL, XSD/XML, RDF/N3, etc.

The Jade platform provides a mechanism to define this structured data as Java classes and an interface to
serialize/de-serialize these objects into FIPA-SL language. It is possible to code Jade ontologies in Java.
However, it is a messy task so BEFEMTO_FDO has been defined using the Protégé and Ontology Bean
Generator tools.

BEFEMTO_ FDO defines three groups of classes in order to represent bayesian knowledge, information
about current operations and information about the actions that agents perform. These classes are
described in the next subsections.

4.1.5.1 Bayesian Knowledge Classes

BEFEMTO agents must have knowledge about what evidences can be acquired, which hypothesis can be
achieved, and their dependencies in terms of conditional probabilities. This knowledge is, in fact,
equivalent to the definition of a BN. Since different scenarios must define different BNs, fault diagnosis
ontology only defines general terms about the structure of the Bayesian knowledge and the specific
hypothesis, evidences, and probabilities are defined as instances in this ontology.

The following classes are defined:

BNKnowledge: a container to store information related a specific BN that will be used by an agent with
diagnosis capabilities. Besides the different components of a BN (hypothesis nodes, observation nodes,
Conditional Probability Tables, etc), it includes information about the BN name (or scenario), and
version. This name and version will be used within the knowledge update mechanism. Also, if the agent
using this container is a diagnosis agent, it will publish its capacity to diagnose that scenario in the DF.

ObservationNode: the class of all the types of evidences that can be obtained by an agent. It includes
information about all possible values, the time during which an observation of this type is still valid, the
cost of obtaining this kind of observations and the information that it is required in order to carry out this
observation.
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HypothesisNode: the class of all the possible diagnostics for a given scenario. It includes information
about their types and their possible values. It may be related to several Thresholds.

Thresholds: the class of all the thresholds that can apply to a particular value of a given hypothesis.
CPTNode: instances are the conditional probabilities of each node (hypothesis or observer).

Bridgenode: a class that defines auxiliary observation nodes just are used to exchange beliefs between
agents as opposed to change concrete evidences.

Agent: is the class of all the types of agents that exist, and include information about what kind of actions
they can perform.

BMKnowledge

cPT [ Chss* | CPTable

bridge I Instance* | BridgeMode

hypothesis Class* ‘ HypothesisMode

agent Class* I Agent

observationNode I Instance® | ObservationNode
- '/.‘/
i [
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~ 4
e o ObservationNode
~ enl
CPTable - g - - HypothesisNode locationConstramt [ String
ru:_uestsObsmtwnlStmg‘ — — —
parent | Class* | CPTable Stas | String validityTimeout | Integer
- % requestsDiagnosis | Boolean -
D | String parent* . Ten prwmr possibleStatus Type | String bridge* | possibleResult Type | String
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- requestsBelief String* - -
vaue | String® : : threshold [ Class* | Threshold posibleResult | String*
isAgentType String
threshold* /a
Threshold

Bridgellode
bridgeLink | String

onPropertyValue | String
thresholdVaiue | Float

Figure 4.2: Bayesian Knowledge Classes Diagram.
All agents with diagnosis capabilities (diagnosis and belief agents) create upon start up an instance of the
BNKnowledge with the BN that models their view of the problem to be diagnosed.
4.1.5.2 Operational Classes

The operational classes represent all the information that agents use and share regarding a specific
diagnosis process or operation. All the information that is gathered or deduced is aggregated with these
classes. The following classes are defined:

Operation: aggregates all the information related to an operation. It includes basic information for the
operation (identifier, timestamp, etc.) together with specific parameters, observations, found errors, etc.

Observation: the class of all the evidences that can be created by the agents. Their type and value
corresponds to one of the possible values defined by an observer. They also include the timestamp of the
evidence and a free text details field.

BeliefProbability: represents the certainty of an hypothesis value to be true.
Belief: aggregates the probabilities of all possible values of an hypothesis.
OperationParameter: its instances are pairs of parameter name & value gathered for this operation.

OperationError: its instances are created whenever an error occurs during the diagnosis process.
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Figure 4.3: Operational Classes Diagram.

4.1.5.3 Action Classes

In Jade ontologies mechanisms, only classes that inherit from ContentElement can be serialized into
FIPA-SL: AgentAction, IRE and Predicate. In BEFEMTO_FDO, some actions have been defined so that
agents can request and inform other agents about different things.

The main actions, related to the diagnosis procedure, are:

RequestObservation. This action allows an agent to request an observation to another agent.
RequestDiagnosis. This action allows an agent to request a diagnosis to another agent.

RequestBelief: This action allows an agent to request a belief to another agent.

InformObservation. This action allows an agent to send the results of one or more observations.
InformDiagnosis. This action allows an agent to send the result of a diagnosis to another one.
InformBelief. This action allows an agent to send the result of a belief it has about the: state of a particular

node.

Next figure shows the class diagram for the previous actions.
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Also, the BeFEMTO Fault Diagnosis ontology defines actions related to the distribution of the BN
knowledge:

StoreDiagnosis. This action allows an agent to request storing in a shared repository all the information
related to a given diagnostic operation.

DistributeKnowledge. This action is used to send the Bayesian knowledge for a given scenario to another
agent.

AgentAction

DistributeKnowledge

knowledgefgent | Class | AID

newKnowledge | Class | BNKnowledge
1

|

StoreDiagnosis

operation | Class [ Operation
T
|

|||Dpc:ratmn gew}(fnowledge
i
Operation BNKnowledge
operationD | String CPT | Clss* |  CPTable
errors { Instance® | OperationError bridge I Instance* I BridgeNode
operationStatus String hypothesis Class* I HypothesisNode
start TimeStamp String agent Class™* l Agent
observation llnstance"‘ l Observation observationNode l Instance* | ObservationNode

Figure 4.5: Class diagram for actions related to knowledge distribution.

4.1.6 Communication between agents

BeFEMTO agents communicate using the ontology previously described. Each message is composed of
two parameters:

e Action: It describes the type of action carried in the message. It can be any of the Actions defined
previously (RequestDiagnosis, RequestBelief, RequestObservation, InformDiagnosis, ...)

e Operation: All operations contain an Operationld used to correlate answers with requests. The extra
information carried within the operation depends on the type of Action.

The following figure shows a generic message flow triggered by an Interface Agent upon receipt of a
ServiceErrorEvent. The agent delegates the diagnosis to a diagnosis agent via a RequestDiagnosis action.
The diagnosis agent may request observations to observations agents, or even beliefs to a belief agent. A
belief agent could also request observations from other observation agents. The flow diagram just shows
the main parameters contained within the operation part of the message.
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Figure 4.6: Message flow for Fault Diagnosis.

4.1.7 Bayesian Network modelling

The diagnosis functionality uses Bayesian inference to come up with the most probable cause of error.
Therefore, a BN has to be defined, modelling the relationship between the evidence that can be obtained
and the different hypothesis.

The main source of information for the diagnostic process identified so far as are follows:
Status information provided by the femtonodes via management interfaces.
Status information provided by the Tuh-tap component

Test agents developed to provide specific information such as connectivity status between different
network domains.

4.1.8 Interfaces with other components

The Fault Diagnosis will mainly interface with the actual femtonodes in the Enterprise Network and with
the Iuh-tap component sitting in the LFGW. Although the actual specification of these interfaces is not
finished, the initial thinking is to base it on the use of asynchronous notifications. Thus Fault Diagnosis
would subscribe to a set of relevant status events and would in turn publish the result of each diagnostic
process so all subscribed components will be properly notified.

In particular Fault Diagnosis will subscribe to Service Error Problems detected by BeFEMTO that will act
as trigger of the diagnostic process. Service Error Events must convey the type of error and other specific
information about the detected problem.

The Diagnosis Report Event published by Fault Diagnosis must contain all information received in the
ServiceErrorEvent that triggered the diagnosis process plus all observations gathered by fault diagnosis
and a list of beliefs showing the root causes that exceeds a configured threshold, together with their
probabilities. For each belief, both the beliefType (and name of the hypothesis of the root cause of the
error), the beliefValue (or name of the state of that belief) and the associated probability will be provided.

4.1.9 User interface

The results of the diagnosis process are stored in a Data Base installed in the LFGW server. To allow
LFGW operators accessing information about past diagnoses, a graphical user interface has been
implemented which provides the following capabilities:

Query diagnosis results. It lists the diagnosis information stored, filtered according to a set of parameters
introduced by the user. Only the main parameters of each diagnosis result are shown.
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Show diagnosis details. It provides all relevant information related to a given diagnosis result. For
instance, all the evidences used in the diagnosis process, the value of each of the hypothesis, etc.

Validation of diagnosis results. By means of this option, an operator can mark diagnosis results are
correct or incorrect. In case of incorrect diagnosis, the operator can also introduce the real cause by means
of the user interface. Note this functionality is needed to enable self-learning in the fault diagnosis
application.

4.2 Enhanced Power Management in Femtocell Networks

Powering a femtocell without a single user attached to it is a waste of energy — even more if it is a
femtocell network with many femtocells consuming energy. A smart power management procedure can
shutdown one or more femtocells in times when they are not used and reactivate it when required.
Depending on the capabilities of the femtocell, various power save modes can be applied. The procedure
can be divided in two sub-tasks: 1) activation of femtocells required to serve UEs coming into
communication range, and 2) putting femtocells into a power sleep mode as soon as they are not required
anymore.

In the enterprise network scenario, such power management is provided by functions on the LFGW. In
year one of the project we have devised a mechanism to coordinate power management of femtocells
when all users have moved to the macro cell network. As soon as the last UE has left the communication
range of the femtocell network, the femtocells are put into power sleep mode. A power management
application hosted in the mobile core or on the LFGW (if such an entity exists), wakes up the femtocells
when a UE which is authorised to attach to the femtocell network is getting close to the femtocell
communication area again. In year two, we have extended this scheme to in-house power saving
mechanisms. These enhancements are described in the next section together with the original scheme,
followed by a simulative evaluation of this scheme.

4.2.1 Enhanced power management in femtocell networks

A trivial power management system can be aligned to office hours of an enterprise switching off the
femtocell network during off-office hours. A more advanced power management scheme could utilize
output power adaptation based on the scheme described in [91]. This scheme adapts the output power of a
femtocell in the centre of a femtocell network to cover the area of surrounding femtocells during very low
utilization. These surrounding femtocells are put into a power save mode until higher demand arises
again.

Our power management scheme based on UE tracking on the macro network works as follows:
Femtocells have to be active only if at least one UE, authorized to attach to the femtocell, is within the
communication range of the femtocell. As soon as all these UEs have left the communication range of the
femtocell network and are not likely to move back into this area soon, the femtocells can be put into a
power-saving state. To be more precise, tracking of all UEs is not required but only the UE which is
closest to the femtocell. One way to realize this is to have a specialized function on the UEs which can
signal to the power management application to indicate that it has left or entered a specific area. The
management application directs the femtocells in this network to power on when the first enter signal has
been received. For each additional enter signal a counter is incremented to keep track of the number of
UEs within this area; likewise the counter is decremented for each leave signal received. This modelling
provides enough information to the power management application while preserving the privacy of the
users — the identity of the UE is not required in this scheme at all.

The same observation can be exploited to implement a femtocell network internal power management
scheme. In an office building, employees usually have a fixed routine which halls to walk down and
which rooms to enter; one reason can be that the employee has only access to certain areas within the
building or there is no good reason to divert from this routine during normal business operations. Thus, a
power saving scheme which has powered down all femtocells during off office hours could exploit the
above mentioned procedure to detect the first employee coming to work or it simply switches on a single
femtocell in the building’s entrance area. Each time an employee comes to work his UE will perform a
regular hand-over procedure from the macro network to the femtocell in the entrance area and
authenticate itself in this process. Based on this UE identity the LFGW can determine the areas in the
building the employee can access and the most likely path the employee is going to take. Depending on
the current status of the UE, active or idle, the LFGW will activate a subset of the femtocells within the
building. If the UE is idle when the employee enters the building, the LFGW will only activate the
femtocell in the employee’s office (the most likely place any employee will go to in the morning); if the
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way to this place is rather long, some more femtocells on this path could be activated in case the
employees starts using his phone while walking. Is the UE active when the employee enters the building,
the LFGW will instruct all femtocells on the most likely path to get fully operational to provide
continuous connectivity for the employee; femtocells in all other areas where the employee has access to
but are not on the most likely path are put into a power state which allows for very quick activation
(depending on the femtocells’ power saving capabilities).
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Figure 4.7: Activation of femtocells when employee A comes to work

A further refinement of the management system takes additional external data into consideration to
decrease the power consumption further. For example, if employee A and B have a joint meeting in the
near future, indicated in their respective calendars, the likelihood that employee B arrives shortly after
employee A is high. Similar correlations can be found by analysing historic information, i.e., which users
come to work together, or at nearly similar times. This allows for configurations as depicted in Figure 4.8
where a femtocell at the end of the path is selected to provide connectivity to more than a single user.

Correlating the arrival time of the user with his calendar provides the additional benefit of predicting
deviations of the user’s daily routine. If the user enters the building briefly before his first scheduled
meeting in a conference room, the path prediction function can map the way to this conference room in
addition to the path to the user’s office. Thereby, continuous connectivity can be provided on either path
the user takes.
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Figure 4.8: Predictably select a network node which will serve more users simultaneously.

Combining the path prediction with output power adaptation (see [91]) provides for even higher energy
savings. Figure 4.9 shows an example where the configuration of the femtocell network requires the
capability of the femtocell to change its output power to increase its transmission area. The management
system is expected to have prior information regarding the power consumption of a femtocell using
different output power settings. Based on such information the management system can compute the total
energy consumption for different configurations and apply the configuration that is more cost efficient in
terms of power consumption.
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Figure 4.9: Utilizing output power adaptation capabilities of the network node

Power saving management algorthim

The proposed algorithm is centralized with prior access to information regarding

enterprise network: location and coverage compensation of each network node
monitoring methods of user activity

information regarding arriving users

additional user specific data sources (electronic calendars)

history information

It is worth noting that the history information is referred to record that are kept by the management
system regarding the arrival or leaving times of each user, his load activity, mobility inside the building.
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Figure 4.10: Overview of the energy management algorithm for powering on cells.

In the following description we consider the most complex embodiment of our scheme, where certain
locations are covered by several wireless access points at the same time and the management system is
equipped with history information about user activity and arriving/leaving patterns. The management
system monitors the user’s arriving or leaving patterns and performs accordingly the energy management
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of the femtocell enterprise network. The management system is supposed to maintain a sorted list of user
arriving in the network, which is based on history and electronic calendar information. An overview of

the energy management process, for arriving users that enter the enterprise network is illustrated in Figure
4.10.

When a user enters the building, he is removed from the arriving list, which is also updated. The
management system then identifies based on given information the set of cells that may serve the user in
terms of coverage and examines whether any of these cells are powered-on already. In case none of the
identified cells is powered-on, the management system examines the user load activity to determine the
optimal cell to power-on. If more than one cell can support that particular user, the next forthcoming user
within the same set of cells is also considered, until only one cell is specified that may support the user
that arrived and the maximum set of forthcoming users.

The reason is the support of forthcoming users limits the need of operating additional cells, while at the
same time it ensures stability limiting the handover of users from a certain cell to another. In case a cell
from the selected set is already powered-on, the system checks whether it is feasible to add the new user
and in a positive case it performs the corresponding updates. Otherwise, it needs to examine whether
powering on another cell instead may serve all current users including the entering user. An overview of
such search process is illustrated in Figure 4.11.
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Figure 4.11: Overview of the process that specifies whether another set of cell may be able to
accommodate all current users including the new incoming one.

To do so, the current users that camp at cells within the coverage range of the new user are examined to
identify the potential of being shifted to another common cell to all users that could accommodate their
load demand. If a common cell does not exist, the system abandons the process. Otherwise, the maximum
load user is first selected with the management system identifying the set of cells that may provide
coverage to such user and at the same time may provide coverage to all other affected users. From that set
of cells the management system selects the least loaded one.

If the selected cell can accommodate the first user, the next user is considered until all users are
examined. In case a user cannot be accommodated by the selected cell, the process also is terminated.
Otherwise, at the end of the process the system switches on the selected cell and instructs the affected
users to perform a handover, instructing the previous cell to power-off. In case none other cell is
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identified, the management systems need to select a new cell to power-on using the same process as in the
case of an incoming user with none cells being powered-on.

When a user leaves the network, the system adds the user to the list and performs the list history related
updates, before identifying the cell affected from the user absence. An overview of the energy saving
management process for the case of a user leaving the network is illustrated in Figure 4.12. In particular,
when a user leaves the enterprise network, the management system checks whether more users are
camping in that particular cell, and in a negative case it simply switches off such cell and performs the
appropriate updates.
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Figure 4.12: Overview of the energy management algorithm for powering off cells.

Otherwise, it examines whether an alternative already powered-on set of cells can accommodate the
remaining users in order to hand them over and power-off the previously operating cell. In case of a
positive case the management system instructs a handover procedure before adapting the power
configuration of the affected cell and performing the appropriate updates else, it just performs the
appropriate load related updates without powering off any cells and continues to monitor the network.
The process of identifying the appropriate set of powered-on cells that may accommodate the existing
users is similar to the process described in Figure 4.11.

It should be noted that the power configuration of a femtocell is adapted, the management system checks
whether such cell is within a geographical range where users may be need it back in operation again in
case they deviate from their common directions and behavior. Based on such assessment, the
management system either switches off the selected cells completely or maintains them within an easily
powered back state.

The proposed method blends both arriving and leaving cases with the ultimate objective to provide a
stable solution that minimizes energy consumption for enterprise networks.
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4.2.2 Simulative Evaluation

We evaluated our proposed energy saving scheme in simulations. Figure 4.13 shows the office layout
used. The femtocell at the reception is considered always on. All other femtocells are turned off when all
employees in the area around a femtocell have left.
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Figure 4.13: Scenario layout for simulative evaluation of power management scheme

Based on the proposed scheme we have developed three algorithms to activate femtocells when
employees are entering the office. The first and most simple algorithm turns on the office femtocell of the
employee detected at the reception and all femtocells in the hall leading to this office. The second
algorithm refines this behaviour by checking whether a neighbouring femtocell which has already been
activated can host the just arriving user. An office femtocell is only turned on when the communication
requirements of the user exceed the capacity neighbouring femtocells can provide. The third and last
algorithm is further refining this algorithm by predicting the employees’ arrival order and based on that
turning on femtocells. The prediction of the employee arrival order is based on historic data — when do
the individual employees usually come to work in the morning. The arrival prediction could be improved
by taking additional information sources, e.g., the employees’ digital calendars, into account. Based on
the predicted arrival order the algorithm optimizes the femtocell activation by empowering the femtocells
which can host most of the arriving employees first. In order to simulate this prediction we have defined a
fixed order of arrival which is fed into the algorithm. The actual arrival of employees is varied using a
Gaussian distribution around the defined arrival time plus some small probability that the employee does
not come to work this day.

Figure 4.14 shows simulation results for the three algorithms just introduced. On the X-axis the office
femtocells are depicted and on the Y-axis the power saved in comparison to a simple time based, i.e.,
turning on all femtocells at begin of business, power saving scheme. Hence, the higher the bars the more
power is saved by this implementation of the power management scheme.
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Figure 4.14: Simulation results for prediction based power management scheme
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5. Security

5.1 Secure, Loose-Coupled Authentication of the Femtocell Subscriber
5.1.1 Work during Year 1

The work carried out within BeFEMTO during year 1 has presented for a standalone scenario a new
model for Fixed Access Network Authentication over a FTTH backhaul, in a way that is decoupled from
the physical elements of the access network infrastructure, secure, compatible with current standards, and
near the market.

Current fixed access networks, regardless of the access technology, are natural heirs of traditional PSTN
lines. This is probably the reason why the client identification (or subscriber, or the person who holds the
contract with the Telco operator) is based, generally, on parameters directly linked with physical elements
of the access network. An example is the BRAS (Broadband Remote Access Server) port at which the
virtual ATM circuit (or Ethernet VLAN) of the DSLAM is terminated (in xXDSL deployments). In this
case, such port depends on physical parameters (BRAS identifier, card number and connector) as well as
on logical ones (e.g., ATM virtual circuit identifier). Identification in FTTH deployments works similar to
that.

The usage of these identification schemes for Femtocell deployments leads to highly complex systems,
since they require a system able to control each network element between the Femtocell node and the IP
terminator (BRAS).

This complexity, in turn, translates into highly complex provision systems, with long and prone-to-failure
workflows, to run all the actions needed to configure the network to deliver a new service. The operative
costs of this model are enormous, and in a short/mid-term environment where users will want to use their
services the very first moment they buy them, it will prove unable to cope with this prerequisite.

Our target is to find a mechanism to identify the subscriber of the Femtocell to the fixed access line that
acts as a backhaul for the Femtocell node, in a way that is decoupled from the physical elements of the
access network infrastructure, secure, compatible with current standards, and near the market (due to the
high costs that a complete change of the access network infrastructure would imply).

UICCs supporting EAP-AKA authentication has been selected as the storage point for the subscriber
credentials. A pluggable UICC offers enough security guarantees to the end user and provides other
advantages related with mobility scenarios (a subscriber could extract the UICC card from a Femtocell
node and insert it in another, triggering an authentication process in which the backhaul would be
configured identically than if he were at home).

The algorithm developed covers the following situations:
Initial attachment: The user inserts the UICC card for first time.

Full Re-authentication: IMSI is used and fresh authentication vectors are generated to avoid security
threads.

Fast Re-authentication: TIMSI is used to avoid overloading the network and detect whether or not the
UICC card is removed.

5.1.2 Solution extension for Networked Femtocell Scenario

The architecture already studied defines the Authentication of the Femtocell Subscriber in a residential
environment when one subscription line and one Femtocell is involved. However, this model is not
appropriate for an enterprise environment where the Femtocell has to provide service to a larger number
of users. In this case, a networked Femtocell approach fits better. Regarding the scalability issues, two
approaches are under study:

The first one implies having a single LFGW in charge of management issues and several Femtocells
providing service to end users.

The second one implies having multiple LFGWs in charge of management issues and several Femtocells
providing service to end users.

In both approaches, the Femtocells in charge of the management of the network of Femtocell will hold
the connection to the wired backhaul and will thus run the authentication protocol for the subscription in a
similar way to the procedure described in section 5.1.5 of deliverable D5.1 However, since we are in an
enterprise environment, an additional requisite appears: backup line
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5.1.2.1 Network of Femtocell with centralized management

As already mentioned, this solution consists in one central Femtocell (LFGW) in charge of management
issues and several Femtocells providing service to end users. This LFGW would be the one holding the
connection to the wired backhaul and should perform the activities related with subscriber authentication.

The next figure depicts the architecture of a network of Femtocell with centralized management.

Femtocell 1 g /E

Broadband ONT

LEaw Access Router

Femtocell n

Figure 5.1: Network of Femtocell with Centralized Management Architecture.

5.1.2.2 Network of Femtocell with distributed management

This solution consists in several LFGW in charge of management issues and several Femtocells pending
from each LFGW providing service to end users. This solution is intended to support a large number of
end users in an Enterprise in which, due to the equipment constraints, having a single LFGW is not
feasible.

The authentication procedure in a first approach, where there is one subscription line, would be similar to
the residential scenario. The LFGW would have identical functionalities to the Network of Femtocell with
Centralized management scenario above described. However, some additional functionalities regarding to
the management of the network of LFGW (traffic routing, handovers management, etc) should also be
addressed.

The next figure depicts the architecture of a network of Femtocell with .distributed management.
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Figure 5.2: Network of Femtocell with .Distributed Management Architecture

5.1.2.3 Backup line. Technologies involved

Enterprises often require an additional SLA for communication services. In case there are problems in the
Broadband Access Router or power outage, a fall-back solution can be offered at least to provide some
critical services.

The Backup line purpose is resilience rather than more ambitious targets such as load balancing or voice
session continuity. Not all services may be available, or able to be given an appropriate QoS, when the
backup interface is in use. It must be possible to specify which services will be maintained (for example,
security alarms). Both the user and the remote management system need to be informed when there is a
change of WAN interface in use. It is needed to be some hysteresis so that transient conditions do not
cause frequent and unnecessary changes.

The function of a backup WAN interface is that it takes care of the most important services (SOS calls,
banking etc.) when the primary interface is not working. Depending on operator’s service agreement with
the customer, two alternatives can be seen:

The backup interface is turned off (cold) during normal operation (when the primary interface is
working). It is turned on when the primary interface stops working.

The backup interface is always up and running (warm) and the services can be moved to the secondary
interface almost directly, when the Broadband Access Router decides to switch to the secondary WAN
interface.

The IP connectivity procedure, basically means that L1, L2 and L3 are up and running (possibly without
traffic, possibly with keep-alive), and that the Broadband Access Router has been assigned an IP address
(either via DHCP or PPP) and IP-configuration by the BSP. To periodically check the IP connectivity,
Ping can be used. Ping is a basic method that allows verifying that a particular IP address is assigned and
allows communication, by sending Internet Control Message Protocol (ICMP) Echo Requests, and
checking a reply to it.

The following flowchart shows the Dual WAN handling as indicated above.
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Figure 5.3: Backup WAN interface process flow

The model presented in this document for the authentication of the Fixed Access Network over a FTTH
backhaul must be compliant with several technologies and architectures besides the FTTH one in order to
be able to switch to the backup line and perform the same authentication procedure.

The decision of the technology involved in the backup line will depend on several factors like the
bandwidth that the critical services need to be supported or the compliance with the NGN access network
infrastructure already in use for the FTTH technology. In the following section four technologies are
under study: FTTH, xDSL, HSPA and LTE.

5.1.2.3.1 Backup technologies
5.1.2.3.1.1 FTTH

A backup WAN interface using a FTTH backhaul is a solution that can not be considered only for critical
service support. A secondary line in the ONT is feasible and only the line failure detection should be
implemented because the authentication mechanism towards the backhaul would be the same.

Figure 5.4 shows the deployment for the backup line. This secondary line would be connected to a
different port of the OLT. Therefore in case of failure in the primary line, the ONT would be able to
switch to the secondary WAN interface and support all the services until the primary line is restored. The
secondary line would be connected to another port of the OLT.
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Unfortunately this architecture is not realistic in a real deployment of FTTH based on GPON. A real
deployment is not point-to-point based but includes splitters to deliver the signal from the OLT to several

ONT’s. Figure 5.5 depicts the real deployment of GPON FTTH backhaul
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Figure 5.5: FTTH Access Network Architecture

Deploying a FTTH GPON backup WAN line implies that both lines would be likely connected to the
same 2" level splitter or at least to the 1* level splitter. As a consequence the primary and the backup line
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would be connected to the same GPON port in the OLT and therefore, in case of failure in the access
network, both lines would be affected.

5.1.23.1.2 LTE

A backup WAN interface using LTE technology is a very interesting choice because none only critical
services could be supported, allowing to overcome seamlessly failures in the primary line subscription.

From a corporate perspective, LTE promises much and has several key characteristics. It has very high
theoretical data rates (100Mbps downlink and 50Mbps uplink), if spectrum is available. This makes it a
viable alternative to large corporations Wi-Fi deployments.

It has very low latency (Smsec for small packets) and will be an all-internet protocol (IP) network for
voice and data.

The all-IP nature of LTE, combined with low latency, may make LTE particularly suitable for
applications that involve multiple types of media streams or multimodal interactions, such as
communication-enabled business processes.

Long Term Evolution (LTE) will be a widely adopted next-generation cellular technology and it is
envisaged that it will reach 50% of subscribers in the US and Western Europe by 2015.

However, despite the promises, in most countries, LTE coverage will be incomplete until 2020, and actual
bandwidth will likely be around just 10-20% of the theoretical peak.

Figure 5.6 depicts the architecture proposed for a LFGW/Broadband Access Router holding two
subscription lines. The primary subscription throughout the fixed fibre backhaul, and the backup
subscription throughout the LTE backhaul. The architecture proposed for the enterprise environment
includes the Optical Network Terminator (ONT) and the Local Femtocell Gateway + Broadband Access
Router both integrated as a single box model.
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Figure 5.6: LTE as Backup Technology

5.1.2.3.1.2.1 Functional Description

eNodeB: The only node in the E-UTRAN is the E-UTRAN Node B (eNodeB). The eNodeB is a radio
base station that is in control of all radio related functions in the fixed part of the system. Base stations
such as eNodeB are typically distributed throughout the networks coverage area, each eNodeB residing
near the actual radio antennas.
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Functionally eNodeB acts as a layer 2 bridge between UE and the EPC, by being the termination point of
all the radio protocols towards the UE, and relaying data between the radio connection and the
corresponding IP based connectivity towards the EPC.

The eNodeB is also responsible for many Control Plane (CP) functions. The eNodeB is responsible for
the Radio Resource Management (RRM), i.e. controlling the usage of the radio interface, has an
important role in Mobility Management (MM), it controls and analyses radio signal level measurements
carried out by the UE, make similar measurements itself, and based on those makes decisions to handover
UEs between cells.

MME: Mobility Management Entity (MME) is the main control element in the EPC. Typically the MME
would be a server in a secure location in the operator’s premises. It operates only in the CP, and is not
involved in the path of UP data.

In addition to interfaces that terminate to MME in the architecture as shown in Figure 5.6, the MME also
has a logically direct CP connection to the UE, and this connection is used as the primary control channel
between the UE and the network. The following lists the main MME functions in the basic System
Architecture Configuration:

Authentication and Security
Mobility Management

Managing Subscription Profile and Service Connectivity

SeGW: In the Basic System Architecture configuration, the high level function of S-GW is UP tunnel
management and switching. The S-GW is part of the network infrastructure maintained centrally in
operation premises.

The SGW routes and forwards user data packets, while also acting as the mobility anchor for the user
plane during inter-eNodeB handovers and as the anchor for mobility between LTE and other 3GPP
technologies (terminating S4 interface and relaying the traffic between 2G/3G systems and PGW). For
idle state UEs, the SGW terminates the DL data path and triggers paging when DL data arrives for the
UE. It manages and stores UE contexts, e.g. parameters of the IP bearer service, network internal routing
information. It also performs replication of the user traffic in case of lawful interception.

P-GW: Packet Data Network Gateway (P-GW, also often abbreviated as PDN-GW) is the edge router
between the EPS and external packet data networks. It is the highest level mobility anchor in the system,
and usually it acts as the IP point of attachment for the UE. It performs traffic gating and filtering
functions as required by the service in question. Similarly to the S-GW, the P-GW's are maintained in
operator premises in a centralized location.

Typically the P-GW allocates the IP address to the UE, and the UE uses that to communicate with other
IP hosts in external networks, e.g. the internet. It is also possible that the external PDN to which the UE is
connected allocates the address that is to be used by the UE, and the P-GW tunnels all traffic to that
network. The IP address is always allocated when the UE requests a PDN connection, which happens at
least when the UE attaches to the network, and it may happen subsequently when a new PDN
connectivity is needed.

5.1.2.3.1.3 High Speed Packet Access (HSPA)

A backup WAN interface using HSPA technology is a possibility of special interest due to the support of
critical services can be ensured when using a mobile secondary interface that acts as a complement to the
primary (that is considered to be a high speed interface, i.c. Fibre).

A mobile backup WAN interface using HSPA (High Speed Packet Access) can be integrated into the
Broadband Access Router, attached to the USB or to one of the Ethernet ports as a module (dongle).
When attaching the mobile WAN module to the Ethernet or USB interface, these ports on the Broadband
Access Router need to be configured as WAN port.

This section tries some aspects of HSPA (3G) mobile backup WAN interface. Table below summarizes
typical and theoretical data rates that can be expected for a HSPA (3G) mobile backup WAN interface.
Note that a HSPA module normally has fallback to WCDMA (3G), EDGE (GSM) and GPRS (GSM).
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Theoretical Tvpical
Packet data service max data P
data rate
rate
HSPA Upload 2.0* Mbps | 300-800 kbps
Download | 7.2** Mbps | 600-5000 kbps
Upload 384 kbps Over 300 kbps
WCDMA Download | 384 kbps Over 300 kbps
Upload 118 kbps 50-60 kbps
100-130 kbps
EDGE Download | 236 kbps (with  bursts
over 200 kbps)
Upload 43 kbps 20 kbps
GPRS Download | 86 kbps 40 kbps

*) Later releases will provide 5,67 Mbps
**) Later releases will provide 21 Mbps

The coverage is very much depending on the frequency band used in different parts of the world. In
Europe the 3G (UMTY) is using 2100/1900 MHz and GSM is using 900 MHz. The data rates in the table
are for HSPA module using one frequency carrier that is most commonly used today. But the standard
allows (and some vendors have implemented it) the use of more than one frequency carrier, and then the
data rates in the table need to be multiplied with the number of carriers.

Figure 5.7 depicts the architecture proposed for a LFGW/Broadband Access Router holding two
subscription lines when HSPA is employed as backup technology.
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Figure 5.7: HSPA as Backup Technology

5.1.2.3.1.3.1 Functional Description

NodeB:

Node B is the term used within UMTS to denote the base station transceiver. It contains the transmitter
and receiver to communicate with the UEs within the cell.
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Radio Network Controller (RNC):

This element of the radio network subsystem controls the Node Bs that are connected to it. The RNC
undertakes the radio resource management and some of the mobility management functions, although not
all. It is also the point at which the data encryption / decryption is performed to protect the user data from
eavesdropping. In order to facilitate effective handover between Node Bs under the control of different
RNCs, the RNC not only communicates with the Core Network, but also with neighbouring RNCs.

MSC:

The MSC provides the interface between the radio system and fixed network, performing all necessary
functions to handle CS services to and from mobile terminals. As such, an MSC will interface with
several base stations.

In effect it is an exchange which performs switching and signalling functions for mobiles within its
designated area of control. It needs to take into account the allocation of radio resources and the mobile
nature of users, which impact the location registration & handover between cells.

Serving GPRS Support Node (SGSN):

As the name implies, this entity was first developed when GPRS was introduced, and its use has been
carried over into the UMTS network architecture. The SGSN provides a number of functions within the
UMTS network architecture.

Mobility management When a UE attaches to the Packet Switched domain of the UMTS Core Network,
the SGSN generates MM information based on the mobile's current location.

Session management: The SGSN manages the data sessions providing the required quality of service and
also managing what are termed the PDP (Packet data Protocol) contexts, i.e. the pipes over which the data
is sent.

Interaction with other areas of the network: The SGSN is able to manage its elements within the network
only by communicating with other areas of the network, e.g. MSC and other circuit switched areas.

Billing: The SGSN is also responsible billing. It achieves this by monitoring the flow of user data across
the GPRS network. CDRs (Call Detail Records) are generated by the SGSN before being transferred to
the charging entities (Charging Gateway Function, CGF).

Gateway GPRS Support Node (GGSN):

Like the SGSN, this entity was also first introduced into the GPRS network. The Gateway GPRS Support
Node (GGSN) is the central element within the UMTS packet switched network. It handles inter-working
between the UMTS packet switched network and external packet switched networks, and can be
considered as a very sophisticated router. In operation, when the GGSN receives data addressed to a
specific user, it checks if the user is active and then forwards the data to the SGSN serving the particular
UE.

Home location register (HLR):

This database contains all the administrative information about each subscriber along with their last
known location. In this way, the UMTS network is able to route calls to the relevant RNC / Node B.
When a user switches on their UE, it registers with the network and from this it is possible to determine
which Node B it communicates with so that incoming calls can be routed appropriately. Even when the
UE is not active (but switched on) it re-registers periodically to ensure that the network (HLR) is aware of
its latest position with their current or last known location on the network.

5.1.2.3.1.3.2 PDP Context and QoS

For a given frequency carrier, one or multiple primary PDP Contexts can be created. To each primary
PDP Contexts a secondary PDP Context also can be configured. A PDP Contexts connection can be seen
as a layer 3 connection between the Broadband Access Router and the GGSN over the mobile network.
To set up the connection, APN (Access Point Name), APN username (optional) and password (optional)
and PDP authentication need to be configured. Normally these parameters are taken from the UICC card.
Depending on the number of PDP Contexts used and the maximum and guarantied bit rates, the
Broadband Access Router needs to adapt its internal bandwidth and QoS algorithm accordingly.

5.1.2.3.1.3.3 VPN Termination and L2TP Tunnelling

A HSPA backup WAN interface can be configured to use an IPsec/VPN tunnel per PDP Context. An
IPsec VPN serves as a point-to-point tunnel interface allowing the Broadband Access Router to send
some or all of its WAN traffic across an encrypted tunnel rather than in clear text.
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A HSPA backup WAN interface supports L2TP tunnelling, providing mechanisms for tunnelling Ethernet
frames between two peers over an existing network (usually the Internet). The LAN/WLAN is bridged
into the tunnel using BCP over PPP over L2TP. The BCP/PPP/L2TP tunnel can be used to connect a
branch office LAN to a corporate office LAN over a HSPA network connection.

5.1.2.3.1.4 xDSL

A backup WAN line using xDSL technology is a solution that may go beyond of supporting only critical
services when the primary subscription falls down. Besides the very critical services such SOS calls or
banking, some services considered important to the business development may need more bandwidth in
order to operate properly or meet some QoS requirements.

The end-to-end ADSL network reference model is depicted in Figure 5.8.
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Figure 5.8: xDSL Architectural model reference

5.1.2.3.1.4.1 Functional Description
DSLAM:

The DSLAM is the concentration point for broadband and narrowband data. The DSLAM may be located
at a central office or a remote site. The DSLAM serves as an ATM layer multiplexer/concentrator
between the ATM Core Network and the Access Network. In the downstream direction it may perform
routing/demultiplexing, while in the upstream direction it may perform multiplexing/concentration and
higher layer functions, e.g., co-location with Core Network functions

The DSLAM contains a Core Network Interface Element that performs the ATM and PHY layer
functions to interface to the ATM Core Network. Non-ATM core networks are not precluded. The
VPI/VCI translation and higher-layer function performs the multiplexing/demultiplexing of the VCs
between the Access Network interfaces (ATU-Cs) and the Core Network interface on a VPI and/or VCI
basis. This block may also perform other higher layer protocol functions. The Access Network side ATM
layer functions, if present, support the ATU-Cs, which terminate the Access Network lines in the
DSLAM. If an ATU-C supports both ‘Fast’ and ‘Interleave’ channels two ATM TC sub layer functions
may be needed.
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Broadband Remote Access Server:

The BRAS interconnects the access nodes in a geographical area. This text does not assume ATM is the
only transport technology, although ATM has been increasingly deployed in this infrastructure to provide
broadband connectivity among COs. A service interworking function is required if the Regional
Broadband Network includes multiple transport technologies such as ATM, Frame Relay or IP.

5.1.2.3.14.2 L2TP Tunnelling

Two approaches are recommended for access to corporate networks. The first uses tunnelling (i.e., [PSec
[69] or L2TP [70]) across an IP network, possibly the Internet to the corporate network. This approach
replaces dial-up modems by using a virtual private network across the Internet. In the case of L2TP,
which is referred to as a “compulsory” tunnelling model, the tunnel is created without any action from the
user, and without allowing the user any choice in the matter. The L2TP tunnelling model can be on top of
IPSec if the security is required.

The second approach is to use the Regional Broadband Network to provide direct high-speed connectivity
to the corporate network. This has the advantages of being able to offer higher speed, QoS guarantees and
greater security. Nevertheless, a “path” or virtual circuit between the user and the ingress service point
MUST be established. The provisioning data SHOULD include the relationship between the service and
the virtual circuit and the security policy in case of IPSec or tunnelling end-to-end.

5.1.2.3.1.4.3 xDSL and NGN Architecture coexistence

An important aspect if we choose a wired based access technology such as xDSL for the backup line is
the possibility that it could coexist with the current TISPAN NGN core network deployment for the
FTTH technology.

Figure 5.9: Example architecture with xXDSL access illustrates a possible realization of the TISPAN NGN
functional architecture, with an xXDSL-based access network.
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Figure 5.9: Example architecture with xDSL access

This configuration assumes the following:

A Core-Border Gateway Function (C-BGF) is implemented in a Core Border Node sitting at the boundary
between the access network and a core network, at the core network side.

A Resource Control and Enforcement Function (RCEF) is implemented in an IP Edge node sitting at the
boundary between core networks, at the access network side. In this example, this node also implements
the ARF functional entity.
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A Interconnection Border Gateway Function (I-BGF) is implemented in a Border GateWay (BGW)

sitting at the boundary with other IP networks.

A Trunking Media Gateway Function (T-MGF) is implemented in a Trunking GateWay (TGW) at the

boundary between the core network and the PSTN/ISDN.

An Access Media Gateway Function (A-MGF) is implemented in an Access Node (AN) which also

implements a DSLAM.

A Residential Media Gateway Function (R-MGF) is implemented in a Broadband Access Router located

in the customer premises.

5.1.2.3.2 Backup line Requirements

5.1.2.3.2.1 General Requirements
Number Requirement
G.1 The Broadband Access Router MUST support a second WAN interface for resilience
which may be of the same type as the primary interface, or it may be of a different
type.
G.2 The Broadband Access Router MUST be able to detect when the main WAN interface
is down.
G.J3 The Broadband Access Router must have an internal function that handles the Dual
WAN behavior, i.e the switching between the primary WAN interface and the backup
WAN interface.
G4 The Broadband Access Router MUST switch over to the backup WAN interface after a
configurable period (default 60 seconds) when the primary WAN interface is down.
G.5 When using the backup interface, the Broadband Access Router must periodically
check for IP connectivity on the primary
G.6 The Broadband Access Router MUST automatically revert to the main WAN interface
when it comes back up for a configurable period (default 60 seconds)
G.7 The Broadband Access Router MUST be able to send an alarm to the Broadband
Service Provider (BSP) to indicate that the main interface has failed.
G.8 The Broadband Access Router MUST be able to provide an indication to the user that
the main interface has failed e.g. by means of an LED
G.9 The Broadband Access Router MUST be able to power down the secondary WAN
interface when it is not in use
G.10 The switch to the backup line MUST trigger the authentication procedure for the
backup subscription line.
5.1.2.3.2.2 xDSL Requirements
Number Requirement
X.1 xDSL (in case of Fiber primary access) backup WAN interface MUST be available on
the Broadband Access Router. One of the Ethernet ports MUST be able to be
reconfigured to act as the back-up WAN interface
The Backup WAN interface are built into the Broadband Access Router
X.2 The Broadband Access Router MUST contain one of the following WAN interfaces:
ADSL2+
ADSL2+ Annex M
G.SHDSL
VDSL2
X.3 The Broadband Access Router MUST be able to route WAN-LAN traffic at a
minimum rate of 100 Mbps (pps tbd).
X4 The Broadband Access Router SHOULD support routing both downstream and

upstream traffic at the full PHY rate of the access technology.
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X.5

The Broadband Access Router MUST be able to bridge LAN-LAN traffic at a
minimum rate of 200 Mbps (pps tbd).

X.6 The Broadband Access Router MUST support multiple, simultaneous L2 connections
per WAN interface (VLANs, ATM VCs)

X.7 The Broadband Access Router MUST be able to simultaneously support PPPOA and
IPOA, or PPPOE and IPOE on different L2 interfaces.

X.8 The Broadband Access Router Should be able support a different QoS profile for the
backup interface

5.1.2.3.2.3 LTE Requirements

Number Requirement

L.1 The Broadband Access Router MUST be able to support a wireless back-up interface

L.2 LTE (in case of Fibre primary access) backup WAN interface MUST be available on
the Broadband Access Router. If not, one of the USB ports MUST be able to be
reconfigured to act as a back-up WAN interface (e.g. to support a broadband wireless
USB dongle)

5.1.2.3.2.4 HSPA Requirements

Number Requirement

H.1 The Broadband Access Router MUST be able to support a wireless back-up interface

H.2 HSPA (in case of Fibre primary access) backup WAN interface MUST be available on
the Broadband Access Router. If not, one of the USB ports MUST be able to be
reconfigured to act as a back-up WAN interface (e.g. to support a broadband wireless
USB dongle)

5.1.2.3.2.5 FTTH Requirements

Number Requirement

F.1 The ONT MUST support two WAN fibre interfaces

F.2 In case two ONT are present, backup WAN interface MUST be available on the
Broadband Access Router. Otherwise, one of the Ethernet ports MUST be able to be
reconfigured to act as the back-up WAN interface

5.1.2.3.3 Subscriber Authentication Procedure for Backup line

5.1.2.3.3.1 LTE Subscriber Authentication

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN.

A Rel-99 or later USIM application on a UICC shall be sufficient for accessing E-UTRAN, provided the

USIM application does not make use of the separation bit of the AMF in a way described in TS 33.102
[71] Annex F. Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted.

In this section it is described the procedures that enable the CPE to perform the subscriber authentication
over LTE lines. These procedures are: Initial Subscriber Attachment, Fast Re-Authentication and Full Re-
Authentication.

5.1.2.3.3.1.1 Initial Subscriber Attachment

Figure 5.10 depicts the Initial Subscriber Attachment for a CPE when a UICC card is introduced.
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Figure 5.10: Initial Attachment Procedure

A connection is established between the CPE and the LTE network using a procedure that is out of scope
for the present document.

[1]- The MME invoke this mechanism once the connection is established. The MME sends a
subscriber Identity Request asking for the International Mobile Subscriber Identity (IMSI) that is
the permanent identity of the subscriber.

[2]- The CPE answer the MME sending the Subscriber Identity response message which includes the
IMSI in clear text.

[3]- The MME request to the HSS the EPS authentication vectors (RAND, AUTN, XRES,Kasug) to
authenticate the subscriber. Each EPS authentication vector can be used for authenticate the
subscriber. If the Network Type equals E-UTRAN, the “separation bit” in the AMF field of
AUTN shall be set to 1 to indicate to the CPE that the authentication vector is only usable for
AKA in an EPS context.

[4]- The HSS sends an authentication response back to the MME that contains the requested
information. If multiple EPS authentication vectors had been requested, then they are ordered
based on their sequence numbers. The MME shall be aware of the order of the EPS
authentication vectors and shall use it in order.

[5]- The MME sends to the USIM via the CPE the random challenge RAND and an authentication
token AUTN for network authentication from the selected authentication vector. It also includes
a KSlIxsyme for the CPE which will be used to identify the Kasyg (and further keys derived from
the Kasme ) that results from the EPS AKA procedure.
The MME also includes in this message a Global Unique Temporary Identifier (GUTI) to be
used in future Re-Authentications.
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At receipt of this message, the USIM shall verify the freshness of the authentication vectors by
checking whether the AUTN can be accepted as described in TS.33.102 [71]. If so, the USIM
computes a response RES. USIM shall compute CK and IK which are sent to the CPE. A CPE
accessing E-UTRAN check during authentication that the “separation bit” in the AMF field of
AUTN is set to 1. The “separation bit” is bit 0 of the AMF of field AUTN.

[6]- The CPE answers with subscriber authentication response including RES in case of successful
AUTN verification and successful AMF verification. In this case the CPE computes Kgyg from
CK, IK and the serving network’s identity (SN id).

[7]- The MME checks that the RES equals XRES (expected Response). If so the authentication is
successful. If not the MME may initiate further identity request or send an authentication reject
message towards the CPE.

5.1.2.3.3.1.2 Subscriber Re-Authentication

As described in section 5.1.5.1.2.2 of deliverable D5.1, the Subscriber Re-Authentication is needed to
detect the removal of the UICC card from the CPE. For the sake of not overloading the HSS with
successive request of authentication data, and for preventing transmitting the IMSI on the radio path, the
fast authentication procedure is performed employing a Global Unique Temporary ID (GUTI). The MME
retrieve the IMSI of the user throughout the GUTI received.

CPE MME

1.Subscriber Identity Request

2.Subscriber Identity
Response
(GUTI)

3.Subscriber Authentication
Request
{(RAND,AUTN,KSIge)

4 .Subscriber Authentication

Response
(RES)

5. Success

Figure 5.11: Fast Re-Authentication Procedure

[1]- The MME sends a subscriber Identity Request to identify the user.
[2]- The CPE answer the MME sending the Subscriber Identity response message which includes the
GUTL
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[3]- At receipt of this message, the MME obtains the IMSI throughout the GUTT. It also can check

that it is the MME which sent this GUTI to the CPE. The MME retrieves the authentication data
derived from the HSS in a previous Authentication (Full or Initial).
The MME sends to the USIM via the CPE the random challenge RAND and an authentication
token AUTN for network authentication from the selected authentication vector. It also includes
a KSIagmEg for the CPE which will be used to identify the Kagyg (and further keys derived from
the Kasme ) that results from the EPS AKA procedure.
At receipt of this message, the USIM shall verify the freshness of the authentication vectors by
checking whether the AUTN can be accepted as described in TS.33.102 [71]. If so, the USIM
computes a response RES. USIM shall compute CK and IK which are sent to the CPE. A CPE
accessing E-UTRAN check during authentication that the “separation bit” in the AMF field of
AUTN is set to 1. The “separation bit” is bit 0 of the AMF of field AUTN.

[4]- The CPE answers with subscriber authentication response including RES in case of successful
AUTN verification and successful AMF verification. In this case the CPE computes Kagyvp from
CK, IK and the serving network’s identity (SN id).

[5]- The MME checks that the RES equals XRES (expected Response). If so the authentication is
successful. If not the MME may initiate further identity request or send an authentication reject
message towards the CPE.

Figure 5.12 describes the procedure for a Full re-Authentication. Full Re-Authentication procedure is
performed when the GUTI is not valid anymore and for increase the security requesting fresh
authentication vectors to the HSS.

CPE MME HSS

1.Subscriber Identity Request

2.Subscriber Identity Response
(GUTI)

3.Subscriber Identity Request

4.Subscriber Identity

Response (IMSI) 5. Authentication Data

Request
(IMSI, SN Identity, Network

type)

6.Authentication Data

Response
7 .Subscriber Authentication E PS-C:E:grr;t;callon
Request

(RAND,AUTN,KSl,o\.c)

8.Subscriber Authentication
Response
(RES)

9. Success

Figure 5.12: Full Re-Authentication Procedure
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[1]- The MME sends a subscriber Identity Request to identify the user.

[2]- The CPE answer the MME sending the Subscriber Identity response message which includes the
GUTIL

[3]- The MME is either not able to map the GUTI to the IMSI or it is time to refresh the EPS
authentication vectors. The MME sends a Subscriber Identity Request requesting the IMSI
identity.

[4]- [9] The procedure is similar to the Initial Attach Procedure.

5.1.2.3.3.2 xDSL Subscriber Authentication

As described in section 5.1.2.3.1.4, one of the key concepts for choosing xDSL as Backup technology is
the possibility of compliance with the NGN (NASS + RACS) subsystems. The EAP server located within
the Network Attachment Subsystem (NASS) needs no adjustments to operate either with a fibre or a
xDSL backhaul. The 802.1x Authenticator that filters 802.1x packets and maps the authentication
messages into RADIUS packets would be integrated within the DSLAM instead of the OLT.

Summarizing the procedures for the Subscriber authentication are unaware of the underlying fixed
technology even though the authenticator is integrated within another server.

5.1.2.3.3.3 HSPA Subscriber Authentication

The protocol used for authentication within the EPC is EPS AKA, which is based on UMTS AKA.
Therefore if HSPA is chosen as backup technology, the procedures are very similar to the ones shown in
section 5.1.2.3.3.1 for LTE technology. As occurred in section 5.1.2.3.3.2 for xDSL, the main changes are
related to the actors involved in the authentication process. In UMTS, the VLR/SGSN will be the node in
charge of handling the backend authentication and the repository where subscriber profile related
information, and the authentication vectors are kept will be the HLR instead of the HSS node.

5.1.3 Conclusions

This section has described the subscription authentication solution for a scenario different from the
standalone. In this new scenario several Femtocells give service to a larger amount of users than in a
residential scenario. The subscription authentication in this scenario is the same than in the residential
scenario because the subscription is also fibre based. Nonetheless, there are some features that an
enterprise may require that are not necessary in the standalone scenario. This extra feature is for instance
the necessity of a backup line to support critical services in case of failures in the main subscription. As a
consequence some logic would need to be developed to detect failures in the main subscription and
trigger the activation of the secondary subscription.

Within the networked Scenario section it is studied different possibilities for the backup technology
which will support the authentication for the secondary subscription. The choice for this secondary
subscription is based on throughput, security, and compliance with other subsystems already operating for
the primary subscription.

Regarding having a secondary subscription based on fibre using a FTTH/GPON technology, may be a
good choice because it could be supported all services already operational for the primary subscription.

Although it is not common to have an ONT with two fibre interfaces, the main constraint is that in current
fibre deployments, neighbouring subscriptions are attached to the same PON port on the OLT. This leads
that in case of failure in the primary subscription, depending where the failure is located, it will likely
affect both subscriptions.

Regarding having a secondary subscription based on xDSL technology results in a very feasible choice
due to the wide spread of this technology nowadays. Moreover, xDSL provides enough bandwidth and
throughput to support most services, at least the critical ones, already deployed within the primary
subscription. Furthermore there would be no problems for compliance with the TISPAN NGN functional
architecture so coexistence among services for both technologies is ensured. The main drawback is that
the choice for backup technology should last in time. With the imminent deployment of fibre, it may
occur that the cooper access will likely yield to the fibre infrastructure even in the last mile.

Regarding having a secondary subscription based on HSPA is a good choice for a short term because as
well as xDSL technology, HSPA is wide spread and already deployed by service providers. It supports
reasonable data rates and fits with the idea of supporting critical services rather than more ambitious
targets such as load balancing or voice session continuity. On the other hand, as well as the xDSL
technology, new mobile technology releases such as LTE are in a mature state and extensive deployments
will take place in a medium term.
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Regarding having a secondary subscription based on LTE is the best choice in a medium term because it
will largely support critical services in case of failures in the primary subscription and will fit with the
NGN subsystems leading to a convergence for both fixed and mobile paradigms.

5.2 Access Control to Local Network and Services

The problem of access control in the BeFEMTO network architecture can be divided into two different
aspects: the access control to services provided through the mobile network operator, and the access
control to services of the network of femtocells.

The LFGW must have the ability to control which user equipments (UE) can have access to the local
network, and the femtocell network operator must have the ability to decide what resources wants to share
and which UE can make use of these resources. This access restriction is needed because the network of
femtocell owner may not be happy to share neither the backhaul link nor the own services with all the
users.

The first part of this section is devoted to access control to the services provided through the MNO. In
this case, the situation does not introduce any changes especially relevant with respect to scenario of a
single femtocell. From the MNO point of view, the LFGW plays the same role as the H(e)NB in the case
of single femtocell. Recall that in the BeFEMTO architecture, the LFGW is seen as a HeNB by the MNO
and as the EPC by the HeNBs inside the network of femtocells. The LFGW must establish secure tunnels
with the different H(e)NB and aggregates all these tunnels into a new one that provides secure
communications between the LFGW and SeGW. The elements involved in this scenario are shown in the
next figure:

S
Qperators core
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UE Hie)NB
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Figure 5.13: Entities involved when accessing services provided through the MNO

The user equipment is authenticated by means of the HSS/AAA server by using EPS-AKA. Moreover,
the tunnels between the H(e)NB and LFGW, and between LFGW and SeGW are IKEw2 based [97].

The document explains how to set these tunnels and how to authenticate the involved entities. The access
to the resources provided by the mobile operator depends on the CSG subscription information that is
stored in the HSS and retrieved by the MME. Therefore, the document also describes how to manage such
CSG data subscription.

In terms of access control to services of the local network of femtocell, it seems clear that it is important
to minimize the processing load and communication with entities of the MNO. The management of
permissions for different UE to access the different services provided by the femtocell network should be
only dependent on the network of femtocell operator. It is important to point out that the LFGW acts as a
proxy MME and proxy S-GW, hence enabling local mobility management and data forwarding (see
D2.2). The second part of this section analyses this problem.

5.2.1 Access control to services provided through the MNO

The access control to services provided through the MNO is based on the concept of closed subscriber
group (CSG) membership [98]. The closed subscriber group (CSG) identifies a group of UEs allowed to
access to one specific femtocell, group of femtocells or network of femtocells. One way to link the
network of femtocells to the UEs allowed to use them is to define a CSG identity that is unique. This
unique CSG identity is broadcast by all femtocells or networks of femtocells that support access to UE
belonging to the related CSG. The UE also needs to store the CSG identity of the CSG of which it is a
member in order to verify that it can access the network of femtocells. It is expected that a given UE may
be subscribed to one or more CSGs; hence, each UE should store a list of the allowed CSG identities. The
mobile network operator performs access control based on the CSG ID advertised by the CSG cell and the
CSG subscription data of the UE stored in the network. The mobile network verifies whether the UE is a
CSG member or not.
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The CSG is addressed in 3GPP TS 25.367 [99], TS 24.285 [100] and 22.220 [101]. TS 25.367 [99]
describes CSG Identification, CSG Selection, CSG Cell Reselection and CSG and Hybrid Cell
Handover. TS 24.285 [100] presents allowed CSG list management object, which is used to manage the
list of allowed CSG IDs, the Operator CSG IDs and the related restricted access information at UE. TS
22.220 [101] describes common requirements including access control requirements and display
requirements for CSG. TS 22.011 [102] denotes Access Control including Access Classes description
and Emergency calls.

Once a UE has camped on a network of femtocell, it does not mean that the UE is automatically allowed
to make or receive a call via the H(e)NB and LFGW especially in a case where the owner expects the
LFGW to be accessed only by an allowed set of users. Providing secure network access service requires
access control based on the mutual authentication to prevent from illegal access and authorization of the
clients and the access networks to ensure users privilege for the access, and supply security functions for
data exchange.

The access control functions ensure a User Equipment (UE) has a valid subscription at a CSG cell where
it performs an access or a handover and indicates whether the UE is a member or non-member with the
associated CSG ID.

5.2.1.1 CSG functions and management

CSG provisioning includes adding or deleting a subscriber from the CSG list of subscribers as well as
viewing the list of subscribers. There are four aspects to be considered to support CSG provisioning: a)
How the subscriber is added or removed from the list of subscribers for a CSG; b) How the CSG
subscription data for a subscriber is stored in the network; ¢) How the Allowed CSG list and the Operator
CSG list are updated at the UE, and d) How to manage any delays between when the CSG subscription
data is updated on the network and when it is updated at the UE.

The CSG provisioning network elements include:

- The CSG List Server hosts functions used by the subscriber to manage membership to different
CSGs. For example, the CSG List Server includes the UE CSG provisioning functions which
manage the Allowed CSG List and the Operator CSG list stored on the UE.

- The CSG Administration Server hosts functions used by the CSG manager to manage the CSG.
For example, the CSG Administration Server includes the CSG administration function which
manages the list of subscribers for a CSG, i.e., the access control list for the CSG.

The management of the CSG subscription data at the UE must fulfil the following requirements

- The UE shall contain a list of allowed CSG identities (Allowed CSG List). It shall be possible to
store the Allowed CSG List in the USIM. When available, the list on the USIM shall be used. It
shall be possible for both, the operator and the UE, to modify the Allowed CSG List.

- The UE shall allow the user to introduce new CSGs to the Allowed CSG List by means of
manual CSG selection only.

- The UE shall maintain an operator controlled list of allowed CSG identities (Operator CSG list).
It shall be possible to store the Operator CSG list in the USIM. When available, the list on the
USIM shall be used. It shall be possible for the operator to modify the Operator CSG List.

- The two lists are maintained independently from each other. A change in the Operator CSG list
shall not trigger the UE to modify the Allowed CSG list to reflect such change automatically.

- All CSG cells belonging to a CSG identity not included in the Allowed CSG List or Operator
CSG list shall be considered not suitable by the UE

The CSG subscription data is permanently stored in the HSS as part of the subscriber data as specified in
TS 23.060 [103] and TS 23.401 [104] and retrieved by the MME for access control during the attach
procedure, service request procedure or tracking area updating procedure as part of the UE’s subscription
profile. The CSG subscription information is transferred to the MME using the MAP (TS 29.002 [105])
or Diameter (TS 29.272 [106]) protocols. The structure of the CSG related parameters is defined in TS
23.003 [107]; for each CSG-Id there is an optional associated expiration date which indicates the time
when the subscription to the CSG-Id expires (an absent expiration date indicates unlimited subscription).

When a UE accesses a CSG cell, the MME shall check that the CSG ID of the CSG cell corresponds to a
CSG ID in the CSG subscription data, and that the expiration time (if present) is still valid [108]. The
following figure shows an example.
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Figure 5.14: Access control at a CSG cell or a hybrid cell

1.- The UE initiates the NAS procedure by sending, to the H(e)NB, the appropriate NAS Request.

2. The H(e)NB forwards the NAS Request message together with the Cell Access Mode, CSG ID, and
other information of the cell from where it received the message to the MME through the LFGW that
contains the Proxy-MME. The CSG ID is provided by the H(e)NB if the UE sends the NAS Request
message via a CSG cell or a hybrid cell. The Cell Access Modes is provided by the H(e)NB if the UE
sends the NAS Request message via a hybrid cell. For example, the HeNB selects the MME from the
GUTI and from the indicated Selected Network and forwards the TAU Request message to the MME
along with the CSG ID of the HeNB. In the case where the HeNB or the LFGW is connected to a HeNB
GW, the HeNB forwards the TAU Request message to the HeNB GW and the HeNB GW performs the
function of selecting the MME from the GUTI and from the indicated Selected Network and forwards the
TAU Request message to the MME along with the CSG ID of the HeNB.

3.- The LFGW decrypts the tunneled information, and the proxy MME store information corresponding
to the UE device (identification)

4.- The MME verifies whether it holds subscription data for the UE. If there is no subscription data in the
MME for this UE then the MME sends an Update Location Request message to the HSS.

4. The HSS acknowledges the Update Location Request message by sending an Update Location Ack
(IMSI, Subscription Data) message to the MME.

The MME sends this information to the H(e)NB through the LFGW. The LFGW decrypts the tunneled
information, and the proxy MME updates the subscription UE data that may contain the CSG subscription
data for the MNO.

5.2.1.2 Communications between H(e)NB and Security Gateway

Current deployments of H(e)NBs always require I[PSec tunnels between every H(e)NB and a Security
Gateway, in order to prevent external attacks or even a possible misuse by the customers. All signalling,
user, and management plane traffic over the interface between H(e)NB and SeGW shall be sent through
an IPsec ESP tunnel that is established as a result of the authentication procedure.

Because encryption and decryption processes are performed at the ends of the communication link, it is
not possible to divert some of the IP packets in any intermediate point to provide a LIPA or SIPTO
service. The adopted solution is to ensure that the LFGW is a trusted environment like the HeNBs, such
that it can terminate the IPsec tunnels from HeNBs and concentrate them into a single tunnel towards the
Security Gateway. It is important to note that LFGW is a very critical point in the architecture, and must
contain a trusted environment to store critical data. This Trusted Environment (TrE) shall be a logical
entity which provides a trustworthy environment for the execution of sensitive functions and the storage
of sensitive data. All data produced through execution of functions within the TrE shall be unknowable to
unauthorized external entities. The TrE shall be built from an irremovable, HW-based root of trust by way
of a secure boot process, which shall occur whenever a H(e)NB is turned on or goes through a hard reset.

In addition, the LFGW is responsible of the authentication of the Security Gateway and H(e)NBs. The
LFGW authentication function resides in the Security Gateway. After successful mutual authentication
between the LFGW and the SeGW, the SeGW connects the LFGW to the operator’s core network. Any
connection between the LFGW and the core network is tunnelled through the SeGW. The SeGW
provides the LFGW with access to the HeMS and HeNB-GW.

The HSS stores the subscription data and authentication information of the H(e)NBs. When hosting party
authentication is required, AAA server authenticates the hosting party based on the authentication
information retrieved from HSS.
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5.2.1.2.1 SeGW, LFGW and H(e)NB. Authentication Procedure

As hundreds of thousands of femtocells are deployed, the scalability issue imposes costly re-configuration
and operation in MME/S-GW. Because femtocells use enterprise broadband as the backhaul to connect to
the mobile core network (CN), the security issue needs be considered in order to protect the integrity of
the network from malicious operations. Therefore, the femtocell network needs to consider both
problems.

The H(e)NB shall use IKEv2 protocol [109] to set up at least one IPsec tunnel to protect the traffic with
the LFGW due to the insecurity of the corresponding link, i.e. a pair of unidirectional SAs between
H(e)NB and LFGW. All signalling, user, and management plane traffic over the interface between
H(e)NB and LFGW shall be sent through an IKEv2 tunnel that is established as a result of the
authentication procedure.

Mutual authentication shall be performed using IKEv2 with public key signature based authentication
with digital certificates. Therefore, the LFGW shall authenticate itself to the different H(e)NB connected
to it with a certificate based on the globally unique and permanent LFGW identity, signed by an operator
authorized entity. The H(e)NB sees the LFGW as a SeGW, so the name used in the subjectAltName field
of the LFGW digital certificate must fulfil the rules specified in the 3GPP TS 33.320, i.e, if DNS is
available, the LFGW’s name is the FQDN used to resolve its IP address; otherwise it is the IP address of
the LFGW

The same procedure must be used by the HeNB to be authenticated to the LFGW. The H(e)NB’s identity
and LFGW identity shall be stored in the TrE (Trusted Environment) and shall not be modifiable. The
H(e)NB’s private key and the LFGW’s private key shall be stored in the corresponding TrE and shall not
be exposed outside of these TrE. The root certificate used to verify the signatures shall be stored in the
corresponding TrE and shall be writable by authorized access only. The verification process for signatures
shall be performed by the H(e)NB’s TrE, and by LFGW’s TrE.

Moreover, the SeGW shall authenticate itself to the LFGW using a certificate signed by an operator
trusted CA. In this authentication procedure, the SeGW must see the LFGW as a H(e)NB entity. As the ,
subjectAltName of the LFGW digital certificate is its own FQDN, the same digital certificate can be used
in the two authentication procedures of the LFGW. This digital certificate and the intermediate CA
certificates shall be obtained from the IKEv2 CERT payload. The trusted root CA shall be obtained from
a SeGW local store of trusted CA certificates. The LFGW shall include its identity in the IDi payload of
the first IKE_AUTH request, and the LFGW identity in the IDi payload may be used for policy checks.
Initiating/responding end entities are required to send certificate requests in the IKE INIT SA exchange
for the responder and in the IKE AUTH exchange for the initiator. The messages for the IKE AUTH
exchanges shall include a certificate or certificate chain providing evidence that the key used to compute
a digital signature belongs to the identity in the ID payload.

The LFGW may check the revocation status of the SeGW using OCSP. For security reasons, the use of
SHA-1 is not recommended for newly created OCSP responses. The OCSP communication between
LFGW and OCSP server may use the in-band signalling of certificate revocation status in IKEv2
according to RFC 4806 “Online Certificate Status Protocol (OCSP) Extensions to IKEv2” [110], through
which the SeGW can include an OCSP response within IKEv2.

The SeGW may check the revocation status of the LFGW certificate using CRLs or OCSP as with the
exception that the SHA-1 and SHA-256 hash functions shall be mandatory to support. For security
reasons, the use of SHA-1 is not recommended for newly created CRLs and OCSP responses.

The SeGW shall implement support for either CRL checking or OCSP or both. The locations of the CRL
Server and OCSP Responder may be in the operator's network or provided by the manufacturer/vendor.
If the H(e)NB certificate contains CRL or OCSP server information, then the SeGW may contact this
server for revocation information. If the CRL or OCSP server is located at manufacturer of H(e)NB, the
distribution of revocation information is provided by the manufacturer directly. To use such revocation
information, normally the SeGW needs a CRL or OCSP client capable to reach the public Internet to
contact these servers.

Validity check of LFGW certificates in SeGW shall be configurable by the operator, i.e. whether to use
CRLs, OCSP or both and whether to use operator CRL or OCSP server, manufacturer CRL or OCSP
server, or more than one of them.

Autonomous validation is performed during secure start-up and performs validation of the LFGW. As
IKEv2 allows the inclusion of information data into Notify Payload, information regarding the
trustworthy state of the LFGW may be carried in the Notify Payload during IKEv2 procedures from the
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LFGW to the SeGW. Notify Payload within IKEv2's IKE AUTH message is protected by IKEv2 SK and
AUTH. In addition, the Notify Payload, as constructed by the TrE, should include a nonce and should be
cryptographically signed by the TrE.

If the SeGW and the H(e)NB-GW are not integrated, then the interface between them may be protected
using NDS/IP. In the absence of a HeNB-GW, the HeNB is directly connected to the MME via the
SeGW.

5.2.2 Access control to Local Network and Services

The list of subscribers that are members of a given CSG and the list of HeNBs that allow access only to
members of that CSG are stored on mobile operator servers. As it has been previously mentioned,
typically, there are web interfaces over which femtocell users can modify the CSG member lists of their
femtocells. Nevertheless, this process is not very flexible, introduces some delay and can introduce
privacy problems. Basically, the main problem is that this solution does not allow a fine-granular control
over which subscribers can access which global and local networks and services. The proposed solution
is based on the use of an access control list located in the LFGW managed by the network of femtocells
operator, that indicates the different offered services and for each one of them, which UE is able to
access. This LFACL (Local Femtocell Access Control List) is complementary to the CSG mechanism,
and it has the advantage of being independent of the MNO. The functions of the LFACL are similar to the
ones provisioned by the UAAF (User Access Authentication Function) (see the transport architecture of
BeFEMTO in D2.2), but are limited to the local services.

When a UE connected to a H(e)NB wants to use some local network or services, a breakout is performed
at a L-GW placed in the LFGW (see D5.1). In this case, LIPA services should be provided, but taking
into account the functional architecture of the BeFEMTO LFGW node. Once LIPA or traffic is allowed, it
is important the use of a LFACL (Local Femtocell Access Control List) to control this traffic. The
LFACL contain the rules that are applied to the different services provided by the network, each with a
list of UE permitted to use the service.

The network of femtocell manager shall be able, under the operator supervision, to add, remove and view
UE membership in the LFACL (Local Femtocell Access Control List). For temporary members, it shall
be possible to limit the period of time during which the subscriber is considered a member of a LFACL
(granted access rights). It shall be possible to configure a time period for each temporary member.
Moreover, unlimited membership to the LFACL must be allowed. When the time period expires, the
network of femtocell shall no longer be considered to be available to provide its own services.

For adding a UE at a LFACL, the UE needs to be provisioned at the LFACL Administration Server using
a permanent and unique identifier that is preferably easily accessible to the subscriber such as the MS
international ISDN number (MSISDN). The structure of this identifier is provided at 3GPP TS 23.003.

The following figure shows the process to include new user equipment in the LFACL.

Proxy- LFACL LFACL List LFACL Admin

MME Manager Server Server AAA relay

Update LFACL|Membership
{MSISDN, expiration_time} Update LFACL Membership

{MSISDN, expira%l bn_time}

Insert User Equipment Data

Insert User Equipment Data ACK

Update LFACL
<~
LFACL update req Membership ACK

LFACL update ack

Update | FACL
Membership ACK

Figure 5.15: Process to include a new user equipment in the LFACL
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The LFACL manager sends a request to the LFACL Administration Server to add or remove a subscriber
to the LFACL. For example, the LFACL manager logs into a web page with a secure access (i.e.,
authenticated by using digital certificate or login and password); clicks a Tab on the web page for their
LFACL; and selects a subscriber to add (including services an optional time limit for membership) or
remove. Adding or removing a subscriber at a LFACL is subject to approval by the local network of
femtocell operator. Once approved, the LFACL Administration Server communicates with the AAA
Relay to update the subscriber’s LFACL subscription data stored in the AAA Relay. It is important to
point out that the AAA Relay component includes a subset of the information contained in the HSS, but
there is not any critical information regarding the MNO point of view.

The expiration time may also be set if the LFACL manager has set a time limit for membership.

To offer access to local network services, a PDN connection can be required after the UE has been
attached to the MNO. Moverover, the access to the local services will be offered after the inclusion of the
UE identity in the LFACL List Server. The general procedure for a PDN connection is the following:
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Figure 5.16: general procedure for establishing a PDN connection

The steps 1 to 9 are analogous to those presented in figure 2.26 of document D5.1 (in this figure it has
been shown the case when the IP address is provided by the L-GW). When a local service is required, it
is necessary to analyse if this service can be provided to this UE. This information is contained in the
LFACL List Server, but the address contained in this list is the MSISDN, so the corresponding mapping
between the IP address and the MSISDN identification is required. Therefore, the L-GW requests this
mapping to the AAA Relay, and that identification (MSISDN) is introduced in the query sent to the
LFACL Server. In the case that the services are permitted, the packet data will be exchanged between the
UE and the corresponding local server.

5.3 Architecture and IP Security

Femtocell security requires careful consideration primarily due to the fact that equipment participating in
operator’s network communication is installed outside of its controlled environment. While a brief review
of typical femto network architecture or a femto equipment vendor presentation may try to convince us
about a strong security measures applied in a given case the reality may not be so bright. Recent (July
2011) announcement made by one of the security groups provides details of a hack that could lead to calls
being intercepted and listened to. Some analysts are also suggesting that femto cell security will be
broken and it is only a question of time. Their suggestion is to protect networks from hacked femtos.
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Following section provides bases for security considerations and outlines possible initial security analysis
of a femto network. The architecture and IP security section was written at a generic level to highlight the
fact that security is a key component for any solution. Due to the fact that innovative solutions proposed
by BeFemto will be tested primarily in a simulated environment security testes as such are only
highlighted but will not be conducted. Steps described below have been used in a real life test
environment. These steps would be used as an initial assessment of the infrastructure. Any issues found
during this phase of security analysis would further be explored with use of custom tools and testing
methods.

5.3.1 Architecture and security overview

Security of a system must be considered at the design time - related aspects must be taken into
consideration within system architecture. Femto solutions are no different.

While BeFemto project does not have a strong security focus it is essential to have such topic included
and considered along with innovative efforts in other aspects of femto technology. Work carried out in
security is not expected to bring to life significant innovations; however, its goal is to ensure that
BeFemto project provides up to date security guidelines aligned with proposed innovative solutions. This
approach underlines importance of tackling all architecture components at the same time.

Various publications of femto related standards seems to provide sufficient amount of information and
references for a proper architecture design and for implementation of secure environment. BeFemto may
in certain areas change the approach, solution, or configuration of components. While these changes
proposed by BeFemto consortium should not augment security aspect of system components a thorough
approach must take under consideration the bases provided by published standards, changes proposed
within BeFemto, and security of the final product.

5.3.2 Approach

In order to asses security of the femto model proposed by BeFemto consortium a number of aspects will
be considered:

e  Verification of BeFemto architecture against latest femto standards

e  Analysis of modifications introduced by BeFemto

e Review of architecture from IP security perspective (feeding testing methodology)
e Definition of testing methodology and development of test procedure

e  Analysis of test results and conclusions

Analysis, reviews, and verifications will be conducted ‘on paper’ and where applicable and justifiable,
within a demo environment.

5.3.3 Reference model

A generic reference model will be used, as published in Femtocell Security Framework document [63]

Femilocell
AAA

=7 Femtocell : Security Operator's Private
MSAT | — /L= Access Public IP network Gateway Core Network
&= Point (FAP) (SeGW)

bt |

| Fms |
:fpublic)|
|

Figure 5.17: Security Reference Model.

Other references have been introduced earlier in the document, chapters 3 and 5. All of these references
will be considered during the analysis and verification process.
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5.3.4 Security verification processes

The following verification processes will be further developed and customized to the architecture of
BeFemto proposed deployment scenarios.

5.3.4.1 Architecture review
TEST CASE Description:

The point is to verify security of the system. Scope: RBS, SGW, infrastructure available via IPSec tunnel.
Pre-Requisites:

Configuration and architecture of system components is available for review.

Documentation of system components is available.

Procedure:

Review of the architecture:

is the architecture compliant with PTC requirements (D-NLB-00-02, I-NLB-00-01),

is defense-in-depth principle applied?

is the architecture compliant with best practices?

5.3.4.2 Configuration review
TEST CASE Description:

The point is to verify security of the system. Scope: RBS, SGW, infrastructure available via [PSec tunnel.
Pre-Requisites:

Configuration and architecture of system components is available for review.
Documentation of system components is available.

Procedure:

Review of configuration taking into account:

manufacturer documentation,

guidelines and requirements (D-NLB-00-02, [-NLB-00-01),

international standards,

legal requirements,

best practices.

5.3.4.3 RBS network scan (applicable if demo is available)
TEST CASE Description:

The point is to verify the list of open ports.
Pre-Requisites:

RBS is up and available.

RBS is operational (connected to BSC).
Procedure:

The level of security means can be assessed by using network scanners and standard network tools. The
scan is performed from the RBS local network. Only the following protocol/ports on RBS should be in
the listening state:

IP proto 50 (ESP)
IP proto 51 (AH)
IP ICMP

Any other traffic must be dropped or icmp unreachable should be sent.
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5.3.4.4 SGW network scan (applicable if demo is available)
TEST CASE Description:

The point is to verify the list of open ports.

Pre-Requisites:

SGW is up and available.

System is operational (there are some RBSes connected to BSC).
Procedure:

The level of security means can be assessed by using network scanners and standard network tools. The
scan is performed from the SGW local network. Only the following protocol/ports on SGW should be in
the listening state:

IP proto 50 (ESP)

IP proto 51 (AH)

IP icmp

Any other traffic must be dropped or icmp unreachable should be sent.

5.3.4.5 Internal network scan (via IPSec tunnel) (applicable if demo is available)
TEST CASE Description:

The point is to verify internal hosts accessible via IPSec tunnel. This case requires establishing IPSec
tunnel from test workstation with RBS credentials.

Pre-Requisites:

SGW is up and available.

System is operational (there are some RBSes connected to BSC).
Valid RBS credentials are configured on the test workstation.
Procedure:

The level of security means can be assessed by using network scanners and standard network tools. The
scan is performed from behind IPSec tunnel.

Only the following hosts/protocols/ports should be accessible:
Abis_Synch

AbislIP

AbislIP

OSS

OSS

NEDSS

O&M client

Abis_Synch IP icmp

AbislP IP icmp

OSS IP icmp

NEDSS IP icmp

O&M client IP icmp

Any other traffic must be dropped or icmp unreachable should be sent.

5.3.4.6 Traffic outside of IPSec tunnel (applicable if demo is available)
TEST CASE Description:
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The point is to verify if traffic is generated outside of the tunnel. Scope: RBS, SGW, infrastructure
available via IPSec tunnel.

Pre-Requisites:

System is operational.

Physical access to RBS network (network hub).
Procedure:

Run network sniffer, power up RBS, wait until operational, perform voice call, data connection. Verify
that no traffic is generated outside of IPSec tunnel.

5.3.4.7 RBS secure boot
TEST CASE Description:

The point is to verify that RBS boot process is secured.
Pre-Requisites:

System is operational.

Physical access to RBS network (network hub).
Procedure:

Power up RBS. During the startup process verify periodically (in a loop) that no well known ports are in
the listening state (except from ports open during RBS operational state).

5.3.4.8 System design guidelines development
TEST CASE Description:

The point is to verify security of the system. Scope: RBS, SGW, infrastructure available via IPSec tunnel.
Pre-Requisites:

The architecture and configuration is defined and well documented

Assumption of physical access to a working RBS device taken into account.

Procedure/scope includes but is not limited to:

Discussion of OS security (RBS, SGW, systems accessible via IPSec tunnel).

Enhancements (if any) to application security (RBS, SGW, systems accessible via IPSec tunnel).

General security.

5.3.5 Conclusions

Project BeFemto relies on general security standards applicable to femto technology. With this in mind a
solution specific analysis of modifications proposed by the consortium must be performed in order to
verify whether BeFemto introduces any changes significant to security, and if so, what measures should
be applied in order to maintain high security level of the final architecture.
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6. Revenue Sharing in Multi-Stakeholder Scenarios

6.1 Introduction

In 2010 the concept of Revenue sharing mechanisms related to complex H(e)NB scenarios has
been defined both on a business and on technical level. General description of potential actors involved in
this process and key technical functionalities have been prepared as well as main business and technical
challenges have been identified. Also one of the most complex scenarios — Stuck at the Airport — has been
in details described from the revenue sharing perspective. The results were included in D.1.

This document focuses primarily on further important aspects related revenue sharing for complex
business and technical scenarios:

e Legal and privacy aspects analysis pertaining to mobile services
e  Further description of Shopping Mall scenario and services.

e Discussion on FemtoCells National Roaming.

6.2 Revenue sharing FemtoCells service deployment obstacles
In general mobile services could be roughly classified into two different groups:

e The first group includes applications typically downloaded from UpStores which use mostly only
local information collected by handsets and local data stored by device owners. During the
application installation process the user granted the given application an access to certain resources
and data and authorizes the application do carry out some actions on his behalf. In many cases, the
applications interact with third parties, but these companies typically are not ruled by the
telecommunication law. The mobile operator usually doesn’t directly control or even doesn’t know
what their subscribers install and use. The number of such applications available on various upstores
grows really rapidly.

e The second group includes applications and services which take advantage of mobile operator
managed network data and features like: location service, SIM authorization and information about
subscriber behaviour. Currently, these services are offered mostly only by mobile operators (in many
cases an operator cooperates with a third party). The operator is obliged to comply with
telecommunication law which gives more confidence and security to the subscribers, but also limits a
way the operator data is used. The services are sold under the operator brand and then centrally
maintenance by the operator, usually a big company thus the costs of the service is usually high. In
addition a large company is typically not too well prepared (and has high overhead costs) to address
needs of small user groups. In the results the niche markets are not too well covered.

To speed up the creation of new applications related to the second group, is seems, a new business
approach is needed: instead of centralized application creating, marketing and maintenance processes,
new smaller, more agile, not too much burden by administrative cost structures are necessary. Small
branches of a large companies or small or medium enterprises would be closer to clients, would know
better clients’ needs and would be able to cover new service areas traditionally not enough profitable for
big players.

This idea, though promising, is heavily impacted via law limitation deeper described in the next
paragraph.

6.3 Legal and privacy aspects

In EU member countries there are three major groups of legal acts impact design and usage of mobile
services (including FemtoCells specific)

e  Personal data protection law
e The law related to the process of service provisioning via electronic media
e Telecommunication law

In addition to these the most important there are also a number of other regulations which may be
applicable in some situations and for certain services (e.g. pertaining to payment procedures, permission
ect).
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The specific implementation of these acts may slightly vary from country to country, but generally they
should based on a number of appropriate European Commission directives:

Directive 2002/21/EC of the European Parliament and of the Council of 7 March 2002 on a common
regulatory framework for electronic communications networks and services (Framework Directive)

Directive 2002/20/EC of the European Parliament and of the Council of 7 March 2002 on the
authorization of electronic communications networks and services (Authorization Directive)

Directive 2002/19/EC of the European Parliament and of the Council of 7 March 2002 on access to,
and interconnection of, electronic communications networks and associated facilities (Access
Directive)

Directive 2002/22/EC of the European Parliament and of the Council of 7 March 2002 on universal
service and users' rights relating to electronic communications networks and services (Universal
Service Directive)

Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector
(Directive on privacy and electronic communications)

Commission Directive 2002/77/EC of 16 September 2002 on competition in the markets for
electronic communications networks and services (Text with EEA relevance)

Directive 1999/5/EC of the European Parliament and of the Council of 9 March 1999 on radio
equipment and telecommunications terminal equipment and the mutual recognition of their
conformity

Council Directive 89/336/EEC of 3 May 1989 on the approximation of the laws of the Member
States relating to electromagnetic compatibility.

For purposes of this document it is enough to concentrate only on certain provisions.

The personal protection law describe a process and details how the personal data may be collected,
stored and processed. The key point is that the personal data processing should be fully transparent
and the person the data concerns should explicate express assent on his data storing and processing
and he should be informed for which purposed his data may be used and by whom. The person may
at any time revoke his permission. In such a case the data administrator has to delete the data
pertained to this person. By definition personal data is all the data which could be used to identify a
person the data refers to. According to this definition many information produced by
telecommunication systems should be treated as personal data.

The law related to service provisioning via electronic media is an essential act because in particular it
regulates to whom a company may send its ads and other marketing information in an electronic way,
so the act automatically concerns almost all Internet and mobile services which directly or indirectly
generate revenue. The key provision of this act is that before communication with a client is started,
first this person should explicitly express his/her interest on receiving marketing information. This
declaration may be done in different forms (SMS, e-mail, paper docs, phone conversation, finally via
checking in an appropriate option in a given application). It is also acceptable to ask the client first if
he agrees and then to send him a proper offer message.

The telecommunication law significantly limits the storage and usage of subscribers’ related data
(including traffics, location, financial and personal related). In general, this data can’t be processed,
disclosure nor passed to a third party by a mobile operator (unless the party is directly involved in the
service offering process and carries out some tasks on the operator behalf). Also an operator is not
allowed to use its subscriber database for advertisement purposes (unless explicitly agreed by a
subscriber).The only justified subscriber data usage is improvement, security, clearing and
documentation of the operator services which in practice includes only billing, fraud detection and
network optimization. However, these limitations can be suspended provided that a subscriber
explicate allows an operator to process his data (telco and other) /or / and to receive commercial
offers. These declarations are typically collected during signing new / or updating existing contracts.

There are basically two classes describing clients (in this case operator subscribers)

OPTIN who only agree on processing their telecommunication data

OPTIN + who agree on processing their telco (personal) data and receiving commercial offers (including
the third party advertisements) send by on operator.
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For a mobile operator case currently a quite significant percentage of subscribers are members of OPTIN
and OPTIN+ groups and these statistic are steadily growing. It is expected that soon these groups may
count about 50%. If so it would significantly enlarge an operator opportunities to offer mobile services to
a large number of its clients .

6.4 Legal and privacy aspects and H(e)NB specific revenue sharing services

By definition revenue sharing process takes place when more than one party participates in a
service delivery process, provides some value the delivery chain, receives some revenue or participates in
losses. The party contribution may include certain information delivery (like marketing offer), access to a
client group (via client database) or technical means to execute an application or to establish
communication session with a customer.

There are a few observation resulted from the legal analysis:

e A trivial observation is that there must basically be always one party who offers a service and acts as
a front-end to a client. The party may (often case) in background cooperate with other third parties.
However, the less obvious remark is that the transfer of clients related information between parties
involved in service delivery process is significantly limited. An example of such mechanisms is an
operator cooperation with an insurance company. The operator may select a sub-group of his
subscriber (from OPTIN) group according to the criteria defined in advance by an insurance
company and then offer a certain insurance product on behalf of its partner. However, the insurance
company has never a direct access to the operator subscribers database and don’t directly participate
in subscriber segmentation process.

e An operator can’t locate its subscribers without their explicate expressed permission. If a subscriber
who is not a member of OPTIN the operator is not allowed to carry out any actions when f.e. this
subscribers enters the H(e)NB range. In this case sending any information to the subscribers is not
legal (even a question if he/is would agree to receive ads), because this would require the earlier
subscriber location.

e The personal and telecommunication data can be processed provided that the data is anonymized
before this process

e If a subscriber gives his assent to process his personal data (including telecommunication data) it
should be clearly stated which party his assent concerns. Referring to a complex scenario of a
Shopping Mall, the client actually should give his assent to all shops located in the Shopping Mall. If
location information is provided by another party (e.g. a mobile /network infrastructure operator)
then the situation is getting more complicated because an addition client agreement is necessary to
pass the location information to the shops. The process of obtaining many assents may be pretty
annoying and discouraging for clients and in the result may decrease usability and potential of the
mobile services for Shopping Mall scenario.

Conclusions:

e The current legal regulations protect well the clients/ subscribers’ privacy, but they also significantly
limit and complicate the way the customer data may be utilized.

o It seems the legal logic and provisions related to privacy protection do not efficiently address many
scenarios which have appeared in the last years as the result of technological advancement
(sophisticated mobile services, advanced service and product personalization based on client related
data, deep data analysis ect.). A few new amendments would be necessary to speed up deployment
of services based on client data. The point is not to decrease the client privacy and security, but to
simplify some processes and to introduce a more coherent legal interpretation in several situations.

e Despite some limitations , the currently legal situations allow practical implementation of advanced
services with revenue sharing between parties. (A separate subchapter describes proposal how a
vision related to Shopping Mall scenario may be implemented as well as list some classes of
services)

6.4.1 Other factors to be taken into account

Even in an anonymised form (usage of which is legally permissible) telecommunication and other people’
activity related data contains a lot of information on individual and group behaviour. Recently many
companies try to use this data for commercial purposes. Apart from strictly legal aspects (in many
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particular cases it is not clear what is legally acceptable and what not) the customers and public opinion in
many countries complain on illegitimate usage of their data and on increasing invigilation and
interference in their life by commercial companies. These opinions may result in adoption of more
restricted legal regulations or at least may destroy reputation of some companies.

Simultaneously many people agree on processing their behaviour data expecting that this information
may help the companies and service providers to prepare tariffs and commercial offers which will more
accurately address their specific needs and interests.

Regardless the result of these discussions it seems that in the future there will be significant social
acceptance for usage of activity data unless this process will keep some ethical standards and won’t break
the legal rules.

6.5 Shopping Mall scenario and specific services.

Thanks to latest technical achievements (especially availability of powerful handsets and other
sophisticated mobile devices with network connectivity) the processes of virtual and physical shopping
and entertainment could be closer integrated. It could create new opportunities both for service providers
and their clients.

Based on currently available technology and legal regulations this vision may be realized for example in
the following way.

e A person enters a Shopping Mall with an intention to spend some time doing shopping, relaxing and
having fun and entertainment.

e The person has his smartphone, tablet or could borrow such devices at the Shopping Mall (if doen’t
have his own)

e The Shopping Mall has implemented an integrated shop assistance and entertainment services
platform. The platform includes information system, advanced advertisement, location services, user
authorization (based on SIM), interactive games, mall navigation system and other dedicated
applications. The system is connected with clients profiles collected by shops, restaurants and pubs
and client loyalty programs databases. Depending on a current situation shops / restaurants may
dynamically compose general, segmented, or personal offers.

e As the person enters the shopping mall, he is encouraged to install on his smartphone a special
application (the details /web addresses could be provided via QR code placed on mall billboards) or
to open a dedicated WebPages. The person could login to the system using his SIM credentials (the
mobile operator plays a role of Identify Provider) or to work with the application in a guest (an
anonymous) mode. Then the person is asked to set up several options — in particular to decide if he
agrees to be localised by the network and to pass his coordinates to specific companies connected
also to this system. Because the decision to start an application comes from the client - the legal
requirements are satisfied.

o The person visits various areas of shopping mall. Even in the anonymous mode he can still have
access to many services: his smartphone can determine his location thanks to the mall location
services (without being located by mobile operator) and the person may check the newest adds. and
current general offers published by shops.

e Visiting a given shop (if he wants) a person may disclosure his identity and take advantage of
special offers (e.g customer loyalty program, discount for credit card owners, subscriber of a mobile
operator the shop has an agreement with)

e Being not anonymously login (if he agrees) the person could actively receive profiled advs. and
information. Two legally consistent options are possible:

0 The systems sends selected authorised by the person and his Identify Provider information
to a shop. The shop composes a special offer taking also into account own information about
this person (if it already has his profile) and send it to the client. The system role is limited
to the transmission media.

0 The systems (effectively the mobile / or infrastructure operator) using own info about an
user composes an offer based on criteria provided by the shop.
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Due to Femtocells technology Shopping Mall may deliver information and ads. in a rich multimedia
form (interactive, special audio/ video clips, dedicated applications)

e Thank to shopping mall location systems the clients may enjoy reality games with other shoppers.
These games my include specific places discovery, answering some questions (f.e. related to shops
offers) and interaction with other players.

e Among the other services the Shopping Mall platform may offer it is worth to mention:

0 Friends discovery (integrated with the popular social services). In this case legal
requirement can also be easily met.

O A restricted access to Voice / SMS /data services in some public places (cinema,
exhibitions).

O A customer location sensitive and interactive billboard which would display customized
information tailored to a customer profile who approaches the billboard. Additional
functionalities may allow the customer to navigate the billboard via a dedicated mobile
application (plus the standard navigation method provided by “traditional” interactive
billboard).

Place specific services and applications (for cinemas, application offered by shops
Push personalized public information services (eg. Info about flight delays)
Downloading multimedia content for free (agreeing to receive ads)

Location of selected subscribers (e.g. where is my child case)

Access to price comparison system and opinions about given products (shops)

O O O O OO

6.5.1 PicoCell trial

While PTC has no yet experience in Femtocells based commercial advertisement, a few observations and
forecasts may be done analysing the results of a PicoCell based location advertisement trial in one of the
Warsaw shopping malls.

6.5.1.1 Trial description

This trial was executed in the end of 2010. PTC subscribers who belonged to the OPTIN+ group (see.
1.2.2) and who were localized at this shopping mall received SMSs / or MMSs adv. encouraging him to
visit a selected shop / or shops located in this mall. The shop or / and a mobile operator offered some
discount provided that a client carried out a certain transaction. 2-3 days after receiving an offer the
results were evaluated via phone inquiry. The trial trail confirmed high potential of mobile advertisement
(10% of those who receive SMS/MMS visited a given shop) and also showed that the subscribers in
general positively reacted on receiving SMSs/ MMSs advs. provided that their number is not greater than
2-3 adv. a week.

6.5.1.2 Conclusions from the PicoCells trial.

The PicoCell based location system used in the trial described above was far less accurate than location
offered by Femtocells systems.

The system based on Cell ID informed only that a subscriber is inside / or near the shopping mall

The system used a passive location method (analysing network signalization data) triggered by a user /
network actions (periodic location update, voice / data sessions ). In the result only a part of subscribers
who did visit this shopping mall finally received adv. SMSs / MMSs.

The PicoCell trial showed that SMS/MMS services are good communication channels to distribute
targeted advertisements. However, these services have a significant limitation — people accept and
memorize at the most only up 10-15 SMS/MMS communicates monthly, these messages are quite short,
not interactive and it is difficult to send in this way (if the customer is interested) additional information.

6.6 FemtoCells National Roaming Analysis

Although the Femtocells idea was introduced a few year ago, the Femtocells deployment process don’t
progress rapidly so far. Many various factors contribute to this situations, but one of them is doubtfully
related to national roaming issues, which significantly slows down especially the stand alone Femtocells
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deployment. It is pretty easy to understand why subscribers are not too eager to install H(¢)NB at their
homes: if household members use more than one mobile operator services (a typical situation) it is
difficult for a subscriber to imagine installation of separated H(e)NBs for each operator. A quick solution
for this issue seems to be crucial for Femtocells commercial success. As Femtocells roaming we will
understand in this document — national roaming between mobile operators. International Femtocells
roaming is also a very interesting topic with a lot of new opportunities and a potential market impact, but
due to its complex nature we won’t discuss it in this document.

6.6.1 Aspects impacting FemtoCells roaming

Despite the fact that implementation of Femtocells roaming procedures seems to be necessary, it has not
been done / or even proposed in a satisfactory way yet. There are definitely a lot of reasons why
Femtocells roaming is very difficult to address:

e Not obvious interest of the mobile operators — from an operator perspective one of the main
motivation for Femtocells implementation is churn reduction. As it directly impacts total customer
acquisition cost, churn reduction is typically a key factor responsible for positive Femtocells
Business Case

e Not sufficient roaming support on the network architecture standardization level: Femtocells idea
was introduced many years after the basis network standards were proposed and implemented. A
standard mobile network roaming procedures and legal regulation can’t be directly reused for
Femtocells roaming. Also the standard roaming was originally focused more on international
roaming than on national roaming

e  Currently by default some network services may not be available for roamers— typically it is not a big
problem for international roaming, but f.e. a lack of location service may drastically limit the
Femtocells functionality

e Legal and confidentially problems (subscriber related activity data) — telecommunication law doesn’t
explicate address the national roaming case. So far only one operator has access to its subscribers
data and is sole responsible for any data infringement.

e Not too popular infrastructure sharing practices in many countries yet — Femtocells sharing is a
special case of infrastructure sharing.

e Not clear signals from national regulators how to approach this issue — national regulator main
objective is to stimulate telco services development and to protect and to well address the client
needs. Often used regulators strategy is to foster operator competition, while sharing operator
infrastructure is not necessarily a step in this direction (as is implies closer cooperation between
operators)

e  Security issues — H(e)NB installed at the subscriber premise is more vulnerable to potential attacks

o Billing issues — it is also related to the legal issues - mechanisms for verification and access to
selected information of subscribers activities via more than one operator is necessary

e Image and responsibility for Quality of Service — in a Femtocells roaming case other network
subscribers would use only a limited part of their home operator infrastructure. The home operator
wouldn’t have direct influence not even control of QoS of this sessions. But from the subscriber
perspective it still be responsible for service availability and quality.

6.6.2 Key drivers speeding up the Femto roaming process

e  Strong pressure to lower network transmission costs / higher network capacity and new mobile
services

e Femto is considered as one of the key approaches for LTE deployment - the national regulators are
currently discussing various options to support Femtocells: dedicated Femtocells operators with
separated bandwidth, Femtocells / LTE national roaming is also considered as a conditions to
frequency tenders

e LTE as new technology allows easier implementation of roaming procedures

e some changes of telecommunication law could possibly be done to better address the Femto / Small
Cell challenges

e Evolution of Femtocells in the direction of closer unification with other small cell technologies
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6.6.3 Remarks on Femtocells National Roaming options

A few potential solutions are possible. Each of them should marry many parties interests (operators,

regulators, subscribers, service providers), satisfy legal and privacy requirements as well as be

technically feasible. Unless LTE forces deeper standardization, there won’t probably be one standards

Femtocells roaming regulations, however every options will have to some extent address the following

topics:

e competitiveness preservation - the H(e)NB is deployed and controlled only by one mobile operator /
or dedicated Femtocells operator

e Symmetrical conditions - some (or all in the country) mobile operators sign agreements regulating
access of other operator subscribers to its H(e)NB and vice versa (such agreement will probably
include QoS monitoring, billing and payment rules). One of the possible provisions may state that the
agreement does not change the other operator subscribers tariff (or give other subscribers a small
discount to encourage them to user Femtocells

e Regulatory requirements — national regulators is a national stimulator of Femtocells roaming
implementations. Regulator means may include: frequency managements, interconnect rates, network
quality monitoring

e Rules regulating subscribers access to N(e)NB and Macro - an N(e)NB owner may have some
freedom to decide if and with whom to share her/his N(e)NB (e.g. member of his family, neighbours,
everybody ect.). The specific conditions to be proposed by an operator — a subscriber level will create
a new field for competitiveness. One the other hand the subscriber should have some freedom
regarding the decision if he/she want to use Marco or Femtocells

6.6.4 Summary

The Femto / Small Cells roaming is a crucial step toward cheaper and more capacious mobile network.
The latest tendencies observed in telecommunication world (popularization of RAN and IP network
infrastructure sharing, explosion of new mobile services taking advantage of various network features,
requirement on more data transmission, approaching LTE massive deployment) challenge all telco
stakeholder to come up with new technical and organizational solutions. In a few year perspective it will
probably results also in implementation of Femtocells roaming. As the concept is very complex — it needs
still deeper legal business and technical analysis.
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